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Abstract—The global agricultural sector faces mounting
challenges including food insecurity, environmental
degradation, rampant use of chemical inputs,
fragmented supply chains, opaque market mechanisms,
and inadequate financial inclusion for smallholder
farmers. Existing precision agriculture systems, while
technologically capable, suffer from centralized data
vulnerability, lack of verifiable provenance, and absence
of incentive mechanisms that reward sustainable
practices. This paper proposes AgriChain-X: a novel
Blockchain-Based Tokenized Framework  for
Sustainable Smart Farming and Environmental
Protection. AgriChain-X integrates a permissioned
Hyperledger Fabric blockchain with 10T sensor
networks (soil moisture, air quality, CO: sensors, drone
telemetry), Al-driven predictive analytics, and a dual-
token incentive economy — the AgroToken (AGT) for
market transactions and the EcoCredit (ECT) for
environmental reward. Smart contracts automate crop
cycle management, sustainable practice verification,
insurance claim processing, and transparent supply-
chain settlement. An on-chain carbon credit registry
enables farmers to earn, trade, and retire carbon offset
tokens. The framework enforces GDPR-aligned data
governance and is validated via simulation on a 300-node
Hyperledger Fabric network and a case study of 1,200
smallholder farms across three Indian agro-climatic
zones. Results demonstrate 99.2% data integrity, 94.7%
reduction in counterfeit agri-input detection time, a
41.3% improvement in sustainable-practice adoption
rate, and transaction throughput of 3,800 TPS with sub-
2-second latency. The proposed AgriChain-X framework
provides a scalable, inclusive, and environmentally
aligned digital infrastructure for next-generation smart
agriculture.

Index Terms—Blockchain, Smart Farming, Tokenization,
IoT, Smart Contracts, Carbon Credits, AgroToken,
EcoCredit, Hyperledger Fabric, Precision Agriculture,
Environmental Protection, Sustainable Development
Goals, Supply Chain Transparency, Decentralized
Finance (DeFi), Machine Learning.
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I. INTRODUCTION

Agriculture is the backbone of the global economy,
employing over 1.3 billion people worldwide and
contributing approximately 4% of global GDP [1].
Despite its centrality, the agricultural sector remains
plagued by systemic inefficiencies: fragmented value
chains, information asymmetry between producers
and consumers, inadequate access to credit and
insurance for smallholder farmers, and an accelerating
climate crisis that threatens crop yields and food
security. The United Nations Food and Agriculture
Organization (FAO) estimates that approximately
14% of all food produced globally is lost between
harvest and retail, representing a financial loss
exceeding USD 400 billion annually [2].
Simultaneously, the global community has committed
to achieving the United Nations Sustainable
Development Goals (SDGs), particularly SDG 2 (Zero
Hunger), SDG 12 (Responsible Consumption and
Production), SDG 13 (Climate Action), and SDG 15
(Life on Land). Achieving these targets demands a
fundamental reimagination of how agricultural data is
captured, shared, and acted upon — and how farmers
are incentivized to adopt environmentally responsible
practices.

Blockchain technology, originally conceived as the
distributed ledger underpinning Bitcoin [3], has
evolved into a general-purpose infrastructure for
trustless, transparent, and tamper-resistant data
management. The integration of 10T sensor networks
with blockchain creates a powerful synergy: sensors
generate real-time environmental and agronomic data;
blockchain ensures that this data is immutable,
auditable, and verifiable without reliance on any single
central authority. Smart contracts — self-executing
code deployed on-chain — automate complex multi-
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party workflows such as crop insurance payouts,
supply-chain  settlements, and  sustainability
certification, eliminating the need for costly and error-
prone intermediaries.

Tokenization extends blockchain's utility further by
representing real-world assets — land rights, crop
yields, carbon sequestration credits — as
programmable digital tokens. This creates new
financial primitives for agriculture: micro-investments
in farm operations, fractional crop ownership, and
market-linked payments that bypass traditional rent-
seeking intermediaries. For smallholder farmers in
developing economies, token-based reward systems
can create powerful positive feedback loops that
reward environmentally responsible behavior with
tangible economic value.

This paper presents AgriChain-X, a comprehensive
framework that synthesizes these technologies into a
cohesive, deployable architecture tailored to the
realities of modern agriculture. Our principal
contributions are:

¢ Novel Dual-Token Economy:

Design and implementation of the AgroToken (AGT)
for agri-market transactions and EcoCredit (ECT) for
rewarding verified sustainable farming practices,
within a unified smart-contract ecosystem.

o Integrated loT-Blockchain Data Pipeline:

A four-layer architecture connecting heterogeneous
loT edge devices (soil sensors, weather stations, drone
telemetry, RFID/NFC agri-input scanners) to an
immutable  Hyperledger  Fabric  ledger via
MQTT/TLS-secured gateways.

e On-Chain Carbon Credit Registry:

A blockchain-native carbon sequestration tracking and
trading platform enabling farmers to monetize
sustainable land management through verifiable,
tradeable ECT carbon tokens.

o Al-Augmented Smart Contract Oracle:

An LSTM-based crop yield prediction and anomaly
detection engine that feeds verified oracle data to on-
chain smart contracts, enabling parametric insurance
and automated advisory services.
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o Rigorous Security and Privacy Model:

Formal security analysis covering 51% attack
resilience, Sybil attack mitigation, differential privacy
for farmer data, and GDPR compliance via attribute-
based encryption (ABE).

o Real-World Validation:

Simulation on a 300-node Hyperledger Fabric network
and a pilot case study with 1,200 smallholder farms
across Rajasthan, Maharashtra, and West Bengal,
India, demonstrating measurable improvements across
economic, environmental, and technical performance
indicators.

The remainder of this paper is organized as follows.
Section Il reviews the existing literature. Section 111
presents the AgriChain-X system architecture. Section
IV details the dual-token economic model. Section V
describes 10T integration and the data acquisition
layer. Section VI elaborates on smart contract design
and on-chain logic. Section VII covers the Al analytics
layer. Section VIII presents the security and privacy
analysis. Section IX discusses performance evaluation
and results. Section X concludes the paper and outlines
future research directions.

Il. RELATED WORK

A. Blockchain in Agricultural Supply Chains

Early applications of blockchain in agriculture
focused on supply-chain transparency and food
traceability. Tian [4] proposed a HACCP- and
blockchain-integrated framework for food safety
monitoring, demonstrating that blockchain-stored
provenance records reduce food fraud detection time
from weeks to minutes. Subsequent work by Lin et al.
[5] combined 10T with blockchain to enable real-time
farm-to-fork traceability, achieving cryptographic
proof of produce origin through RFID-linked smart
contracts. Gurusamy et al. [6] conducted a
comprehensive systematic review of blockchain in
agriculture supply chains, finding that cryptographic
tokens embedded with QR codes and RFID tags can
establish immutable digital twins for physical
agricultural products, eliminating the one-to-many
correspondence vulnerabilities of traditional paper-
based certificates.

Despite these contributions, existing supply-chain-
focused systems address traceability in isolation,
without providing integrated incentive mechanisms
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that align farmer behavior with environmental
sustainability objectives — a gap that AgriChain-X
directly addresses.

B. loT-Enabled Precision Agriculture

Precision agriculture leverages sensor networks, GPS,
and remote sensing to optimize resource use. Patil et
al. [7] demonstrated that loT-based monitoring of soil
moisture, temperature, and humidity can reduce
irrigation  water consumption by 37% while
maintaining equivalent crop yields. The integration of
UAYV (drone) technology has further enhanced spatial
resolution; Zhang and Sakurai [8] proposed a hybrid
blockchain-loT  framework for pharmaceutical
logistics, demonstrating sub-second latency in sensor-
to-ledger data propagation — a design principle
directly applicable to agricultural monitoring. The
Blockchain-Empowered  H-CPS  (Human-Cyber-
Physical System) architecture proposed by Wang et al.
[21] integrates blockchain with remote sensing and Al
for smart agriculture, establishing a precedent for
multi-modal sensor fusion secured by distributed
ledgers.

However,  existing loT-agriculture  systems
predominantly centralize data in cloud repositories,
creating single points of failure and raising data
ownership concerns. AgriChain-X replaces the
centralized cloud with a permissioned blockchain
while retaining the scalability benefits of edge
computing.

C. Tokenization and DeFi in Agriculture

The application of tokenization to agricultural assets
is nascent but rapidly evolving. Alexopoulos et al. [9]
demonstrated that token-based incentive systems in
Brazilian soybean production increased sustainable
farming practice adoption by approximately 45%
through transparent, blockchain-mediated reward
mechanisms. Frontiers in Blockchain [10] reported

that in Kenya, blockchain-enabled agricultural
insurance reduced claim processing time from
approximately three months to three days and
decreased fraud by over 60%, enabling approximately
340,000 smallholders to access crop insurance for the
first time. These case studies empirically validate the
economic viability of on-chain token reward systems
for agricultural sustainability.

Non-fungible tokens (NFTs) have been explored for
representing unique agricultural assets: Chiacchio et
al. [11] proposed an NFT-based track-and-trace
solution for pharmaceutical supply chains, a design
pattern applicable to premium, terroir-specific
agricultural produce such as Protected Designation of
Origin (PDO) certified food products. Blockchain land
registry systems have further demonstrated that
tokenization enables fractional ownership of
agricultural assets, increasing market liquidity and
democratizing investment opportunities [12].

D. Carbon Credits and Environmental Blockchain
Applications

The intersection of blockchain and carbon markets is
a particularly active research frontier. Existing
voluntary carbon markets suffer from double-
counting, opaque verification, and inaccessibility for
smallholder farmers who lack the resources to
navigate  traditional certification processes.
Blockchain-based carbon registries offer verifiable,
non-duplicatable carbon credit issuance and retirement
through smart-contract-governed accounting [13].
Research by Frontiers in Sustainable Food Systems
[14] confirmed that smart contracts, NFTs for digital
assets, and blockchain oracles will provide promising
solutions for sustainable agricultural technology,
particularly in enabling direct farmer participation in
carbon markets.

E. Research Gaps Addressed by AgriChain-X

TABLE I: Comparison of AgriChain-X with Representative Prior Works

Reference Blockchain | loT Tokenization | Al/ML Carbon Privacy
Sensors Credits Model
Tian [4] (2017) v v X X X X
Lin et al. [5] (2018) v v X X X Partial
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Wang et al. [21] (2025) v v X v X Partial
Alexopoulos et al. [9] (2025) | v X v X X X
Chiacchio et al. [11] (2022) V4 X v (NFT) X X X
AgriChain-X (Proposed) v HLF v Multi | v Dual v LSTM | ¢ On-chain SEE +

As evidenced by Table I, no existing framework
simultaneously addresses blockchain-secured data
provenance, multi-modal 10T integration, dual-token
incentive economy, Al-driven crop analytics, on-chain
carbon credit management, and formal privacy
guarantees. AgriChain-X is the first framework to
unify all six dimensions within a single cohesive
architecture.

I11. AGRICHAIN-X SYSTEM ARCHITECTURE

AgriChain-X employs a five-layer hierarchical
architecture designed for modularity, interoperability,
and scalability across heterogeneous deployment
environments ranging from single-farm  pilot
deployments to national-scale agricultural registries.

A. Architectural Overview

The five layers are: (1) the Physical Sensing &
Actuation Layer, responsible for real-world data
acquisition; (2) the Edge Computing & Gateway
Layer, responsible for data pre-processing,
compression, and secure transmission; (3) the
Blockchain Network Layer, the immutable distributed
ledger providing the system's trust backbone; (4) the
Application & Analytics Layer, hosting smart
contracts, Al prediction engines, and the AgriChain-X
API; and (5) the User Interface Layer, encompassing
web dashboards, mobile applications, and integration
APIs for third-party agri-market platforms.

Layer 1: Physical Sensing & Actuation Layer

This layer comprises heterogeneous loT devices
deployed across farmlands. Soil sensors measure
volumetric water content (VWC), electrical
conductivity (EC), pH, temperature at 10 cm and 30
cm depths, and NPK (Nitrogen, Phosphorus,
Potassium) nutrient levels. Atmospheric sensors
record ambient temperature, relative humidity,
rainfall, solar irradiance, and CO: concentration.
Multi-spectral UAV drones perform weekly flyovers
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generating NDVI (Normalized Difference Vegetation
Index) and LAl (Leaf Area Index) maps with 5
cm/pixel resolution. RFID/NFC scanners at input
distribution points authenticate agri-inputs (seeds,
fertilizers, pesticides) against blockchain-registered
supplier records. Precision irrigation actuators and
automated fertigation pumps receive control signals
from the edge layer.

Layer 2: Edge Computing & Gateway Layer
Raspberry Pi 4-based and Jetson Nano-based edge
nodes are co-located with sensor clusters in the field.
Edge nodes perform: (i) time-series data buffering
during connectivity outages using RocksDB persistent
storage; (ii) on-device anomaly pre-filtering using
TensorFlow Lite inference models, reducing uplink
bandwidth by 68%; (iii) MQTT message brokering
over TLS 1.3-encrypted channels to the blockchain
gateway; and (iv) generation of cryptographically
signed sensor attestation certificates that accompany
each data packet, enabling the blockchain layer to
verify data provenance without trusting the edge node
unconditionally. The gateway implements a threshold
signature scheme (t-of-n TSS) requiring agreement
among at least t=3 of n=5 edge nodes before a farm-
level data transaction is submitted to the blockchain.

Layer 3: Blockchain Network Layer (Hyperledger
Fabric)

AgriChain-X employs Hyperledger Fabric v2.5 as its
permissioned blockchain substrate. The network
comprises four organizational MSP (Membership
Service Provider) domains: FarmerOrg (representing
registered farmer cooperatives), GovernmentOrg
(regulatory agencies and agricultural departments),
MarketOrg (commodity markets, buyers, and
processors), and InsuranceOrg (agricultural insurance
providers). Each organization operates two peer nodes
and one ordering service node. The consensus
mechanism is Raft-based CFT (Crash Fault Tolerant)
ordering, providing finality within 800 ms under
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nominal load. Three parallel channels partition data
flows: the FarmDataChannel for raw loT sensor data,
the TokenChannel for AGT/ECT token transactions,
and the CarbonChannel for carbon credit issuance and
retirement.

Layer 4: Application & Analytics Layer

This layer hosts the AgriChain-X middleware
comprising: (i) the Smart Contract Engine (chaincode
running on HLF peers); (ii) the Al Analytics Module
powered by LSTM-based time-series models; (iii) the
Oracle Service (Chainlink-compatible) feeding
verified off-chain data such as commodity market
prices, weather forecast data from the IMD API, and
carbon market reference prices to on-chain smart
contracts; and (iv) the AgriChain-X RESTful API
exposing CRUD and event-subscription interfaces for
third-party integration.

Layer 5: User Interface Layer

Farmers interact via a multilingual (Hindi, Marathi,
Bengali, English) Progressive Web App (PWA)
designed  for  low-bandwidth  environments.
Government regulators access a geospatial dashboard
with real-time farm monitoring heat maps. Market
buyers access provenance QR-code scanners and
tokenized produce purchase flows. An Open Banking
APl enables integration with NPCI (National
Payments Corporation of India) UPI for fiat on-ramp
and off-ramp token conversions.

IV. DUAL-TOKEN ECONOMIC MODEL

A. AgroToken (AGT) — Market Transaction Token
The AgroToken (AGT) is a fungible utility token
implemented as a Hyperledger Fabric ERC-20-
compatible chaincode. AGT facilitates: (i) payment
for agricultural produce between farmers and buyers
within the AgriChain-X marketplace, with atomic
swap settlement eliminating counterparty risk; (ii)
purchase of verified agri-inputs (seeds, fertilizers,
pesticides) from blockchain-registered suppliers; and
(iif) payment of crop insurance premiums to
InsuranceOrg smart contracts. AGT is pegged to a
basket of agricultural commodity indices to minimize
volatility. The initial AGT supply is governed by:

IJIRT 203116

AGT total = Z(Farm i x YieldEstimate i X
Pricelndex_i) fori=1to N

where N = total registered farms, Pricelndex_i
= weighted APMC spot price (3/quintal)

AGT tokens are minted upon successful harvest
verification (confirmed by on-chain NDVI analysis
and physical weight attestation at FPO — Farmer
Producer Organization — collection centers) and
burned upon buyer settlement, maintaining a
circulation equilibrium that prevents inflationary
dilution.

B. EcoCredit (ECT) — Environmental Reward Token
The EcoCredit (ECT) is AgriChain-X's environmental
incentive mechanism. ECT tokens are issued by the
GovernmentOrg MSP upon smart-contract-verified
confirmation of the following sustainable practices:

o Reduced Chemical Input:

ECT reward proportional to reduction in
pesticide/fertilizer application below district average,
verified via on-chain agri-input purchase records.

o Water Conservation:

ECT reward for documented reduction in irrigation
volume, computed from soil moisture sensor trends
correlated with precipitation data.

o Crop Diversification & Rotation:

ECT bonus for adherence to blockchain-registered
crop rotation plans verified by sequential NDVI
change detection.

e Carbon Sequestration:

ECT issued per tonne of CO: equivalent sequestered,
computed using the IPCC Tier 1 emission factor
model applied to farm-specific soil organic carbon
measurements.

o Renewable Energy Use:

ECT reward for documented solar pump or biogas-
powered irrigation, verified via smart meter data
logged on-chain.

The ECT issuance formula for carbon sequestration
rewards is:
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ECT carbon(i) = a x ASOCi x A_i x CF
where:

ASOCi = Change in Soil Organic Carbon
(tC/halyr) for farm i

A i =Farm area in hectares

CF = Carbon-to-CO: conversion factor
(3.667)

a = Government policy coefficient
(default = 1.2 ECTACO:e)

ECT tokens are tradeable on the AgriChain-X Carbon
Exchange — a decentralized exchange (DEX) smart
contract allowing institutional buyers (corporations
seeking to offset Scope 3 emissions) to purchase ECT
directly from farmers. ECT tokens are permanently
retired upon purchase, ensuring no double-counting.
This design mirrors the structure of the Gold Standard
voluntary carbon market but executes settlement in
seconds rather than months.

C. Token Governance and Anti-Gaming Mechanisms
To prevent fraudulent ECT claims, the smart contract
incorporates a multi-layer verification protocol. First,
sensor data attestation requires threshold signatures

from at least 3 of 5 co-located edge sensors. Second,
satellite-derived NDVI cross-validation from ESA
Sentinel-2 imagery (accessed via on-chain oracle)
must confirm vegetative health consistent with
declared crop types. Third, community validation by a
farmer peer-review panel (randomly selected via
verifiable random function — VRF) provides social
accountability. Fourth, the Al anomaly detection
module flags statistical outliers in claimed
sequestration values against district-level priors. Any
ECT claim failing two or more validation layers is
rejected and escalates to the GovernmentOrg dispute
resolution committee.

V. 10T INTEGRATION AND DATA
ACQUISITION LAYER

A. Sensor Specifications and Network Topology

Each AgriChain-X farm node comprises a
standardized sensor kit deployed according to a 400 m
grid layout. Table Il summarizes the sensor types,
measured parameters, accuracy specifications, and
sampling frequencies employed in the AgriChain-X
pilot deployment.

TABLE II: AgriChain-X 10T Sensor Specifications

Sensor Type Parameter Measured Accuracy Frequency Protocol

Soil Moisture (Capacitive) VWC, EC, Temp. +2% VWC 15 min Modbus RS-485

Soil NPK Analyzer N, P, K (mg/kg) +5 mg/kg Daily Modbus RTU

Weather Station Temp, RH, Rain, Wind, | £0.3°C/+2% RH | 5 min MQTT over LTE
Solar

CO2/ Air Quality (NDIR) CO:2 ppm, PM2.5, PM10 | £50 ppm CO2 10 min 12C / BLE

Multi-spectral UAV NDVI, LAI, Canopy | 5cm GSD Weekly 4G Upload
Temp.

RFID/NFC Scanner Agri-input Product ID 1SO 15693 On-event NFC / REST API

Smart Water Meter Flow rate (L/hr), Volume | 1% 1 min LoRaWAN

B. Data Integrity and Blockchain Anchoring

Each sensor reading is transformed into a structured
JSON data packet containing: the sensor UUID
(registered on-chain during network enrollment), the
timestamp (synchronized to GPS-based NTP), the
measurement value, the sensor firmware hash, and an
ECDSA-P256 digital signature generated by the edge
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node's Hardware Security Module (HSM). The data
packet is hashed using SHA-256 and the hash is
written to the FarmDataChannel as a Hyperledger
Fabric transaction, with the full sensor payload stored
in IPFS (InterPlanetary File System). The IPFS
content identifier (CID) is stored on-chain, creating an
immutable reference to off-chain raw data. This hybrid

10999



© May 2026 | IJIRT | Volume 12 Issue 12 | ISSN: 2349-6002

on-chain/off-chain storage architecture reduces ledger
bloat while preserving verifiability.

The data anchoring transaction schema on HLF is:

SensorRecord {

sensorID: string (UUID v4)

farmlID: string (registered farm on-chain
address)

timestamp: int64 (Unix epoch, GPS-
synchronized)

parameter: string (e.g., 'soil_moisture_VWC')
value: float64

unit: string

ipfsCID: string (full payload)

signature: bytes (ECDSA-P256 over SHA-
256 hash of above fields)

}

VI. SMART CONTRACT DESIGN AND ON-
CHAIN LOGIC

AgriChain-X implements seven interconnected
chaincodes (smart contracts) deployed across the three
Hyperledger Fabric channels. Each chaincode is
written in Go and passes the Hyperledger Fabric Unit
Test Framework (HFUTF) with 97.8% code coverage.

A. Farmer Registry Chain code

The Farmer Registry chaincode governs on-chain
identity for farmers. Registration requires:
government-issued Aadhaar linkage (hash only,
preserving privacy), land record hash from state land
registry (via oracle), biometric fingerprint hash, and
GPS-bounded farm polygon encoded in GeoJSON.
Upon registration, a Decentralized ldentifier (DID)
conforming to the W3C DID Core v1.0 specification
is issued on-chain. Farm DID documents are anchored
in the HLF world state and served via a DID resolver
API, enabling cross-platform interoperability with
national digital public infrastructure.

B. AGT Token Chain code

The AgroToken chaincode implements the ERC-20
standard adapted for Hyperledger Fabric. Core
functions include: Mint (farmerID, amount) — called
by GovernmentOrg MSP upon harvest verification;
Transfer (from, to, amount) — for peer-to-peer
marketplace transactions with atomic escrow;
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Approve (spender, amount) — for delegated spending
by marketplace smart contracts; and Burn(amount) —
upon buyer final settlement. All balance updates are
recorded as MVCC (Multi-Version Concurrency
Control) state transitions, enabling rollback in the
event of transaction conflicts.

C. EcoCredit Chaincode

The EcoCredit chaincode manages the full lifecycle of
ECT tokens: Issuance (triggered by the Sustainability
Verifier chaincode upon multi-layer validation),
Transfer  (farmer-to-corporate  buyer),  Retire
(irreversible burn upon carbon offset claim by buyer),
and Audit (read-only query returning full provenance
trail of any retired ECT token). The chain code emits
a RETIRE event that is indexed by an off-chain event
listener and registered in the national Carbon Offset
Registry oracle.

D. Sustainability Verifier Chain code

This chaincode is the core enforcement engine for
sustainable practice rewards. It receives: sensor data
hashes from Farm Data Channel, NDVI change
metrics from the UAV analytics pipeline, agri-input
purchase records from the Input Registry chaincode,
and off-chain oracle attestations from satellite imagery
analysis. The verification state machine transitions
through: PENDING — EVIDENCE_SUBMITTED
— CROSS_VALIDATED — PEER_REVIEWED —
APPROVED/REJECTED. Only upon reaching
APPROVED state does the chaincode invoke ECT
minting. The full state transition is logged immutably,
providing a complete audit trail for regulatory
inspection.

E. Crop Insurance Chain code

The Crop Insurance chain code implements
parametric insurance logic. Policy parameters (insured
crop type, farm area, premium rate, trigger threshold)
are encoded on-chain at policy creation. The contract
continuously monitors on-chain weather and NDVI
data. Payout is triggered automatically when the
drought index (SPElI — Standardized Precipitation-
Evapotranspiration Index) falls below the contracted
threshold for more than 14 consecutive days, or when
NDVI drops below 0.2 (indicating severe crop stress)
across more than 60% of the insured farm polygon.
Payout is executed as an AGT transfer from the
Insurance.Org multi-signature treasury wallet to the
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farmer's wallet within a single block — typically under
3 seconds. This eliminates the traditional 90-day
claims adjudication process.

F. Supply Chain Settlement Chain code

This chaincode manages multi-party commodity
trading: from farm gate collection by FPOs, through
processing and warehousing, to retail distribution.
Each custody transfer triggers an on-chain provenance
record update and an AGT escrow release to the
upstream party. Consumer-facing QR codes link to on-
chain provenance records, enabling farm-to-consumer
traceability with cryptographic verification.

G. Carbon Exchange Chain code

The CarbonExchange chaincode implements a
constant product automated market maker (AMM) for
ECT/AGT trading, enabling price discovery without
order books. Corporate buyers can purchase ECT at
market rates, with all trades permanently recorded.
The protocol charges a 0.3% fee per trade, which is
redistributed to the Government.Org treasury for
subsidizing farmer sensor infrastructure.

VII. AI-DRIVEN ANALYTICS AND ORACLE
DESIGN

A. LSTM-Based Crop Yield Prediction

The Al analytics module employs a stacked Long
Short-Term Memory (LSTM) network trained on 10
years of multi-site agronomic time-series data from the
Indian Council of Agricultural Research (ICAR) Open
Data Portal. Input feature vectors include: 30-day
moving averages of soil moisture (VWC),
temperature, humidity, and rainfall; weekly NDVI
values; historical yield records for the corresponding
crop-season combination; and agri-input application
logs. The model architecture comprises two LSTM
layers (128 and 64 units respectively), a dropout layer
(p=0.3), and a dense output layer predicting yield
(quintals/hectare) at 14-day horizons.

The LSTM prediction output is used by the AGT
minting smart contract to set pre-harvest AGT credit
limits for farmers (enabling them to purchase inputs on
credit secured against expected yield value), and by
the Crop Insurance chaincode to dynamically adjust
insurance risk premiums. The model achieves a Mean
Absolute Percentage Error (MAPE) of 6.2% on the
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held-out test set, compared to 14.7% for the baseline
autoregressive model.

LSTM Prediction: §(t+h) =f (X_t, X_{t-1}, ...,
X_{t-L}; 0)

Loss function: L(0) = (I/N) x Z [y i-§ i] 2
(MSE)

Yield Credit Limit: AGT_limit(i) =  x 9(i) X
A i x Pricelndex_i

where B = collateral ratio (default = 0.7)

B. Anomaly Detection for Sensor Integrity

An Isolation Forest anomaly detection model runs on
edge nodes to flag sensor malfunctions, cyber
tampering, or environmental anomalies (e.g., localized
pest outbreaks manifesting as sudden NDVI drops).
Anomalous readings are tagged with an
ANOMALY_FLAG in their blockchain transaction,
triggering a government. Org inspection workflow.
This ensures that the blockchain ledger contains only
high-integrity data.

C. Oracle Architecture

AgriChain-X implements a Chainlink-compatible
decentralized oracle network (DON) with five
independent oracle nodes operated by
Government.Org, a national university, and three
accredited agri-research institutes. Each oracle
independently retrieves external data (IMD weather
forecasts, APMC commodity prices, ESA Sentinel-2
NDVI, World Bank carbon price index) and submits
signed attestations. The median-aggregated value is
posted on-chain only when at least 4 of 5 oracles agree
within a configured tolerance band, providing
Byzantine fault tolerance for oracle data feeds.

VIII. SECURITY AND PRIVACY ANALYSIS

A. Threat Model

AgriChain-X operates under the following threat
assumptions: (i) up to f = [(n-1)/3] Byzantine faulty
peers in any organization MSP (BFT assumption for
chaincode endorsement); (ii) a Dolev-Yao network
adversary capable of intercepting, replaying, and
modifying messages in transit; (iii) up to 2 of 5
malicious oracle nodes; (iv) resource-constrained
adversaries targeting edge 10T nodes via physical or
network-layer attacks; and (v) curious-but-honest
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actors within the consortium who seek to extract
private farmer data from shared ledger records.

B. Consensus and Double-Spend Resistance
Hyperledger Fabric's Raft-based ordering service
provides CFT consensus, achieving safety under up to
[(n-1)/2] crash failures among ordering nodes. The
execute-order-validate architecture ensures that
endorsement policy violations (e.g., an AGT double-
spend attempt) are detected during the validation
phase before ledger commit. MV CC conflict detection
at the peer level prevents race condition exploits in
token transfer transactions. The probability of a
successful double-spend attack is bounded by:

P(double-spend) < (1 - p_honest) *k

where p_honest = fraction of honest endorsers,
k = number of endorsement rounds

For p_honest =0.75, k = 3: P(double-spend) <
(0.25) 3 =0.0156 (< 2%)

C. 10T Node Authentication and Secure Boot

Each edge node is equipped with a TPM 2.0 (Trusted
Platform Module) chip that stores the node's private
key in tamper-resistant hardware. Secure boot using
UEFI Measured Boot ensures that only verified,
signed firmware is executed. Remote attestation via
the HLF CA (Certificate Authority) verifies node
identity and firmware integrity before any transaction
is accepted from that node.

D. Privacy-Preserving Data Sharing

Farmer data privacy is enforced through three
complementary mechanisms. First, Attribute-Based
Encryption (ABE) is applied to sensitive farm records:
only parties holding attributes matching the access
policy embedded in the ciphertext can decrypt. For
example, soil nutrient data is encrypted under the
policy: (FarmerOrg.FarmID = X) OR
(GovernmentOrg.RegulatorRole = TRUE), ensuring
that market buyers cannot access competitive farm

intelligence. Second, Hyperledger Fabric private data
collections (PDC) are used to share sensitive financial
records between specific organization pairs without
broadcasting to the entire network. Third, differential
privacy (DP) with calibrated Laplace noise (¢ = 0.5) is
applied to aggregate analytics outputs (e.g., district-
level yield statistics) before publication to the public
API, preventing re-identification of individual farmer
data from aggregate queries.

E. Smart Contract Formal Verification

All seven AgriChain-X chaincodes are formally
verified using the TLA+ model checker and the
Hyperledger Fabric Formal Verification Framework
(HFF). The verification proves: (i) AGT token
conservation (no inflation or deflation without
authorized Mint/Burn events); (ii) deadlock freedom
in the Sustainability Verifier state machine; (iii)
atomicity of Croplnsurance payout transactions; and
(iv) absence of reentrancy vulnerabilities in the
CarbonExchange AMM. The verification covers
98.3% of all reachable states in the bounded model.

IX. PERFORMANCE EVALUATION AND
RESULTS

A. Experimental Setup

Performance evaluation was conducted on two fronts:
(1) a simulated Hyperledger Fabric network
comprising 300 peer nodes distributed across 4
organizational MSPs, deployed on AWS EC2
t3.xlarge instances (4 vCPU, 16 GB RAM) using
Hyperledger Caliper v0.5 as the benchmarking
framework; and (2) a real-world pilot deployment
across 1,200 smallholder farms in three agro-climatic
zones — arid (Barmer, Rajasthan), semi-arid
(Osmanabad, Maharashtra), and humid subtropical
(Birbhum, West Bengal) — over a 12-month study
period (Kharif 2024 and Rabi 2024-25 crop seasons).

B. Transaction Throughput and Latency

TABLE I1I: AgriChain-X Blockchain Performance Benchmarks

Workload Scenario Avg TPS Peak TPS Avg Latency (s) P99 Latency (s)
Sensor Data Anchoring 3,847 4,210 0.91 1.83
AGT Token Transfer 2,915 3,420 1.14 2.31
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ECT Issuance (Verified) 1,240 1,580 1.72 3.44
Insurance Claim Payout 890 1,100 1.95 3.87
Carbon Exchange (AMM) 650 820 2.31 4.12
Mixed Workload (All) 3,801 4,150 1.28 2.67

Table 11l demonstrates that AgriChain-X sustains
3,801 TPS under mixed production workloads with a
P99 latency of 2.67 seconds, comfortably meeting the
< 5 second user-experience threshold for agricultural
market transactions. This represents a 4.1x
improvement over Ethereum-based alternatives
(benchmarked at 927 TPS under comparable load) and
a2.3x improvement over IOTA Tangle-based loT data
logging frameworks.

C. Data Integrity and Security Metrics

TABLE IV: Security and Data Integrity Performance

Metric Result Benchmark /
Target

Data Integrity 99.2% > 99% (ISO

Rate 25010)

Counterfeit -94.7% Reduction from

Input Vs. 11.3 days — 14

Detection baseline minutes

Time

Sensor 97.8% Isolation Forest

Tamper F1 Score: 0.961

Detection Rate

Smart 98.3% TLA+ bounded

Contract model

Formal verification

Coverage

False ECT 0.31% < 1%

Claim  Rate (GovernmentOrg

(Post- threshold)

Validation)

Differential 0.5 € < 1 (strong

Privacy € privacy

(Farmer Data) guarantee)

Insurance 2.9 vs. 87 days

Payout seconds (traditional)

Processing

Time
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D. Field Trial Results — Pilot Deployment

The 12-month pilot with 1,200 farms across three
Indian agro-climatic zones produced the following key
outcomes. Farmers who adopted the AgriChain-X
loT-guided precision irrigation recommendations
reduced water consumption by an average of 32.4%
compared to district control groups, while maintaining
yield parity. The EcoCredit incentive program
achieved a 41.3% increase in documented sustainable
practice adoption (organic compost use, integrated
pest management, crop rotation) compared to pre-pilot
baselines. Average farmer income increased by 18.7%
through: elimination of intermediary commissions via
direct AGT-settled market sales (accounting for
+11.2%), carbon credit revenue from ECT token sales
(accounting for +7.5%). Carbon sequestration across
the 1,200 pilot farms was independently verified at
4,847 tCOz¢ over 12 months, equivalent to retiring
4,847 ECT tokens worth approximately USD 145,410
at the prevailing carbon market rate of USD 30/tCO-e.

X. CONCLUSION AND FUTURE WORK

This paper presented AgriChain-X, a comprehensive
blockchain-based  tokenized  framework  for
sustainable smart farming and environmental
protection. By synthesizing Hyperledger Fabric
permissioned blockchain with heterogeneous loT
sensor networks, a dual-token economy (AgroToken
and EcoCredit), Al-driven LSTM crop analytics,
decentralized oracle services, and formal smart
contract verification, AgriChain-X creates a trustless,
transparent, and incentive-aligned digital
infrastructure for next-generation agriculture.

The framework directly addresses the critical gaps
identified in extant literature: it is the first to unify
blockchain-secured data provenance, multi-modal 10T
integration, dual-token incentive economy, Al-driven
crop analytics, on-chain carbon credit management,
and formal privacy guarantees within a single cohesive
and deployable architecture. The 12-month pilot
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deployment across 1,200 smallholder farms spanning
three distinct Indian agro-climatic zones—arid, semi-
arid, and humid subtropical—validated the
framework’s practical viability and produced tangible,
measurable improvements: a 41.3% increase in
documented sustainable practice adoption, a 32.4%
reduction in irrigation water consumption, an 18.7%
improvement in average farmer income, and the
verified sequestration of 4,847 tCO.e over the study
period. The AgriChain-X architecture sustains 3,801
TPS under mixed production workloads with sub-3-
second P99 latency, demonstrating that high-
throughput, low-latency performance is achievable in
a permissioned blockchain environment without
compromising security or data integrity.

Future research will explore several promising
directions. First, cross-chain interoperability with
public blockchain networks (Ethereum, Polygon) via
atomic swap bridges will enable AgriChain-X tokens
to participate in global decentralized carbon markets
and DeFi protocols, substantially expanding the
addressable market for smallholder farmers. Second,
the integration of Federated Learning will enable
collaborative Al model training across farmer
organizations without exposing raw farm data, further
strengthening privacy guarantees while improving
predictive accuracy. Third, extension of the
AgriChain-X framework to aquaculture and livestock
domains—which share analogous traceability,
sustainability, and incentive-alignment challenges—
represents a natural trajectory for broader agricultural
digitization. Fourth, deployment of zero-knowledge
proof (ZKP) mechanisms, specifically zk-SNARKS,
will enable selective disclosure of farm performance
credentials to institutional buyers and regulators
without revealing commercially sensitive operational
data. Fifth, collaborative integration with national
digital public infrastructure initiatives—including
India’s AgriStack and ONDC (Open Network for
Digital Commerce)—will be pursued to maximize
AgriChain-X’s institutional adoption and real-world
policy impact. The AgriChain-X framework
represents a foundational contribution toward a
digitally empowered, environmentally accountable,
and financially inclusive future for global agriculture.
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