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Abstract—The proposed system demonstrates a simple 

framework for modelling and simulating security in a 

network of nodes, akin to an Internet of Things (IoT) 

environment. The framework consists of Nodes and the 

path’s safety. Each Node represents an entity in the 

network with a list of neighboring nodes. The 

“isPathSafe” method in the network class simulates a 

scenario where security is compromised if a node is 

attacked. By performing a Breadth-First Search (BFS), 

the method checks if a path between a source node and a 

destination node is safe, meaning one of the nodes along 

the path are attacked. If an attack is detected on any 

node during the traversal, the path is deemed unsafe. In 

this simulation, an attack is manually introduced on 

node 3, and the program checks if the path from node 1 

to node 4 remains secure. The use of this framework 

helps in understanding how security threats propagate in 

IoT networks and assists in evaluating the impact of such 

threats on communication paths. This concept is 

essential for developing robust security measures in IoT 

systems, as vulnerabilities in individual nodes can 

compromise the safety of the entire network. This simple 

model can be extended to simulate more complex attack 

scenarios, multiple attack vectors, or even defensive 

mechanisms to secure the IoT network. 

 

Index Terms—Nodes, BFS, attack, isPathSafe. 

 

I. INTRODUCTION 

 

IoT devices often operate with limited computational 

resources and lack robust security protocols, making 

them more attractive targets for cyberattacks and 

attackers. Vulnerabilities such as weak authentication, 

unencrypted data transmission and outdated firmware 

can be exploited to compromise device functionality, 

access sensitive information, or launch larger-scale 

attacks like Distributed Denial of Service (DDoS). 

Given the critical nature of many IoT applications, 

ensuring the confidentiality, integrity, and availability 

of IoT systems has become a top priority. IoT security 

encompasses a range of practices and technologies that 

aims at protecting devices, networks and data. This 

includes implementing secure communication 

protocols, device authentication mechanisms and 

threat detection systems. As the IoT ecosystem 

continues to grow, addressing security concerns is 

essential for wide range purposes, ensuring safety and 

unlocking the full potential of interconnected devices 

in a network. 
 

II. LITERATURE REVIEW 

 

IoT Security is a major issue where researchers have 

proposed various methods to address it. However, 

each method has its own set of limitations. 

Chee, Kok Onn; Ge, Mengmeng; Bai, Guangdong; 

Kim, Dan Dongseong [1]: IoTSecSim: A Modelling 

and Simulation Framework for Security in Internet of 

Things. The simulations in the framework give 

insights into how various attack behaviors affect 

malware propagation and how defense mechanisms 

can counter these attacks. This tool is a useful resource 

for researchers and practitioners seeking to design and 

evaluate security measures in IoT networks prior to 

actual deployment. 

Kordov, K.; Gligoroski, D. [2]: A Simulation Tool for 

Security in ZigBee-Based IoT Networks. MDPI 

Proceedings. This simulation tool offers a practical 

platform for studying the security aspects of ZigBee- 

based IoT networks, particularly in wireless networks 

focusing on the more secure way of onboarding of 

devices and the management of cryptographic keys. 

Sharma, S.; Kaul, A.; Gupta, R. [3]: Analysis of IoT 

Security Challenges and Its Solutions Using Artificial 

Intelligence. Sensors. The paper emphasizes the 

potential of AI to significantly enhance the security 

posture of IoT systems. This is done by providing 
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intelligent, adaptive, and automated solutions to 

complex security challenges 

Ammar, M.; Russello, G.; Crispo, B. [4]: Security 

Frameworks for Internet of Things Systems: A 

Comprehensive Survey. Journal of Network and 

Computer Applications. This comprehensive survey 

serves as a valuable resource for researchers and 

practitioners that aims to learn and understand the 

landscape of IoT security frameworks and guides the 

development of more robust and adaptable security 

solutions for IoT systems and environment 

 

III. EXISTING SYSTEM 

 

Existing IoT security solutions primarily depend on 

simple encryption, authentication mechanisms, and 

minimal intrusion detection capabilities. These 

solutions are generally not very effective in modeling 

sophisticated attack scenarios, like ransomware, and 

do not consider how attacks may be identified in a 

more initial phase. And most systems currently in use 

concentrate on countering individual attacks but do not 

give a total simulation of the propagation of 

subsequent data. That renders it all the more necessary 

to comprehend the general effect of such attacks. 

Furthermore, the systems might lack sufficient 

flexibility to resist changing forms of attacks, 

particularly those encompassing advanced strains of 

ransomware. These systems carry huge disadvantages 

including high transaction charges, high risk to data 

transmission, low speed of traversal. 

 

IV. PROPOSED SOLUTION 

 

The system, which is suggested, seeks to better the 

constraints of current frameworks by mimicking 

ransomware attacks and evaluating their effects on IoT 

networks. It employs a nodal-based model where 

nodes are used to denote devices or entities within the 

network The system applies a breadth-first search 

(BFS) in establishing if communication paths between 

nodes are secure in case of an attack. Adding a manual 

attack to the chosen node helps the system recognize 

compromised paths and give hints for possible 

vulnerabilities. This platform does not just perform 

simulations of the attacks but opens doors for 

defensive mechanisms as well, through which security 

solutions may be tested using a controlled framework. 

This prevents late detection of attack provided by the 

attacker towards any one of the nodes found in the 

network. When a node is compromised, if the attack is 

located in any of the node, the attack is identified as 

an attack of the form of cyber-attack whether as a 

malware attack, and then the next procedure is to 

guard the infected node. This is achieved through the 

isolation of the compromised node so that if data is 

being transmitted, data bypasses the compromised 

node and proceeds with the transmission without 

interruption. To this, the system provides us with the 

time management records that consist of the time 

consumed for the data transaction through each node. 

This also includes the time consumed by the data from 

the source node to destination node. Therefore, the 

time is different as the time consumed for the nodal 

transaction with and without attack. 

 

 
Fig. 1: Workflow Diagram 

 

V. OUTPUT AND RESULTS 

 

1. The sender selects the file to be transmitted and 

the receiver to receive the file. 

2. The sender sends the file. 

3. The file is now being transmitted, starting its path 

from the source to destination. 

4. During this transaction, an attack is initiated in any 

one of the nodes, say node 6. 

5. The system now detects the attack and sends an 

alert message to the sender stating an attack has 

been given in node 6. 

6. The particular node is isolated from the network 

such that the file hops to the next corresponding 

node i.e node 7 without waiting or being delayed 



© May 2026 | IJIRT | Volume 12 Issue 12 | ISSN: 2349-6002 

IJIRT 203572 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 11079  

from the sender end. 

7. Successful transmission of the file is now 

achieved at the receiver end which can be known 

by an alert message stating the successful 

transaction. 
 

 
Fig. 2: User Interface 

 

 
Fig. 3: Sender Side 

 

 
Fig. 4: Attacked Node 

 

 
Fig. 5: Attack Detection and Nodal Transaction 

 
Fig. 6: Alert Notification 

 

 
Fig. 7: Sender Side 

 

As the indicated in the given figures, the sender first 

logs in to the user interface to send the file for data 

transfer. The sender uploads the file to be transmitted 

and the file is now ready to be transmitted. From the 

attacker side, the attacker selects the node to be 

attacked. The attack can be given in any node present 

in the network. Different types of attack can be given 

to the nodes based on its complexity. Once the attack 

is given, the attack is detected from the sender’s side 

by giving an alert message. The message show which 

node is attacked and lets us know whether the path is 

safe or not. Once the file is about to reach the attacked 

node, it skips the attacked node such that the attacked 

node is isolated from the network. The file hops to the 

next consecutive node without any loss of data. This 

can be elaborated by taking an example. Say we have 

10 nodes. Once the sender starts the file transfer, the 

file starts its traversal from node 1, then to node 2 and 

so on. When node 6 is attacked, an alert message pops 

up and the file skips the node 6, and hops to node 7 to 

continue its traversal. This in turn can maintain the 

data flow without any hindrance and loss of data 

packets. After the successful nodal transaction, the file 

reaches the destination i.e the receiver. At the receiver 

side we would be able to get the file sent by the sender. 

This results in successful nodal transaction of the file 

from the sender to the receiver crossing the attacks 

given by the attacker. 
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Fig. 8: Successful transaction 

 

VI. APPLICATIONS 

 

1. Smart Home Security Testing: Concentrates on 

finding vulnerabilities within home IoT 

appliances such as cameras, smart locks, and 

sensors to provide safe authentication, data 

privacy, and intrusion protection. 

2. Industrial IoT (IIoT) Risk Assessment: Includes 

assessing the security stance of networked 

industrial systems, discovering threats to 

machines, data communications, and control 

systems to avert downtime or sabotage. 

3. Automotive IoT Simulation: Mimics vehicle-to- 

vehicle and vehicle-to-infrastructure 

communication to verify against cyber-attacks 

aimed at infotainment systems, autonomous 

driving modules, and remote access capabilities. 

4. Educational & Research Use: Offers simulated 

environments for researchers and students to 

learn, test, and design IoT security protocols and 

defense measures without endangering real 

systems. 

5. Network Traffic Analysis: Inspects 

communication patterns within IoT networks to 

identify anomalies or malicious activity, 

assisting with intrusion detection and real-time 

threat mitigation. 

6. Protection of Smart City Infrastructure: Focuses 

on securing interdependent city systems in the 

urban space such as traffic control, public 

transport, and surveillance against cyber-attacks. 

7. Interface Security for Cloud IoT: Ensures the 

exchange between IoT devices and cloud 

systems through encrypted communications, 

adequate access control, and data breach 

protection. 

 

VII. FUTURE SCOPE 

 

Future developments can include the integration of 

artificial intelligence and machine learning methods 

to forecast and identify cyber-attacks prior to their 

complete compromise of the system. Models can be 

trained on simulated attack models to recognize 

anomalies in real-time. It can to mimic a wider array 

of cyber threats, such as phishing, botnet, and denial-

of-service (DoS) attacks, to make the simulation more 

realistic and encompassing. The model can be scaled 

and applied to real-world systems such as smart cities, 

healthcare infrastructures, and industrial IoT to assist 

in testing vulnerabilities in large and complex 

networks. Developments in the future may include 

self-healing networks and autonomous 

countermeasures that isolate, reroute, or repair 

compromised nodes without human intervention, 

minimizing response time and loss. 

 

VIII. CONCLUSION 

 

This paper introduces a novel framework to enhance 

IoT security by simulating ransomware attacks and 

also assessing their impact on the nodes present in the 

network. By using a nodal-based model and breadth-

first search (BFS), the system detects compromised 

paths and isolates affected nodes from the network to 

ensure uninterrupted data transmission. This 

framework also provides time management records, 

tracking transmission times with and without attacks, 

offering insights about performance degradation. 

Overall, this system provides a proactive and 

adaptable approach for early attack detection and 

testing defensive strategies, strengthening IoT 

network security. 
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