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Abstract—The expansion of cyberspace has transformed
communication, commerce, and innovation, but it has also
created serious challenges for the protection of intellectual
property rights (IPR). The digital environment enables
rapid copying, modification, and global distribution of
content, often without authorization from the rightful
owner. This paper examines major intellectual property
issues in cyberspace, including copyright infringement,
software piracy, trademark violations, and domain name
disputes such as cybersquatting. It further analyses the
limitations of existing legal frameworks in India,
particularly the Information Technology Act, 2000, the
Copyright Act, 1957, and the Trade Marks Act, 1999,
alongside relevant provisions of the TRIPS Agreement and
international  conventions. The study highlights
jurisdictional difficulties and enforcement challenges in a
borderless digital environment. It argues that traditional
legal mechanisms are insufficient to address emerging
cyber threats. The paper concludes by recommending the
need for specialized cyber-1P legislation, stronger
enforcement mechanisms, international cooperation, and
technological solutions to ensure effective protection of
intellectual property in the digital age.

Index Terms—Intellectual Property Rights, Cyberspace,
Copyright Infringement, Software Piracy,
Cybersquatting, Information Technology Act, TRIPS
Agreement.

I. INTRODUCTION

Intellectual Property Rights (IPR) refer to the legal
rights granted to individuals over the creations of their

! Jajpura, L., Singh, B., & Nayak, R., ‘An Introduction
to Intellectual Property Rights and Their Importance
in Indian Context’ (2017) 22 Journal of Intellectual
Property Rights 32, 33.

2 TRIPS Agreement, 1994, administered by the World
Trade Organization; Berne Convention for the

IJIRT 204416

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY

minds, including inventions, literary works, artistic
expressions, and commercial symbols.! These rights
serve as an incentive for innovation and creativity by
allowing creators to derive economic benefits from
their work. Internationally, the protection of
intellectual property is governed principally by the
Agreement on Trade-Related Aspects of Intellectual
Property Rights (TRIPS), 1994, the Berne Convention
for the Protection of Literary and Artistic Works,
1886, the Paris Convention for the Protection of
Industrial Property, 1883, and various treaties
administered by the World Intellectual Property
Organization (WIPQ).2

With the advent of cyberspace, the traditional
framework of intellectual property protection has
undergone a drastic transformation. The internet
enables instantaneous ~ communication and
dissemination of information across borders, thereby
increasing accessibility but also exposing intellectual
property to misuse. The ease with which digital
content can be copied, modified, and distributed has
made enforcement of IPR extremely challenging.®

In recent years, the growth of e-commerce, digital
media, and online services has intensified the need for
robust intellectual property protection in cyberspace.
However, the existing legal framework often struggles
to keep pace with rapid technological advancements.
This paper seeks to examine the major challenges
associated with IPR in cyberspace, evaluate the

Protection of Literary and Artistic Works, 1886 (Paris
Act, 1971); Paris Convention for the Protection of
Industrial Property, 1883 — all available at WIPQ,
https://www.wipo.int.

3 Banerjee, S., ‘Cyberspace and IPR Issues: Indian
Perspective’, iPleaders (2021).
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adequacy of current legal mechanisms, and suggest
appropriate reforms.

I1. CONCEPT OF INTELLECTUAL PROPERTY
RIGHTS

Intellectual property refers to intangible creations of
the human intellect that possess commercial value.
These include patents, trademarks, copyrights,
industrial designs, and trade secrets. Intellectual
property rights provide exclusive control to creators
over the use and exploitation of their work.*

IPR may broadly be categorized into two categories:
industrial property and copyright. Industrial property
includes patents, trademarks, and geographical
indications, while copyright protects literary, artistic,
and musical works. These rights play a vital role in
encouraging innovation and promoting economic
growth.

At the international level, Article 27 of the Universal
Declaration of Human Rights, 1948 recognizes the
right of authors to protection of their moral and
material interests. The TRIPS Agreement, as the most
comprehensive multilateral agreement on intellectual
property, mandates member states to provide
minimum standards of protection across all categories
of intellectual property.5 In cyberspace, however, the
digital nature of content has made intellectual property
highly vulnerable. Unlike physical property, digital
content can be reproduced at negligible cost and
distributed globally within seconds, significantly
increasing the risk of infringement.

I11. CYBERSPACE AND ITS IMPACT ON
INTELLECTUAL PROPERTY RIGHTS

Cyberspace refers to the virtual environment created
by interconnected computer networks that enable
communication and exchange of information. It is

4Wadhera, B.L., Law Relating to Intellectual Property
(5th edn, Universal Law Publishing Co., 2009) pp. 1-
5.

5> TRIPS Agreement, 1994, Art. 1(1) (minimum
standards obligation); Ahuja, V.K., Intellectual
Property Rights in India (LexisNexis Butterworths,
2009) ch. 1.
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characterized by its global reach, speed, and lack of
territorial boundaries.®

While cyberspace has facilitated innovation and
economic growth, it has also created unprecedented
challenges for the protection of intellectual property.
The absence of geographical limitations makes it
difficult to determine jurisdiction and enforce laws.
Moreover, digital technology allows users to copy,
modify, and distribute content easily without the
knowledge or consent of the original creator. This has
led to widespread violations of intellectual property
rights, particularly in the form of piracy and
unauthorized distribution.

The WIPO Copyright Treaty (WCT), 1996 and the
WIPO Performances and Phonograms Treaty
(WPPT), 1996 were specifically formulated to address
some of these digital challenges by extending
copyright protection to the internet environment and
recognizing rights of communication to the public
through digital networks.” India acceded to several
WIPO-administered treaties but is yet to ratify the
WCT and WPPT, leaving a significant gap in the
domestic legal framework in addressing digital
copyright violations.

IV. MAJOR INTELLECTUAL PROPERTY ISSUES
IN CYBERSPACE

4.1. Copyright Infringement

Copyright protects original literary, artistic, musical,
and digital works. Under Section 14 of the Copyright
Act, 1957, the owner of copyright is granted the
exclusive right to reproduce the work, issue copies to
the public, perform the work, make any translation or
adaptation, and communicate it to the public. In
cyberspace, copyright infringement has become
increasingly common due to the ease of copying and
sharing digital content.

6 Verma, S.K. & Mittal, Legal Dimensions of
Cyberspace (Indian Law Institute, 2003) p. 2.

" WIPO Copyright Treaty (WCT), 1996, Art. 8 (right
of communication to the public); WIPO Performances
and Phonograms Treaty (WPPT), 1996, Art. 10 (right
of making available of fixed performances).
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Section 51 of the Copyright Act, 1957 provides that
copyright in a work is infringed when any person,
without a licence from the owner, does anything the
exclusive right to do which is conferred upon the
owner, or permits for profit any place to be used for
such performance. In the digital context, activities
such as unauthorized downloading, uploading,
streaming, and reproduction of copyrighted material
constitute infringement under this provision.®

Relevant Provision — Section 51, Copyright Act,
1957:

Copyright in a work shall be deemed to be infringed—
(a) when any person, without a licence granted by the
owner of the copyright or the Registrar of Copyrights
under this Act or in contravention of the conditions of
a licence so granted or of any condition imposed by a
competent authority under this Act—(i) does anything,
the exclusive right to do which is by this Act conferred
upon the owner of the copyright...

Section 63 of the Copyright Act further prescribes
criminal liability for infringement, providing for
imprisonment of not less than six months, which may
extend to three years, and a fine between fifty thousand
rupees and two lakh rupees. The 2012 amendment to
the Copyright Act introduced Sections 65A and 65B,
which specifically address the protection of
technological protection measures (TPMs) and rights
management information (RMI) in digital works,
thereby bringing Indian law in closer conformity with
international digital copyright standards.

Relevant Provision — Section 65A, Copyright Act,
1957 (inserted by Amendment Act 2012):

Any person who circumvents an effective
technological measure applied for the purpose of
protecting any of the rights conferred by this Act, with
the intention of infringing such rights, shall be
punishable with imprisonment which may extend to
two years and shall also be liable to fine.

8 Copyright Act, 1957, s. 51; see also Narayanan, P.,
Copyright and Industrial Designs (3rd edn, Eastern
Law House, 2001) pp. 185-190.

9 Copyright Act, 1957, ss. 2(0) and 14(b); Jaybhaye,
A.S., ‘Cyber Law and IPR Issues: The Indian
Perspective’ (2016) Bharati Law Review.
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4.2. Software Piracy

Software is protected as a literary work under Section
2(0) of the Copyright Act, 1957, which includes
computer programmes within the definition of literary
works. Section 14(b) of the same Act confers upon the
owner of copyright in a computer programme the
exclusive right to sell or give on hire, or offer for sale
or hire any copy of the computer programme,
regardless of whether such copy has been sold or given
on hire on earlier occasions.®

Unauthorized copying and distribution of software —
including illegal downloading, distribution of cracked
versions, and unauthorized duplication — constitutes
infringement of these rights. Such software piracy
results in significant financial losses for developers
and discourages innovation in the software industry.
The Business Software Alliance estimates that
software piracy causes billions of dollars in global
losses annually, with developing countries including
India exhibiting relatively high piracy rates.'

4.3. Trademark Infringement and Domain Name
Issues

Trademark infringement in cyberspace occurs through
several distinct mechanisms, each of which presents
unique legal challenges. Section 29 of the Trade Marks
Act, 1999 provides the primary basis for civil action
for infringement of registered marks. Under Section
29(6), a person uses a registered trade mark in relation
to goods or services if the trade mark is used in
advertising, including in digital and online contexts.

Relevant Provision — Section 29(6), Trade Marks Act,
1999:

A person uses a registered trade mark in relation to
goods or services if, in particular, he—(a) affixes it to
the goods or the packaging thereof; (b) offers or
exposes goods for sale, puts them on the market, or
stocks them for those purposes under the sign, or
offers or supplies services under the sign; (c) imports

10 Business Software Alliance, Global Software
Survey (2018); Gupta, D. & Agarwal, S., Cyber Laws
(Premier Publishing Company, 2010) p. 45.
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or exports goods under the sign; (d) uses the sign on
business papers and in advertising.

4.3.1 Cybersquatting

Cybersquatting involves the registration of domain
names identical or similar to well-known trademarks
with the intention of selling them at a profit or
diverting internet traffic. While Indian law does not
contain a specific statutory provision against
cybersquatting, courts have consistently held that
domain names constitute intellectual property
protectable under the Trade Marks Act, 1999.1* The
Uniform Domain Name Dispute Resolution Policy
(UDRP) administered by WIPO provides an
international mechanism for resolving such disputes.

4.3.2 Reverse Domain Name Hijacking

Reverse domain name hijacking occurs when a
trademark owner attempts to dispossess a legitimate
domain name registrant through false or abusive
claims. This constitutes an abuse of the trademark
dispute resolution process and is recognized as a
prohibited practice under the UDRP.

4.3.3 Meta Tag Abuse and Keyword Advertising

The unauthorized use of trademarks as meta tags in
website code or as keywords in search engine
advertising programs to attract internet traffic
constitutes a form of trademark infringement. Courts
in various jurisdictions have addressed this issue,
though Indian courts are yet to pronounce definitive
judgments on keyword advertising as infringement
under Section 29 of the Trade Marks Act, 1999.

4.4 Patent Issues in Cyberspace

Patents in cyberspace raise complex questions
regarding the patentability of software and business
methods. Section 3(k) of the Patents Act, 1970
specifically excludes a mathematical or business
method or a computer programme per se or algorithms
from patentability, thus placing India in the category

11 Yahoo! Inc. v. Akash Arora & Anr., 1999 Arb LR
620 (Del); Satyam Infoway Ltd. v. Sifynet Solutions
Pvt. Ltd., AIR 2004 SC 3540.
2 patents Act, 1970, s. 3(k); Sharma, V., Information
Technology Law and Practice (Universal Law
Publishing Co., 2013) p. 312
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of jurisdictions that do not grant software patents as
such.*?

Relevant Provision — Section 3(k), Patents Act, 1970:
The following are not inventions within the meaning of
this Act: —(k) a mathematical or business method or
a computer programme per se or algorithms...
Section 48 of the Patents Act, 1970 grants the patentee
the exclusive right to prevent third parties from
making, using, offering for sale, selling, or importing
the patented product in India without consent. In
digital contexts, questions arise as to whether online
use or downloading of patented methods constitutes
infringement under this provision.

4.5 Jurisdictional Issues

One of the most significant challenges in cyberspace
is the determination of jurisdiction. Since online
activities transcend national boundaries, it becomes
difficult to determine which country's laws apply to
any given infringement. This creates serious
complications in investigation, enforcement, and
adjudication of disputes.*3

India follows the principle of territoriality in
intellectual property law, meaning that rights are
enforceable within the territorial limits of India.
However, the Internet renders this principle
problematic, as infringing acts may occur
simultaneously across multiple jurisdictions. The
Information Technology Act, 2000 seeks to address
this partially: Section 1(2) read with Section 75
provides for extraterritorial application of the Act to
offences or contraventions committed outside India if
they involve a computer, computer system, or
computer network located in India.

Relevant Provision — Section 75, Information
Technology Act, 2000:

Subject to the provisions of sub-section (2), the
provisions of this Act shall apply also to any offence
or contravention committed outside India by any
person irrespective of his nationality. Sub-section (2):

13 Zekos, G., Issues of Cyberspace and E-Commerce
(ICFAI University Press, 2008) pp. 34—40; Ahmad, F.,
Cyber Law in India (New Era Law Publications, 2012)
p. 89.
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For the purposes of sub-section (1), this Act shall
apply to an offence or contravention committed
outside India by any person if the act or conduct
constituting the offence or contravention involves a
computer, computer system or computer network
located in India.

4.6 Inadequacy of Existing Legal Framework

The Information Technology Act, 2000 provides a
legal framework for electronic transactions and certain
cybercrimes but does not adequately address
intellectual property issues. Similarly, traditional laws
such as the Copyright Act, 1957 and Trade Marks Act,
1999 were primarily designed for the physical world
and are not fully equipped to deal with all digital
challenges.’* The absence of a dedicated cyber-I1P
statute remains a major gap in India's legal
architecture.

V. LEGAL FRAMEWORK IN INDIA

5.1 The Information Technology Act, 2000

The Information Technology Act, 2000, as amended
by the Information Technology (Amendment) Act,
2008, is the primary legislation governing cyberspace
in India. Several provisions of this Act have relevance
to the protection of intellectual property online.

Section 43 penalizes unauthorized access to computer
systems and networks, downloading or copying of
data without authorization, and introduction of
computer contaminants. In the context of IPR, this
provision is relevant where infringing content is
hosted on unauthorized servers or accessed through
illegal means. Section 65 prescribes punishment for
tampering with computer source documents, including
alteration, concealment, or destruction of source code,
which is directly relevant to software piracy.

Relevant Provision — Section 65, Information
Technology Act, 2000:

Whoever knowingly or intentionally conceals,
destroys or alters or intentionally or knowingly causes
another to conceal, destroy or alter any computer

14 Chander, H., Cyber Laws and IT Protection (PHI
Learning Pvt. Ltd., 2012) pp. 201-210.
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source code used for a computer, computer
programme, computer system or computer network,
when the computer source code is required to be kept
or maintained by law for the time being in force, shall
be punishable with imprisonment up to three years, or
with fine which may extend up to two lakh rupees, or
with both.

Section 66 of the Act addresses computer-related
offences including dishonest acts in relation to
computer systems. Section 79, as amended in 2008
and interpreted in Shreya Singhal v. Union of India
(2015) 5 SCC 1, provides for intermediary liability and
prescribes due diligence obligations and safe harbour
protection for intermediaries. This provision is of
considerable relevance to online platforms hosting
infringing content.®

Relevant Provision — Section 79(2)(b) -(c),
Information Technology Act, 2000:

The provisions of sub-section (1) shall apply if—(b)
the intermediary does not initiate the transmission,
select the receiver of the transmission, and select or
modify the information contained in the transmission;
(c) the intermediary observes due diligence while
discharging his duties under this Act and also
observes such other guidelines as the Central
Government may prescribe in this behalf.

The Information  Technology  (Intermediary
Guidelines and Digital Media Ethics Code) Rules,
2021 further impose obligations on significant social
media intermediaries to implement grievance
mechanisms and take down infringing content upon
receipt of complaints, thereby strengthening IP
protection online.

5.2 The Copyright Act, 1957

The Copyright Act, 1957 is the primary legislation
governing copyright in India and has been amended
several times, most significantly by the Copyright
(Amendment) Act, 2012, to bring it in conformity with
the TRIPS Agreement and to address digital copyright
concerns.

15 Shreya Singhal v. Union of India, (2015) 5 SCC 1
(interpreting s. 79, Information Technology Act,
2000).
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Section 14 of the Act grants the copyright owner
exclusive rights, including the right to ‘communicate
the work to the public’, which under Section 2(ff)
includes communication through any means of display
or diffusion — a definition broad enough to
encompass transmission over the internet. Section 51
defines infringement, while Section 52 provides for
fair dealing exceptions, including for purposes of
private use, research, criticism, and education.
Section 55 provides for civil remedies including
injunctions, damages, accounts of profits, and delivery
up of infringing copies. Section 63 prescribes criminal
penalties. The 2012 amendment significantly
strengthened digital rights by introducing Sections
65A and 65B protecting technological protection
measures and rights management information
respectively.

5.3 The Trade Marks Act, 1999

The Trade Marks Act, 1999 governs the registration
and protection of trademarks in India. Its application
has been judicially extended to domain names. Section
29 provides for infringement of registered marks,
while Section 102 criminalizes falsification of
trademarks.

Relevant Provision — Section 102, Trade Marks Act,
1999:

A person shall be deemed to falsify a trade mark who—
(a) without the assent of the proprietor of the trade
mark, makes that trade mark or a deceptively similar
mark; or (b) falsifies any genuine trade mark, whether
by alteration, addition, effacement or otherwise.
Section 103 prescribes punishment of imprisonment
between six months and three years and a fine between
fifty thousand and two lakh rupees for falsifying
trademarks. These provisions are applicable to online
infringement, including the use of confusingly similar
domain names or the unauthorized use of trademarks
in meta tags and sponsored search results.*

5.4 The Patents Act, 1970
The Patents Act, 1970 governs patent protection in
India. As noted above, Section 3(k) excludes software

16 Copyright Act, 1957, ss. 14 and 52; Berne
Convention, 1886, Arts. 9-11 (minimum rights).
7 Trade Marks Act, 1999, ss. 29, 102, 103; Bhat, S.R.,

‘Innovation and Intellectual Property Rights Law: An
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per se from patentability. Section 48 grants the patent
holder exclusive rights to prevent unauthorized
exploitation of the patented invention. Section 104
provides for jurisdiction of courts to try patent
infringement suits.

5.5 The Geographical Indications of Goods
(Registration and Protection) Act, 1999 and the
Designs Act, 2000

The Geographical Indications of Goods (Registration
and Protection) Act, 1999 protects geographical
indications against unauthorized use in cyberspace,
including misuse of Gl tags in e-commerce and digital
advertising. The Designs Act, 2000 protects the visual
design of objects and its application extends to product
designs sold and advertised online.

5.6 International Framework

India is a signatory to the TRIPS Agreement (1994),
which under Article 10 expressly requires members to
protect computer programmes as literary works under
the Berne Convention and databases as intellectual
creations. Article 11 mandates rental rights for
computer programmes and cinematographic works,
while Article 14 requires protection of performers and
producers of phonograms.'®

Relevant Provision — Article 10(1), TRIPS
Agreement, 1994:

Computer programs, whether in source or object code,
shall be protected as literary works under the Berne
Convention (1971).

The Berne Convention for the Protection of Literary
and Artistic Works provides minimum standards of
copyright protection, including the principle of
national treatment and the prohibition of formalities as
conditions of protection. The WIPO Copyright Treaty
(1996), to which India is not yet a party, specifically
addresses digital rights including the right of
communication to the public over digital networks.

VI. JUDICIAL APPROACH

Indian courts have played a significant role in
addressing cyberspace-related IPR issues through

Overview of the Indian Law’ (2017) IIMB
Management Review.
18 TRIPS Agreement, 1994, Arts. 10, 11, 14.
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purposive judicial interpretation in the absence of
specific legislative provisions.

In Yahoo! Inc. v. Akash Arora & Anr., 1999 Arb LR
620 (Del), the Delhi High Court was confronted with
the issue of cybersquatting for the first time in India.
The Court recognized that domain names serve as
identifiers of internet businesses and perform the same
function as trademarks in the brick-and-mortar world.
The Court held that the defendant’s registration and
use of the domain name ‘yahooindia.com’ amounted
to passing off of Yahoo Inc.’s registered trademark,
and granted an injunction accordingly.®

In Satyam Infoway Ltd. v. Sifynet Solutions Pvt. Ltd.,
AIR 2004 SC 3540, the Supreme Court of India
definitively settled the legal status of domain names in
India. The Court held that a domain name is not merely
an address but serves as a business identifier, and that
domain names are therefore subject to the same legal
protection as trademarks under the law of passing
off.2The Court also acknowledged the potential for
consumer confusion arising from similar domain
names.

In Tata Sons Ltd. v. Arno Palmen, CS(OS) No.
563/2005 (Delhi High Court), the Delhi High Court
granted an injunction restraining the defendant from
using a domain name incorporating the TATA
trademark, reaffirming the principle that registered
trademark owners have a superior right to domain
names incorporating their marks.?

In Microsoft Corporation v. Yogesh Popat & Anr.,
2007 (35) PTC 228 (Del), the Delhi High Court upheld
the copyright protection of software and granted relief
against unauthorized copying and distribution of
Microsoft software, affirming the applicability of
Section 51 of the Copyright Act to digital
infringement.

In Shreya Singhal v. Union of India, (2015) 5 SCC 1,
the Supreme Court, while reading down Section 66A

1% Yahoo! Inc. v. Akash Arora & Anr., 1999 Arb LR
620 (Del).

20 satyam Infoway Ltd. v. Sifynet Solutions Pvt. Ltd.,
AIR 2004 SC 3540.
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of the IT Act, significantly clarified the law on
intermediary liability under Section 79, holding that
intermediaries are only required to take down content
upon receipt of a court order or government
notification, and not merely upon private complaints
— a ruling with direct implications for IP-based
takedown requests.??

These decisions collectively demonstrate the critical
role of judicial creativity in filling legislative gaps and
adapting existing legal principles to the digital
environment.

VII. CHALLENGES IN ENFORCEMENT

The enforcement of Intellectual Property Rights in
cyberspace is one of the most difficult tasks faced by
legal systems across the world. The digital
environment enables rapid sharing of information,
anonymity of users, and cross-border activities,
making traditional enforcement mechanisms less
effective.

7.1 Anonymity of Offenders

One of the biggest obstacles in cyberspace is the
anonymity enjoyed by offenders. Individuals involved
in copyright infringement, software piracy, or
trademark violations often conceal their identities
through fake accounts, proxy servers, Virtual Private
Networks (VPNs), and encrypted platforms. Section
69B of the Information Technology Act, 2000
empowers the Central Government to authorize
interception, monitoring, or decryption of information
through any computer resource for the purpose of
cybersecurity; however, its application to IP
enforcement remains limited and procedurally
complex.?

7.2 Cross-Border Nature of Cybercrimes

Cyberspace is borderless in nature. A person situated
in one country can upload or distribute infringing
content accessible worldwide. This creates serious
jurisdictional problems as different countries have
different intellectual property laws and enforcement

2l Tata Sons Ltd. v. Arno Palmen, CS(OS) No.
563/2005 (Delhi High Court).

22 Shreya Singhal v. Union of India, (2015) 5 SCC 1.
% Information Technology Act, 2000, s. 69B (as
inserted by Amendment Act, 2008).
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standards. A court order passed in one jurisdiction may
not be enforceable in another. The absence of uniform
international mechanisms often allows cyber offenders
to escape liability by operating from jurisdictions with
weak enforcement systems.

7.3 Rapid Technological Advancements

Technology evolves much faster than legal systems.
New digital tools, peer-to-peer networks, artificial
intelligence, cloud computing, and decentralized
platforms continuously create novel methods of
infringement. Legislation drafted several decades ago
often fails to address contemporary cyber threats
effectively. The resulting gap between technological
developments and legal responses significantly
impairs enforcement.

7.4 Ease of Copying and Distribution

Digital content can be reproduced and distributed
instantly at almost no cost. Movies, software, music,
e-books, and academic works are frequently shared
illegally through websites, torrent networks, and social
media platforms. Once infringing content is uploaded
online, complete removal becomes extremely difficult
given the architecture of the internet and the use of
mirror sites.

7.5 Weak Enforcement Mechanisms and Lack of
Awareness

Although India has enacted the Information
Technology Act, 2000, the Copyright Act, 1957, and
the Trade Marks Act, 1999, enforcement remains
weak due to procedural delays, shortage of technical
expertise, and inadequate cyber infrastructure.
Investigating cyber-IP crimes requires specialized
knowledge and digital forensic capabilities, which are
frequently lacking in traditional enforcement agencies.
Additionally, many internet users in developing
countries are unaware that downloading or sharing
copyrighted material without permission constitutes
infringement, contributing significantly to the
prevalence of online piracy.?*

2 Ahmad, T., Cyber Law and E-Commerce (APH
Publishing Corporation, 2003) pp. 78-82.

IJIRT 204416

7.6 Difficulty in Collecting Digital Evidence

Digital evidence can easily be altered, deleted, or
transferred across servers in different countries.
Collecting admissible electronic evidence while
maintaining authenticity and integrity is a major
challenge in cyber-IP disputes. The Information
Technology Act, 2000 under Sections 65A and 65B of
the Indian Evidence Act, 1872 (as amended) provides
for the admissibility of electronic records subject to
compliance with prescribed conditions, including the
production of a certificate by a responsible official of
the relevant computer system.?®

VIII. SUGGESTIONS AND
RECOMMENDATIONS

To effectively protect Intellectual Property Rights in
cyberspace, a comprehensive approach combining
legal, technological, and institutional reforms is
required.

8.1 Enactment of Specialized Cyber-IP Legislation
Existing intellectual property laws were primarily
designed for the physical world and are not fully
equipped to address modern digital challenges. India
should consider introducing a dedicated statute or
comprehensive amendments specifically addressing
intellectual property violations in cyberspace, clearly
defining cyber-IP offences, providing expedited
remedies, establishing specialized enforcement
procedures, and creating a technological neutrality
principle to ensure the law keeps pace with future
developments.

8.2 Strengthening Enforcement Agencies

Law enforcement authorities should be equipped with
advanced technological training and digital forensic
tools to investigate cyber-IP crimes effectively.
Specialized cybercrime units focusing on intellectual
property offences should be established at both
national and state levels, with clear operational
mandates and inter-agency coordination mechanisms.

% Indian Evidence Act, 1872, ss. 65A and 65B (as
inserted by IT Act, 2000); Chander, H. (n 14) pp. 220—
225.
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8.3 International Cooperation

Since cybercrimes frequently involve multiple
jurisdictions, international cooperation is essential.
India should actively engage with mechanisms under
the Budapest Convention on Cybercrime (to which it
is not yet a party), bilateral mutual legal assistance
treaties, and WIPO arbitration and mediation
procedures. Active participation in WIPO’s Standing
Committee on Copyright and Related Rights and the
Intergovernmental Committee on Genetic Resources,
Traditional Knowledge and Folklore can help shape
equitable international 1P norms in the digital age.?®

8.4 Accession to WIPO Internet Treaties

India’s accession to the WIPO Copyright Treaty
(1996) and the WIPO Performances and Phonograms
Treaty (1996) would significantly strengthen the
domestic legal framework for digital copyright
protection and signal India’s commitment to
international IP standards in the digital environment.

8.5 Use of Technological Protection Measures
Technological tools such as Digital Rights
Management (DRM), encryption, watermarking,
blockchain technology, and content identification
systems can help protect intellectual property online.
These technologies restrict unauthorized copying and
assist in tracing infringements. The legal recognition
and protection of such technological measures under
Sections 65A and 65B of the Copyright Act, 1957 (as
amended in 2012) should be actively enforced and
supported by implementing regulations.

8.6 Establishment of Specialized Cyber Courts and
Fast-Track Tribunals

Cyber-1P disputes often involve technical and
complex issues requiring specialized expertise.
Establishing dedicated cyber courts or IP tribunals
with trained judges and technical experts would ensure
faster and more effective resolution of disputes. The
establishment of the Intellectual Property Appellate
Board (IPAB) was a step in this direction; however,
the abolition of the IPAB by the Tribunals Reforms

% WIPO, ‘Arbitration and Mediation Centre’,
available at https://www.wipo.int/amc/en/.

2 Tribunals Reforms Act, 2021 (abolishing the
Intellectual Property Appellate Board); see Madras
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Act, 2021 raises concerns about the availability of
specialized appellate forums for IP matters.?’

8.7 Regular Updating of Laws and Public Awareness
Intellectual property laws must be updated
periodically to address new forms of cyber
infringement, including those arising from artificial
intelligence, non-fungible tokens (NFTs), and the
metaverse. Simultaneously, governments, educational
institutions, and private organizations should conduct
awareness programs regarding intellectual property
rights and cyber laws to reduce unintentional
infringement arising from ignorance of the law.

8.8 Enhanced Intermediary Obligations

Internet service providers, social media platforms, and
digital intermediaries should be required to implement
robust notice-and-takedown procedures for infringing
content. The Information Technology (Intermediary
Guidelines and Digital Media Ethics Code) Rules,
2021 provide a framework in this regard, and its
effective implementation and periodic review are
essential to keeping online IP protection current with
technological developments.?®

IX. CONCLUSION

The protection of intellectual property rights in
cyberspace constitutes a complex and rapidly evolving
challenge for legal systems worldwide, and India is no
exception. While digital technologies have facilitated
unprecedented levels of innovation, collaboration, and
economic activity, they have simultaneously increased
the risk and scale of intellectual property infringement.
The existing legal framework in India — comprising
the Copyright Act, 1957, the Trade Marks Act, 1999,
the Patents Act, 1970, and the Information Technology
Act, 2000 — provides a foundation for digital IP
protection, but contains significant gaps in its
coverage of contemporary cyber threats. The proactive
role of Indian courts in extending traditional IP
principles to digital contexts has partially
compensated for these legislative gaps; however,

Bar Association v. Union of India, (2021) 9 SCC 1
(challenging certain provisions of this Act).

2 Information Technology (Intermediary Guidelines
and Digital Media Ethics Code) Rules, 2021.
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judicial  adaptation  cannot  substitute  for
comprehensive legislative reform.

A comprehensive approach combining specialized
cyber-IP  legislation, strengthened enforcement
mechanisms, accession to international digital
copyright treaties, adoption of technological
protection measures, and international cooperation is
essential to safeguard intellectual property rights
effectively in the digital age. Such reform must be
pursued with urgency given the accelerating pace of
technological change and the growing economic
significance of digital intellectual property.
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