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Abstract—Multi-cloud environments face increasing
security threats and anomaly attacks due to their
distributed and heterogeneous nature. Traditional
intrusion detection systems suffer from high false alarm
rates and significant computational overhead when
processing large-scale network traffic. This paper
proposes a swarm intelligence-based anomaly detection
framework using Particle Swarm Optimization (PSO)
to enhance threat identification. The system is evaluated
using the NS2 simulator to model multi-cloud network
traffic and routing behaviors. Experimental results
show improved detection accuracy and reduced
processing delay compared to standard detection
mechanisms. The proposed approach demonstrates a
robust capability for securing inter-cloud
communications against evolving network threats.

Index Terms—Multi-cloud security, Anomaly detection,
Swarm intelligence, Intrusion detection system, PSO,
NS2 simulator.

L INTRODUCTION

Cloud computing has evolved into a strategic
infrastructure ~ where  organizations  distribute
workloads across multiple cloud providers to ensure
scalability and resilience. However, the multi-cloud
architecture expands the attack surface, making it
vulnerable to various network-based threats. Security
in these distributed environments is paramount to
maintaining data integrity and service availability.

Common threats in multi-cloud platforms include
distributed  denial-of-service  (DDoS) attacks,
unauthorized access, and malicious packet injection.
Detecting these anomalies is challenging due to the
high volume and velocity of network telemetry data.
Traditional systems often rely on static signatures,
which fail to identify zero-day attacks or evolving
behavioural patterns. Furthermore, many existing
systems exhibit poor scalability and low detection
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accuracy in dynamic environments.

The motivation for this research is the critical need

for a lightweight yet accurate detection mechanism

that can operate across diverse cloud boundaries.

This paper proposes a Particle Swarm Optimization

(PSO) based intrusion detection framework. PSO is

utilized to optimize the feature selection process,

ensuring that only the most relevant network

parameters are analyzed, thereby reducing

complexity.

The contributions of this paper are as follows:

1. Proposed a swarm intelligence-based IDS for
multi-cloud environments.

2. Improved anomaly detection accuracy through
optimized feature selection.

3. Reduced the false positive rate in high-
dimensional network data.

IL. LITERATURE REVIEW

A. Swarm Intelligence in Threat Detection

Traditional security models often struggle with high-
volume data and complex attack vectors in
heterogeneous networks. By utilizing Swarm
Intelligence (SI) algorithms, optimized frameworks
aim to enhance detection accuracy and reduce false
alarms through efficient feature selection and
parameter optimization. Mimicking collective
biological behaviors allows SI algorithms to better
identify sophisticated cyber threats. Meta-heuristics,
such as Particle Swarm Optimization (PSO) and Ant
Colony Optimization (ACO), evaluate how collective
social behaviors can be modeled to enhance system
adaptability and improve real-time detection
performance.

B. Deep Learning and Hybrid Approaches
Integrating swarm optimization techniques with deep
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learning architectures like Long Short-Term Memory
(LSTM) and Convolutional Neural Networks (CNN)
enhances the predictive accuracy of Intrusion
Detection Systems (IDS). For example, combining
CNNs for spatial feature extraction with LSTM for
temporal patterns achieves high accuracy and rapid
response times against multiple attack categories.

C. Context-Aware Systems and Large Language
Models (LLMs)

A novel frontier in anomaly detection involves the
deployment of Large Language Models (LLMs).
Recent studies have introduced mechanisms that
combine the natural language processing capabilities
of LLMs with traditional machine learning to
achieve context-aware monitoring.

These frameworks perform multi-level feature
extraction on raw system logs, successfully
identifying subtle, complex threat patterns that evade
standard monitoring tool.

D. Privacy-Preserving and Decentralized Frameworks
In multi-cloud environments, preserving data privacy
while analyzing threats is paramount. Federated
Learning (FL) and Swarm Learning (SL) have
emerged as robust solutions. Multi-channel
frameworks leveraging Swarm Learning allow
distributed  nodes to  identify
collaboratively without centralizing sensitive data.
Similarly, integrating hybrid AI models with
quantum-resilient  cryptographic  principles and
blockchain sidechains provides highly secure,
decentralized anomaly detection capable of
mitigating ~ Man-in-the-Middle =~ (MITM)  and
cryptojacking attacks with near-zero latency.

anomalies

E. Structural ~ Vulnerabilities in Heterogeneous
Multi-Cloud Routing
Traditional single-cloud security architectures rely on
centralized, perimeter-based firewalls that fail when
applied to multi-cloud frameworks. Multi-cloud
networks inherently depend on complex, dynamic
inter-cloud routing paths where traffic passes through
disparate  administrative domains and varied
infrastructure layers. This heterogeneity introduces
severe vulnerabilities. Attackers exploit these
boundary gaps by executing distributed network
anomalies, such as synchronized UDP flooding or
subtle packet injections, which standard Intrusion
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Detection Systems (IDS) fail to correlate because
they evaluate traffic patterns in isolation rather than
globally. Furthermore, deep learning approaches
deployed at cloud boundaries require heavy
computational overhead, which induces severe packet
routing latency and creates data delivery bottlenecks
at core transit routers. Consequently, there is an
urgent theoretical need for decentralized, lightweight
heuristic optimization models that analyze global
telemetry anomalies without degrading routing
performance.

Research Gap: Existing systems often prioritize
accuracy at the cost of high computational
complexity. There is a lack of integrated frameworks
that utilize swarm intelligence specifically for feature
optimization within a multi-cloud network simulator
like NS2 to validate real-time routing impacts. Deep
learning architectures, despite their high predictive
accuracy, often operate as complex black boxes
requiring significant matrix operations. When
processing high-velocity telemetry data across multi-
cloud gateways, these deep networks introduce
massive propagation and classification latencies,
rendering them impractical for real-time traffic
filtering. Conversely, metaheuristic approaches offer
a lightweight alternative by stripping away redundant
feature spaces before classification, yet few studies
have mapped their operational performance directly
onto multi-cluster transport layers like those
simulated in specialized network environments.

III. PROBLEM STATEMENT

Existing anomaly detection systems fail to efficiently
detect threats in dynamic multi-cloud environments
due to high feature dimensionality and computational
overhead, resulting in high false positive rates and
processing delays.

Iv. PROPOSED METHODOLOGY

A. Objectives and Scope

The main objectives of this framework are to design a
multi-cloud security model capable of detecting
anomalies in distributed environments, to implement
swarm intelligence algorithms (e.g., ACO/PSO) for
intelligent threat detection, and to simulate multi-
cloud network environments using NS2. The scope
covers enterprise cloud infrastructure to protect
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sensitive data and ensure secure communication
between cloud systems by enabling continuous, real-
time network monitoring.

B. System Design and Implementation
The implementation relies on developing the
proposed model using swarm intelligence logic to
adaptively analyse network traffic. This involves
setting up the NS2 simulator, creating the specific
multi-cloud network topology, and embedding the
anomaly detection logic into the simulation
environment. Subsequently, simulations will be
performed under both normal and attack conditions to
thoroughly analyse the results, detect false positives,
and validate system efficacy.

The proposed framework relies on the adaptive

capabilities of Swarm Intelligence, specifically

focusing on ACO and PSO algorithms. The
methodology is structured as follows:

e Distributed Monitoring: Instead of a central
monitoring hub, the system deploys lightweight,
SI- driven agents across the simulated multi-
cloud nodes.

e Behavioral Baselining: The swarm agents
continuously analyze network traffic,
establishing.

e Anomaly Scoring: When traffic deviates from
the established baseline, the agents utilize
collective intelligence to calculate an anomaly
score. If the score exceeds a dynamic threshold,
the activity is flagged as a threat.

e Optimization: PSO is utilized to continuously
optimize the feature selection process, ensuring
the detection algorithms focus only on the most
relevant data packet headers, thereby reducing
computational latency.

C. PSO Engine

The heart of the system is the PSO engine. It creates
a "swarm" of digital agents (particles). Each agent
tries out different combinations of the five features
mentioned above to find the "optimal detection rule."
By identifying which features are the most reliable
indicators of an attack, the system can ignore "noise"
and focus only on the data that matters.
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D. GArchitecture Overview

The architecture consists of four primary stages:
Traffic Simulation, Feature Extraction, PSO
Optimization, and Threat Classification. Traffic is
generated within a simulated multi-cloud topology in
NS2, and the resulting trace files are analyzed to
identify anomalous behaviors.

E. Modules

1. Traffic Collection: Capturing packet-level data
from the simulated cloud nodes.

2. Feature Extraction: Parsing trace files to extract
parameters like packet delivery ratio, end-to-end
delay, and jitter.

3. Swarm Optimization: Using PSO to select the
optimal subset of features that represent an
attack.

4. Detection Module: Classifying traffic as
"Normal" or "Anomalous" based on the
optimized features.

F. Data Flow
The input consists of raw network packets from the
NS2 simulation. These are processed into statistical

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 4938



© June 2026 | IJIRT | Volume 13 Issue 1 | ISSN: 2349-6002

features, which are then passed to the PSO algorithm.
The output is a binary classification of the network
state.

G. The Theoretical Paradigm of Collective Intelligence

vs. Centralized Processing

The structural foundation of the proposed framework
relies on shifting away from traditional centralized
security monitoring paradigms. In a multi-cloud
network, routing massive streams of raw telemetry
data from disparate cloud providers to a single,
centralized security hub creates a severe structural
bottleneck and exposes the system to a single point of
failure.
Conceptually, this paper introduces a decentralized
swarm paradigm inspired by biological self-
organization. Instead of relying on a singular,
complex decision-making entity, the system
distributes the cognitive workload across an array of
lightweight digital agents stationed at individual
cloud boundaries. These agents operate based on two
primary theoretical concepts:

e Emergence: Individual agents monitor localized
traffic metrics (such as changes in timing gaps or
packet sizes), which may seem minor in
isolation. However, when these agents
communicate state changes horizontally across
the network, a highly sophisticated, global
awareness of the network's security posture
emerges.

o Stigmergy: Agents do not require continuous,
heavy communication with one another to
coordinate a defense. Instead, they interact
indirectly by modifying and reading the state of
the network environment itself (such as shifting
routing overhead or packet drop behaviors). This
allows the entire multi-cloud network to
dynamically coordinate an immediate defense
against synchronized, multi-vector attacks
without causing communication delays.

V. SYSTEM DESIGN

The proposed framework involves a three-stage
process: Network Simulation, Data Pre-processing,
and Swarm-based Detection.

A. System Architecture

The system acts as a monitor sitting at the core
routers of the multi-cloud network. It captures packet
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information, converts it into a readable format, and
then uses the PSO algorithm to determine if the
behaviour is normal or malicious.

B. Data Collection Module

The system captures the following five key features

from every network packet:

1. Packet Size: Sudden increases often signal a
flood attack.

2. Source/Destination IP: Frequent requests from a
single source to multiple targets suggest a
"probe" or scan.

3. Time Interval: How quickly packets are arriving.

. Protocol Type: (TCP vs. UDP).

5. Packet Delivery Ratio: The percentage of packets

that reach their destination.

C. Theoretical Relevance of the Extracted
Network Metrics

Rather than forcing the detection model to process
the entire high-dimensional scope of raw network
packets, which induces severe computational latency,
the Particle Swarm Optimization (PSO) engine
dynamically isolates a highly sensitive subset of
parameters. The theoretical significance of these
specific network metrics during an active multi-cloud
threat vector is defined as follows:

e Packet Size Dynamics: Under normal
operational workflows, cloud data transfers
exhibit a predictable variance in payload size.
However, automated network threats often
utilize fixed-size packets sent in rapid succession
to overwhelm network buffers. A sudden
stabilization or massive spike in uniform packet
sizes often signals an unfolding volumetric
attack.

e Source and Destination [P  Correlation:
Legitimate multi-cloud communication is highly
directional and maps cleanly to established
application layer interfaces.  Conversely,
scanning or probing maneuvers generate broad,
rapid, and scattered connections from an unverified
source address across an extensive range of
destination nodes to map out active cloud
topologies.

e Time Interval Variance: The temporal spacing
between packet arrivals provides a critical
indicator of automation. Human-driven or
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standard system-to-system cloud queries exhibit
a natural, bursty variance in arrival intervals.
Malicious denial-of-service tools, by contrast,
inject traffic into the network at rigid,
microsecond-level intervals to break core routing
capabilities.

e Protocol Type Distribution: Distributed attacks
frequently weaponize stateless protocols like
UDP because they do not require a formal
handshake, making it easy to spoof source
identities and execute flooding attacks. Tracking
deviations in the standard ratio of TCP to UDP
traffic allows the system to identify protocol-
specific anomalies early.

e Packet Delivery Ratio (PDR) & litter:
Volumetric network threats inevitably saturate the
queuing capacity of intermediate backbone
routers. This saturation leads to severe buffer
drops and volatile timing gaps between
consecutive  packet arrivals  (jitter). A
simultaneous drop in PDR and a spike in jitter
serves as a conclusive structural indicator that
the multi-cloud delivery path is undergoing an
active threat.

D. Multi-Cloud  Heterogeneity and  Boundary
Invariance

A foundational challenge in modern intrusion
detection architectures is the structural variation
between disparate cloud service providers (CSPs),
such as Amazon Web Services (AWS), Microsoft
Azure, and Google Cloud Platform (GCP). Each CSP
operates on proprietary virtualization fabrics, unique
network telemetry formats, and distinct logging
granularities.

The proposed PSO-driven framework addresses this
through a layer of boundary invariance. Instead of
attempting to parse native, vendor-specific API logs
at the application layer, the decentralized swarm
agents capture raw network traffic directly at the
transport and network layers (Layers 3 and 4 of the
OSI model) via core inter-cloud routing interfaces- By
focusing exclusively on fundamental packet
behaviours—such as  timing gaps, protocol
distributions, and delivery rates—the system
normalizes the data stream. This network-level
abstraction ensures that the threat detection logic
remains decoupled from the underlying cloud
infrastructure, allowing consistent ~ anomaly
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classification across highly heterogeneous ecosystems.
VI ALGORITHM / MODEL

Particle Swarm Optimization (PSO) is a metaheuristic
optimization technique inspired by the social behavior
of bird flocking. It is selected for its ability to find
optimal solutions in a high-dimensional search space
with low computational cost.

A. Working Principle: In this model, each "particle"
represents a potential subset of network features.
Particles move through the search space to find the
feature set that provides the highest detection
accuracy. The movement is guided by the
particle's own best-known position and the entire
swarm's best-known position.

B. Equations: The velocity and position of each
particle are updated using the following formulas:

M4+l = Wk
VeSS re, | to

\I_‘n"l = 1{- + vul'_kd-l:-

Where V is velocity, X is position, w is the inertia
weight, and cl, c2 are learning factors.

C. Fitness Function Formulation

To effectively evaluate the performance of each
particle's selected feature subset, a multi-objective
fitness function is defined. The primary objective is
to maximize classification accuracy  while
minimizing both the false positive rate and the
number of features retained to reduce computational
overhead. The fitness function FF for a particle i is
formulated as:

Nf
FFG)=a-Acci+ B -(1-FPR)+y -(1-)
Nt

Where:

e Acci represents the classification accuracy
obtained by the selected feature subset.

e idenotes the False Positive Rate.
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e Nf is the number of selected features in the
current subset, and Nt is the total number of
available network metrics .

D. Conceptual Exploration vs. Exploitation in
Feature Spaces

The selection of Particle Swarm Optimization (PSO)

as the core metaheuristic for feature optimization is

theoretically justified by its unique management of
the tension between exploration and exploitation
within an abstract data space.

When analyzing a vast pool of raw network

parameters, a security system can easily get stuck in a

"local optimum"—meaning it finds a combination of

rules that looks accurate but fails to detect

sophisticated, zero-day attacks or highly complex
anomalies. The proposed model bypasses this
limitation through a balanced behavioral strategy.

e The Exploratory Phase (Global Search): Early in
the optimization cycle, the digital agents are
conceptually programmed to prioritize broad
exploration. =~ They  scatter  across  the
multidimensional ~ feature  space, testing
completely diverse and unrelated combinations
of network metrics. This prevents the system
from locking onto rigid, hardcoded rules
prematurely and ensures that agents communicate
their findings, the social pressure of the swarm
begins to shift their behavior toward
exploitation. The agents gradually narrow their
focus, converging on the specific, high-sensitivity
region of the feature space that yields the
absolute highest classification accuracy with the
lowest false alarms.

By shifting fluidly from broad exploration to precise

exploitation, the model rapidly discards data noise

and isolates the most reliable indicators of an active
threat, all without needing the heavy, layered
processing cycles of traditional deep neural networks.

VIL IMPLEMENTATION

The implementation phase centers on developing the
proposed model using swarm intelligence logic.
Developers will set up the NS2 simulator, accurately
create the distributed network topology, and
implement the Sl-driven anomaly detection
algorithms. Following the deployment of the code,
initial testing of the system will commence to ensure
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the logic accurately tracks simulated network
behavior.

A. Simulation Environment

The network topology was defined using Tcl (Tool
Command Language) scripts. The simulation
modelled 50 nodes distributed across three distinct
cloud clusters.

Table I: Simulation Parameters

Parameter Value
Simulator NS-2.35
Number of Nodes 50
Routing Protocol AODV
Traffic Type TCP/UDP
Simulation Time 100s

B. Trace File Analysis

After running the simulation, NS2 generates a .tr
(trace) file. This file contains a massive table of every
packet event. An AWK script is used to parse this file
and extract the features needed for the PSO
algorithm.

C. Network Topology Design

A comprehensive multi-cloud network configuration
consisting of 50 discrete nodes was constructed. The
topology mapped out three major cloud provider
destination networks connected via high-capacity
core backbone routers. Legitimate users were
modeled using Constant Bit Rate (CBR) traffic over
User Datagram Protocol (UDP) and File Transfer
Protocol (FTP) traffic over Transmission Control
Protocol (TCP). Anomaly conditions were introduced
by configuring a cluster of coordinated malicious
nodes to launch a UDP flooding attack, overloading
the core routers to simulate a severe DDoS event.

VIIL RESULTS AND DISCUSSION

A. Detection Accuracy Analysis

As compiled in Table II, the proposed PSO-driven
framework achieved an overall detection accuracy of
96.7%, marking a substantial improvement over the
88.2% accuracy displayed by the traditional rule-
based IDS. The core reason for this improvement is
the swarm algorithm's capability to constantly
optimize its feature selection vector. While the
standard IDS looked for rigid, hardcoded rules, the
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PSO swarm successfully combined multiple metrics
(such as tracking a simultaneous drop in Packet
Delivery Ratio alongside a rise in Routing Overhead)
to accurately isolate highly complex anomalies.

B. Minimization of False Positives

A major operational challenge in multi-cloud security
is avoiding false positives, which occur when normal,
high-volume user traffic is mistakenly flagged as an
attack, disrupting legitimate business operations. The
proposed framework successfully minimized the
False Positive Rate to 3.5%, compared to the high
11.5% error rate observed in the traditional system.
By filtering out non-essential network features, the
swarm optimization engine eliminated data "noise,"
preventing normal bursty cloud data transfers from
triggering false alarms.

C. Computational Efficiency and Delay Reduction

By reducing the feature dimensions down from 24
metrics to 7 highly optimal indicators, the
computational processing time needed to classify
incoming traffic was cut in half, dropping from 1.8
seconds down to 0.9 seconds. Because the particle
updates rely on simple algebraic steps rather than
deep neural network layer matrix transformations, the
classification module processed incoming packet
trace statistics rapidly. This structural efficiency
keeps processing delays exceptionally low, proving
that the model can be deployed within active cloud
routing environments without creating data delivery
bottlenecks.

TABLE II
Metric Traditional DS | Proposed PSO-IDS
Accuracy (%) 88.5% 96.8%
False Posttive Rate (%) | 124% 3%
Detection Time(s) 185 09s

IX. DISCUSSION

Graphs of the simulation data showed that as the
number of malicious nodes increased, the PSO-IDS
maintained a higher packet delivery ratio for
legitimate traffic compared to the baseline system.
This confirms that the proposed model is not only
accurate but also efficient in preserving network
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performance during an active threat.

Fig.2: Performance Comparison of Intrusion
Detection Models.
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Analysis of the simulation trace data confirmed that
as the number of active malicious nodes scaled
upward, the PSO-IDS preserved a significantly
higher packet delivery ratio for legitimate user traffic
compared to the baseline system. This verifies that
the proposed model is not only highly accurate but
also operationally efficient in preserving baseline
network performance during an ongoing threat event.

D. Theoretical Analysis of the Noise-Filtering
Phenomenon

A major theoretical insight derived from the
experimental ~ simulation involves  what s
conceptually defined as the noise-filtering
phenomenon. In high-speed multi-cloud
environments, traditional intrusion detection systems
routinely suffer from high false positive rates because
they cannot distinguish between an actual malicious
attack and a legitimate, benign surge in user traffic
(such as a sudden burst of high-volume enterprise
data transfers).

The proposed PSO framework solves this problem
conceptually through dimension reduction. When the
swarm engine strips away non-essential telemetry
metrics and focuses exclusively on the core
optimized feature vector, it essentially acts as a
conceptual low-pass filter for network data.
Legitimate, heavy enterprise transfers typically show
high data volumes but maintain a highly variable,
natural timing pattern and a stable packet delivery
ratio. Coordinated automated attacks, on the other
hand, exhibit rigid, unnatural timing intervals and
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trigger an immediate drop in routing performance. By
ignoring the "noise" of raw data volume and focusing
heavily on these optimized behavioral relationships,
the proposed system maintains high stability under
heavy operational loads, successfully preventing
normal business workflows from triggering
accidental security blockages.

X. CONCLUSION

Securing modern multi-provider cloud infrastructures
requires a sophisticated balance between high security
precision and low computational overhead.
Traditional edge firewalls and signature-based
detection  systems fundamentally fail when
confronted with dynamic, zero-day behavioral
anomalies. Conversely, while deep learning
architectures offer high predictive accuracy, they
introduce immense computational matrix
transformations that cause severe data routing delays
and communication bottlenecks at core network
interfaces. This paper presented a decentralized,
adaptive anomaly detection framework that leverages
Particle Swarm Optimization (PSO) to systematically
address these challenges through intelligent feature
space optimization.

By modeling a complex, heterogeneous 50-node
multi-cloud environment within the NS2 network
simulator, the proposed framework demonstrated
exceptional practical efficiency. The PSO engine
successfully isolated a highly sensitive, minimized
subset of network indicators from high-dimensional
telemetry data. This dimension reduction resulted in
an overall detection accuracy of 96.8%while
suppressing the false positive rate down to 3.9%.
Furthermore, because the swarm logic avoids
complex deep

learning layer calculations, the computational
processing time was cut down to 0.9 seconds. This
minimal processing delay ensures that the proposed
model can be seamlessly deployed inline within
active, line-rate cloud routing environments without
creating data delivery overhead. Ultimately, the
framework establishes a lightweight, robust, and
highly scalable paradigm for securing distributed
inter-cloud  communications  against evolving
distributed network threats.
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XI. FUTURE SCOPE

Future research directions will focus on developing
hybrid, multi-layered swarm intelligence
configurations to further enhance multi-cloud
defensive capabilities. A primary avenue of
exploration involves the integration of Particle
Swarm Optimization with Ant Colony Optimization
(ACO) mechanisms. Theoretically, this hybrid
framework would allow the system to simultaneously
optimize feature selection vectors via PSO while
utilizing the path-finding strengths of ACO to
dynamically reroute benign cloud traffic in real time
during an active, ongoing network attack.
Additionally, future work aims to transition this
security architecture from simulated environments
into active, live Software-Defined Networking (SDN)
testbeds. Deploying the decentralized swarm agents
into physical programmable switches will allow for a
comprehensive evaluation of the model's resilience
against complex, encrypted multi-cloud threat vectors
and advanced persistent threats under live enterprise
data conditions.
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