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Abstract— In  today’s information technology
environment personal data is exposed to risks every day.
Attribute-Based Encryption (ABE) has shown to be a
useful cryptographic primitive that allows one to build
privacy-enhancing technologies. We propose an
anonymous authentication protocol based on ABE. It
allows users to prove their identity without revealing
their identity to anyone, not even verifier.

The proposed scheme enables granting access to users
only based on their attributes. Attributes can be anything
from user roles to group membership or credentials. This
provides an additional privacy guarantee since the
identity of a user is not strictly tied to their attributes. We
implement our protocol on top of OpenID Connect
(OIDC), which is an industry-standard protocol. This
allows us to demonstrate the applicability of our protocol
to real-world production systems such as cloud
environments and federated identity providers.

Our protocol ensures that users remain anonymous
during all stages of the system. Further it is collusion-
resistant, meaning that multiple users cannot gather
attributes together in order to gain access. The protocol
is also secured against replay attacks by using
timestamped tokens and nonces. Access and keys are
distributed in a decentralised manner. We evaluate our
protocol and show that it incurs little overhead.

Index Terms— Access Control, Attribute Based
Encryption, Anonymous Authentication, Key
Distribution Center, CP-ABE, KP-ABE

[. INTRODUCTION

e Access control is a key concern in cloud
computing because it ensures that only authorized
users can access information.

e Aot of data is stored in the cloud, and much of it
is sensitive. For important documents, it is
important to keep them private and confidential.
There are several types of access control systems.
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These include User Based Access Control
(UBAC), Role Based Access Control (RBAC),
and Attribute Based Access Control (ABAC).

e Cloud computing provides storage for different
types of digital information, such as databases,
software, platforms, communication services, and
business data.

e The security of the data stored in the cloud is a
major concern. To protect data from unauthorized
access and from threats like loss or attacks,
various encryption techniques are used. These
include public key infrastructure, identity-based
encryption, and attribute-based encryption.
Attribute-based encryption uses properties to
encrypt data. This paper discusses some of these
techniques to secure cloud storage using attribute-
based methods. Many types of sensitive data can
be protected using this method. This idea was first
introduced by Sahai and Waters.

A. Introduction: Attribute

The term "attribute" refers to any property used to

describe a group or category.

For example, a student is a group that can be described

by properties like class, division, and roll number.

Similar properties like color, height, and weight can be

used to describe any object. These attributes help

determine the category of a user, such as student,
teacher, or principal.

B. Attribute Based Encryption

Attribute-based encryption is a way of encrypting data
based on the attributes of a user.

This is a stronger method than traditional encryption.
In this method, both a public key and a secret key are
used, but the secret key depends on the attributes
assigned to the user. The system is designed to resist
collusion, meaning that no group of users can combine
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their keys to access data they shouldn't. Attribute-
based encryption is a good choice for encrypting
sensitive data stored in the cloud.
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Fig. 1 Attribute Based Authentication

This is a general cloud storage model with higher
security.

There are three types of users: creator, writer, and
reader. Users log in or register by providing a set of
attributes that define their category. They also need to
specify their role, which determines what they can do.
When users choose a role, they must verify their
identity. To do this, they may contact a trustee before
registration and get a unique token. Using this token,
they can get a key from the Key Distribution Center.
This key is used to encrypt data when creating or
writing to the cloud, and to decrypt data when reading
from the cloud.

II. PRELIMINARIES

Background Overview of Anonymous Authentication
using Attribute Based Encryption.

o  Attribute

An attribute is a property or characteristic of an object.
We can describe an object using its attributes. For
example, a student is a group that can be described by
properties like class, division, and roll number. Similar
properties like color, height, and weight can be used to
describe any object. Each user has many attributes,
which help to determine their category, such as
student, teacher, or principal.

In the proposed system, attributes are an important part
because users can register or log in using attributes that
define their category.

IJIRT 205029

These attributes are used to encrypt data when a user
is the creator, and they are also used to decrypt data for
a reader.

e ABE

Attribute-based encryption is a method where data is

encrypted based on the attributes of the user.

e This is a stronger approach than conventional
encryption. In this method, a public key and a
secret key are used, and the secret key is based on
the attributes of the user. The system is designed
to resist collusion, meaning no group of users can
combine their keys to access data they shouldn't.
Attribute-based encryption is a useful method for
encrypting sensitive data stored in the cloud.
Typically, attributes are used to describe a user's
category. During encryption, these attributes are
combined with a unique token received from a
trusted authority. There are two common types of
ABES: Cipher-Text Policy Attribute-Based
Encryption (CP-ABE) and Key-Policy Attribute-
Based Encryption (KP-ABE). In CP-ABE, a
user’s private key is connected to certain
attributes, and a ciphertext includes an access
policy based on these attributes. A user can
decrypt the ciphertext only if their attributes
satisfy the policy set in the ciphertext.

e  Anonymous Authentication

The word 'anonymous' means unknown or not
recognized by the system. In this system, users remain
anonymous to everyone. They are real but their
identity is kept secret. This is done by using attributes
for authentication instead of wusing things like
usernames, passwords, or roles.

e Key Distribution Center

The Key Distribution Center (KDC) is a system that
makes and gives out keys to users based on their
attributes and requests.

There are two types of keys. The public key is shared
with everyone in the system. The secret key is given
only to specific users based on their request. When
sending a message, the sender uses their public key
and secret key. The receiver uses their own secret key
and the public key to decrypt the message. Even
though these keys are different, they are somewhat
similar to each other.
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e  Cipher-Text-Policy Attribute-Based Encryption
(CP-ABE)

In CP-ABE, a user's private key is connected to certain
features, and the encrypted message has a policy that
says who can access it.

A user can decrypt the message only if their features
match the policy. The policy can be a mix of
conditions like "and" or "or". It uses Boolean logic to
check if the user's attributes fit. For example, if the
universe of attributes is P, Q, R, S, and a user have P
and Q, they can't decrypt a message that requires P and
S or R.

e Key-Policy Attribute-Based Encryption (KP-
ABE)

KP-ABE is the opposite of CP-ABE.

In this case, the message is encrypted using a user's
secret key. Encryption and decryption depend on the
secret keys given by the KDC. The KDC acts as a
central authority that makes both types of keys and
gives them out based on the user's needs. The keys are
usually linked to the access policies used in the system.

II. SYSTEM IMPLEMENTATION

In our proposed system the access control is to be fine
grained. The proposed system has decentralized access
control so as to keep flexible access with respect to
location and machine. The encryption process is based
on attribute-based encryption technique. The
Read/Write access control is Many Write Many Reads.
There is authentication for privacy preserving. The
User will authenticate himself/herself by using set of
attributes. The proposed system is collusion resisting
as well as it will protect from replay attack

A. System Architecture
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Fig 2. System Architecture
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In general, the scenario of our proposed system is as

follows.

e Data storage for the authorized users
(authorization is based on set of attributes). Here
User can access as per his role. The user might
be a creator, Writer or a reader.

e For storing and accessing of data, user must need
to authenticate themselves.

e  This authentication is based on the category of the
user; not by the identity base. The authentication
is based on set of the attributes that are responsible
for describing the category of the user.

e  User is not known by his identity. This is the main
aim of the proposed system to hide the identity of
the user from all. That means the user will be
anonymous.

e Trustee: This is the third-party certificate issuing
authority for the assurance of the genuine users.
Before authentication, User must need to
approach the trustee to receive the token (The
token denotes that the user is verified by the
trustee and the unique token is given for him) This
token is to be submitted to the KDC to get the
secret key for the particular user.

e Key distribution Center: This is the KDC work to
distribute the keys required for encryption and
decryption of the contents stored to the cloud.
These contents are visible to the admin only in
encrypted formats only.

e Denial of access for rejected users.

B.User Registration Process:

The user registration process uses certain properties
called attributes.

These attributes are specific to the type of user. For
example, if the user is a student, the attributes could be
rolling number, class, division, and batch. Users use
these attributes to register themselves. The access rules
for users follow a Boolean pattern, as shown in the

example.
/ OR
OR & (1) Counselor
/ s

AND (1) AND (1)
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Student 1 P dprof (0,-1) x

Fig 3. Example of Claim Policy
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Two types of users can register using the right
combination of attributes.

The claim policy works like this: A = al and a2 or bl
and b2 or C. Here, A, B, and C are user categories. al
and a2 are the attributes for user A; bl and b2 are the
attributes for user B; and C represents the user. During
login, the system checks the combination of attributes
from the same category.

C. Trustee Module:

This is a third-party certifying authority (CA) that
verifies valid users.

Users need to log in using the trustee module when
they use the system. The trustee checks the user details
and determines the user's type, then generates a token
based on the user’s occupation from their records.

An example of a trustee could be an insurance
department where a user has a policy.

Users log in to the automated trustee module by
providing the last six digits of their policy number,
their date of birth, and their mother’s maiden name.
The administrator at the trustee module does not see
the full details of the policy holder. Instead, the
automated system only shows the last six digits of the
policy, the user's date of birth, the mother's maiden
name, and the occupation.

User input for the trustee module: T(Ui) = {I, B, M}
The verification process is done at the module:

V = {(if T(Ui) == true) then RID, Tkn}

Here, RID is the request ID, and Tkn is the token
generated, which shows the user's occupation starting
with the first letter.

D. KDC - Key Distribution Center

Every user needs to go to the KDC to get the public
and secret keys required for encryption and
decryption.

Users log in to the KDC using the token they receive
from the Trustee.

User input at the KDC: IK(Ui) = {A, Tkn}

The secret key generated is SK(Ui)

The public key generated = PK(U)

E. Algorithm for Encryption Process

The algorithm has two main parts: sender-side
encryption and receiver-side decryption.

Sender Side Encryption

Encryption happens at the sender's end for each
message using attributes and keys.
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If the original message is MSG, the encryption ENC
can be ENC = {ABE.SK, PK, MSG}

Here, ABE stands for attribute-based encryption.

The message is decrypted at the receiver's end.

The decrypted message returns to its original form:
MSG = {ENC / (SK.PK.ABE)}

F. Algorithm for Signature

The signature is created based on the user's attributes.
Both the secret and public keys are used during
transactions.

This signature is generated during the transaction and
is verified every time the message is used.

The signature is created like this:

$ = {(SK1, SK2, ..., SKn where 1[1¢i[11SKUI), (PK1,
PK2, ..., PKnill¢il][JPKUI), (al, al where i[1¢il[1[]1A)
H

Verification of the signature is done as: ABS.V(S,
MSG, illj) where ill; is a monotone program
generated.

G. Storage of Contents to Cloud

As discussed earlier, every message is in an encrypted
format before being stored in the cloud.

The message is in the following format:

CP = ABE.ENC (MSG, ill£)

H. User Revocation
User revocation is possible in this system.

IV.RESULTS

After running all the modules properly, here are the
results and observations from the system:

i. The system can work in a decentralized way,
meaning it can be used from different places as long as
there is a network connection.

ii. Access to the system is controlled using
authentication based on the user's category and
attributes.

iii. The CA (Trustee) is responsible for creating tokens
and verifying if a user is genuine.

iv. The KDC is available throughout the network and
creates public and secret keys depending on the
attributes used and the token received from the user
during transactions.

v. Encryption is done using the set of attributes and the
key generated by the KDC, which is based on the same
set of attributes.
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vi. The system allows multiple users to read and write
data.

vii. Any attempt to access without proper permission
is rejected.

viii. Replay attacks are not possible.

ix. The contents are encrypted, but they are not hidden
from the user and the intended destination user.

Student Dashboard

Your Token : STU_D89DC459A5EE

Upload File

Give Feedback

Submit Complaint

My Complaints

Logout

Teacher Dashboard

Token : TEA 67494D94FDD2

Upload Notes

Shared Files

4 1 4 3

View Feedback

View Actions Taken By HOD

Logout

Total Shudsnts Total Teachars. Total Fies. Total Complaints

0

Total Feedbacks

View Al Files

View Complaints

View Feadbacks

Upload History

iilllﬁl
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V. LIMITATIONS

Because the administrator of the storage has access to
the policy, they can partially decrypt the data.

VI. CONCLUSIONS

The system is designed to be decentralized and easy to
access. It uses certain characteristics as login
information and also forms the foundation for
encryption. The system is protected against replay
attacks. It allows users to log in without revealing their
identity. The process of sharing keys through the KDC
happens in a decentralized way.
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