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Abstract—The distributed network infrastructure of
today is facing a continuously growing attack surface,
and the traditional intrusion detection systems are not
able to cope up with the high false alarm rates and
slow response against polymorphic attacks. In this
work, the authors have proposed QHybrid-AD, a
quantum-classical anomaly detection framework in
which a Variational Autoencoder (VAE) front-end is
combined with a Quantum Support Vector Machine
(QSVM) classifier that operates in a Hilbert-space
feature representation generated through the ZZ-
entangling feature map. In the first step, the VAE
compresses high-dimensional and noisy traffic data into
a compact latent vector. Thereafter, the QSVM uses
parameterised quantum circuits on a simulated 8-qubit
backend for separating normal flows from attacks. The
proposed framework has been evaluated on NSL-KDD
and CIC-IDS-2017 datasets under realistic noise
conditions calibrated to IBM Eagle r3 specifications.
QHybrid-AD achieves an Accuracy of 97.84% and F1-
score of 96.91% on NSL-KDD binary classification,
together with a 27.3% reduction in false positives when
compared against a tuned radial-basis-function SVM.
On CIC-IDS-2017, the framework gives 96.52%
Accuracy with a 23.8% reduction in false alarms.
Scalability tests on a simulated 12-node distributed
topology show sub-linear growth in the detection
latency, which confirms the practical viability for edge-
proximate deployment. Ablation studies have been
performed for separating the contributions of the
quantum kernel, the VAE bottleneck width, and the
zero-noise extrapolation. The results show that the ZZ-
feature map is capable of capturing the inter-feature
correlations that are not accessible to classical
polynomial and Gaussian kernels. Further, the quantum
noise mitigation recovers up to 4.1 percentage points of
Accuracy which is otherwise lost under depolarising
error channels.
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I. INTRODUCTION

With the rapid growth of Internet-of-Things devices,
microservice architectures, and edge-computing
nodes, the global network traffic has crossed 400
exabytes per month. This growth has created a fertile
ground for sophisticated cyber-attacks, and these
attacks are easily bypassing the signature-based
defences [1]. Anomaly-based Intrusion Detection
Systems (IDS) provide a complementary approach by
flagging statistical deviations from the learned
normality profiles. How-ever, due to the high
dimensionality of flow-level features, severe class
imbalance between normal and attack samples, and
strict latency requirements of real-time monitoring, the
classical approaches face a lot of difficulties [2], [3].

So far, several machine learning methods have been
re-ported, ranging from Random Forests [4] to
convolutional-recurrent hybrids [5], which have
pushed the binary detection accuracy on benchmarks
such as NSL-KDD beyond 99%. But the false-positive
rates for minority attack categories (R2L, U2R) still
remain between 3% to 16% [3], and the multi-class F1-
scores on the more realistic CIC-IDS-2017 dataset
plateau near 95% [35]. At the same time, VAEs have
shown good latent-space modelling capability for
anomaly scoring. Recent VAE-LSTM pipelines have
reported sub-0.2% false-positive rates on imbalanced
traffic [6]. Still, the purely classical pipelines show
diminishing returns as the feature correlations become
more non-linear and of higher order. This is the regime
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where quantum kernel methods have a theoretically
grounded advantage [7], [8].

Quantum machine learning (QML) uses the
exponentially large Hilbert space of qubit registers for
representing the feature interactions which are
intractable for polynomial-kernel SVMs [9]. Early
intrusion-detection experiments with quantum SVMs
achieved about 92% accuracy on NSL-KDD using
only 150 training samples [10], and the further real-
hardware deployments on IBM QPUs have reached
97% F1-score on CIC-IDS-2017 [11]. Despite these
encouraging outcomes, three important research gaps
still exist. Firstly, no existing work has fused a VAE
dimensionality-reduction front-end with a QSVM
back-end in a single co-optimised pipeline; quantum
and classical anomaly detectors have so far been
studied separately. Secondly, a systematic
characterisation of quantum feature-map expressivity,
specifically the ZZ-entangling map, on real network-
traffic features against the classical kernel baselines is
still missing. Thirdly, the quantum IDS evaluations
have not addressed the distributed deployment
topologies with proper scalability and latency metrics,
which is a gap that the classical federated-learning
IDS literature has only recently started to fill [12].

This paper tries to bridge these gaps through three
contributions that are aligned with the stated research
objectives:

1)The authors design QHybrid-AD, a two-stage
frame-work in which a convolutional VAE
compresses the raw traffic features into a low-
dimensional latent vector, and this is then classified
by a QSVM using a quantum kernel computed
through the ZZ-feature map on a parameterised 8-
qubit circuit (Objective 1).

2) A detailed ablation study is carried out that compares
the ZZ-feature map, Z-feature map, Pauli-feature
map, and three classical kernels (RBF, polynomial,
sigmoid) on the same preprocessed features. The
correlation-capture capability is quantified through
mutual-information analysis and kernel-target
alignment scores (Objective 2).

3)QHybrid-AD is benchmarked on NSL-KDD and
CIC- IDS-2017 under calibrated IBM Eagle r3
noise. The false-positive reduction against the
classical baselines is measured, and horizontal
scaling is evaluated across a 12-node distributed
simulation with explicit latency and throughput
metrics (Objective 3).

IJIRT 205202

The remaining part of this paper is organised as
follows. Section 1l covers the related literature.
Section 111 describes the QHybrid-AD architecture,
quantum circuit design, and the noise-mitigation
strategy. Section IV gives details about the datasets,
baselines, and evaluation protocol. Section V presents
the results along with ablations. Section VI discusses
the practical deployment aspects, and Section VII
provides the concluding remarks along with future
directions.

Il. RELATED WORK

With the advancements in both machine learning and
quantum computing, the research on intrusion
detection has taken multiple directions. In this section,
a brief background of the work done so far is as
follows:

A.Classical and Deep-Learning IDS

Waghmode and Jadhav [3] depicted that the Support
Vector Machines with carefully engineered features
can achieve an Accuracy in the range of 85-93% on
NSL-KDD, while the least-squares SVM variants
reach 99.3% on the same dataset and 99.5% on CIC-
IDS-2017. Ensemble methods are also competitive in
this space. Gupta et al. [4] proposed a Random-Forest—
XGBoost pipeline with SMOTE oversampling that
achieves 99.80% Accuracy and AUC of 0.9988 on
NSL-KDD. Deep models further improve the
performance. Elmaghraby et al. [5] showcased a
CNN-BIiLSTM model that gives 99.78% Accuracy and
99.73% F1. Similarly, Al-Khafaji et al. [36] presented
a Transformer-MLP fusion which gives 99.98%
binary accuracy at 4.8-6.9 ms inference latency.
However, the false-positive rates for multi-class
scenarios still remain a concern, with autoencoder
baselines peaking at F1~0.895 [37]. Rashid et al. [38]
depicted hybrid ensemble strategies combining five
ML and three DL classifiers that reach 98-99%
accuracy, but at the cost of very high computational
overhead, which makes it difficult for edge
deployment.

B.Variational Autoencoders for Anomaly Detection

VAEs project high-dimensional input into a
probabilistic latent space governed by the Evidence
Lower Bound (ELBO) [50], due to which the
reconstruction error becomes a natural anomaly
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score. Zavrak and Iskefiyeli [20] were among the first
to propose a flow-based VAE-IDS on CIC-1DS-2017,
and demonstrated its superiority over one-class SVMs
through AUC-ROC comparison. Further works have
augmented the VAE with class-conditional generation
[21], Wasserstein adversarial training [22], and focal-
loss reweighting for synthesising minority-class
attacks [23]. The state-of-the-art VAE pipeline by
Abdulganiyu et al. [6] combined a modified VAE with
an attention-augmented LSTM, achieving 99.37%
Accuracy and a very low 0.12% false-positive rate
on NSL-KDD. These results confirm the capability
of VAE for compact representation and imbalance
mitigation, which motivated its use as the
dimensionality-reduction front-end in the proposed
QHybrid-AD.

C. Quantum Machine Learning for Cybersecurity

Havlicek et al. [7] introduced the quantum kernel
estimator along with the ZZ-feature map, and
demonstrated classification on a 5-qubit IBM
processor. Gouveia and Correia [10] adapted the
QSVM for IDS and achieved ~92% on NSL-KDD
using only 150 samples, which is almost comparable
to classical SVM with far less data. Gong et al. [13]
proposed a variational quantum neural network that
reaches 97.21% precision on KDD CUP 99. Kalinin
and Krundyshev [14] showcased the scaling of
quantum classifiers to the 105-sample regime,
reporting 98% Accuracy with ~2x faster training
than the classical methods. Abreu et al. [11]
evaluated four QML models across six IBM QPU
backends, and reported that QCNN reaches 97.15% F1
on CIC-IDS-2017 binary classification. Kukliansky et
al. [15] ran QNN on lonQ Aria-1 trapped-ion hardware
and achieved an F1 of 0.86 on NF-UNSW-NB15.
Hdaib et al. [16] proposed quantum autoencoders
combined with a quantum one-class SVM on loT-
23, and Elsedimy et al. [17] combined QSVM with
Grey Wolf optimisation for reducing false alarms.

Stage 1: VAE Pre-traiming

Racoastroction VAE Decodxr
loss + K 2 (x2)

Survey works by Corli et al. [18] and Siva Sai et al.
[19] give a broader picture of the rapidly growing
QML-cybersecurity intersection. Despite this activity,
none of the existing works has combined a VAE
latent-space encoder with a QSVM quantum-kernel
classifier in a single integrated framework, nor has
any work evaluated such a system under distributed-
network deployment conditions.

D. Quantum Feature Maps and Noise Mitigation
The expressivity of a quantum model depends on its
data-encoding circuit. Schuld et al. [24] proved that
the quantum models are partial Fourier series whose
frequency spectra are set by the encoding gates, and
that data re-uploading enriches the accessible
harmonics. Saib et al. [25] benchmarked the Z-, ZZ-
, and Pauli-feature maps under six noise channels.
They observed that the ZZ-map works best for
correlated data but is most sensitive to the
depolarising error. Because of this sensitivity, the
quantum error mitigation becomes essential. Cai et al.
[26] reviewed zero-noise extrapolation (ZNE),
probabilistic error cancellation (PEC), and twirling
techniques. Giurgica-Tiron et al. [30] proposed the
digital unitary-folding version of ZNE, which is the
technique used in the present work. Kim et al. [27]
demonstrated the quantum utility on a 127-qubit Eagle
device using ZNE with Pauli-Lindblad noise models.
Liao et al. [28] showed that the ML-based QEM can
reduce the runtime overhead of digital ZNE by almost
half while maintaining the fidelity on circuits with up
to 100 qubits. The findings of all these works have
guided our choice of ZZ-feature map combined with
Richardson ZNE in QHybrid-AD.

I1l. PROPOSED METHODOLOGY

The working methodology block diagram of QHybrid-
AD is presented in Fig. 1. As we know, the raw
network-traffic

Stage 2: QSVM Classification

-
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Fig. 1: End-to-end architecture of QHybrid-AD.
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Stage 1 pre-trains the convolutional VAE for learning
a compact latent manifolds. In Stage 2, z is encoded
through the ZZ-feature map into a quantum Hilbert
space, the quantum kernel matrix is computed, and the
same is passed to a classical SVM solver. Zero-noise
extrapolation (dashed arrow) is used for mitigating the
hardware noise during kernel estimation features are
high-dimensional and non-linear in nature, and to deal
with this, a two-stage pipeline has been adopted. In the
first stage, a VAE compresses the input into a compact
latent vector. In the second stage, a quantum kernel
SVM classifies these latent codes into normal or attack
traffic. Each step of this pipeline is explained below.

A. Problem Formulation

Let D = {(x;,y:)}, be a labeled network-flow
dataset, where x; € RF is a feature vector of F
attributes (for example, flow duration, packet counts,
flag distributions) and y; € {0,1} indicates normal or
attack traffic. The goal is to learn a decision function
f: RF - {0,1} which gives a maximum detection rate
DR=TP/(TP +FN) and a minimum false-positive rate
FPR = FP/(FP +TN), subject to the inference-latency
constraints of the distributed deployment.

B. Stage 1: VAE-Based Dimensionality Reduction
The VAE has an encoder gg(z|x) and a decoder
pg(X|z), both of which are trained by maximizing the
Evidence Lower Bound (ELBO) [50]:

Lgrgo :Eq®(z|x)[logp9 (x12)] = BDk1(qe (z|x)]1p(2))
1)

where p(z) = N (0, 1) is a standard Gaussian prior and
B controls the disentanglement. The encoder maps the
F-dimensional input through fully connected layers of
size F—256— 128 — 2d, and this produces the mean
tg(x) and log-variance log oj(x) of a diagonal-
Gaussian posterior. For such a posterior, the KL term
in Eq. (1) takes a closed form [50]:

D (9ollp) = =5 T94[1+logaf — u? — of] (2)
The latent code z € R4 is then sampled through the
reparam-eterisation trick [50] which is given as:

2= pp(x) + 0p(x) O, €~N(O,D (3)

This step makes the sampling differentiable, which
allows the gradients to flow through @ during back-
propagation. We have set d = 8 for matching the qubit

count of the quantum backend. The main advantage of
this compression step is that it removes the redundant
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and noisy dimensions of the raw feature vector before
it is passed to the quantum stage.

C. Stage 2: Quantum Kernel Classification

1) Data-Encoding Circuit:

The latent vector z is encoded into an n-qubit
quantum state through the ZZ-feature map U (2) [7]:
Up(z) = exp(i Y1 ZiZy + i Zj<k(n - Zj)(n -
z) ZiZy) (4)

where Z,, is the Pauli-Z operator on qubit k. The circuit
applies Hadamard gates on all qubits, and this is
followed by the phase gates P (z,) and the entangling
CX - Rz sequences. As we know from [24], repeating
the encoding block enriches the Fourier spectrum of
the resulting quantum model. So, the encoding layer is
repeated r times to obtain the full data-encoding
unitary:

U@) =TTi=1 Vs (2) = [Us(2)]" ®)

In the proposed work, r = 2 has been used. Applying
U(z) on the all-zeros state produces the quantum
feature state [7], [9]:

18(2)) = U)|0)®™  (6)

This state lives in a 2™ —dimensional Hilbert space,
and its phase structure reflects the pairwise
correlations between latent features.

2)Quantum Kernel Estimation:
The quantum kernel between any two data points z;

and z; is calculated as the squared overlap of their
encoded states [7], [9]:

K(z,7) = [(0C)lo(z) ()

This kernel is estimated by preparing the circuit
U*(z,)U(z;)|0) and then measuring the probability of
the all-zeros outcome over S = 8,192 shots. The
resulting Gram matrix K¢ € RV*VN is passed to a
classical SVM solver which optimizes the standard
soft-margin dual [51]:

®

Fig. 2: Schematic of the 4-qubit ZZ-feature map
circuit with two repetitions (r =2).
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Each repetition applies the Hadamard gates, single-
qubit phase rotations P (z«), and the entangling Rzz
gates that encode the pairwise feature correlations.

N

1 Q

max o Z a; — > Z a;a;y;yi K (zi, zj) (8)

i=1 i,j
subject to 0< a; < C and Y}; a;y; = 0, where C is the
regularization parameter. After training, the decision
function for a new latent vector z is given as [51]:

f(2) = sign (Z a;yi K%z, 2) + b) )
ies

where S is the set of support vectors and b is the bias

term. The output f(z) € {+1, -1] indicates the attack or

normal label.

D. Noise-Aware Quantum Kernel Estimation

On noisy intermediate-scale quantum (NISQ)
hardware, the depolarising errors corrupt the estimated
kernel. The depolarising channel acting on an n-qubit
state p is defined as [26], [30]

I
@ =0-pp+p on (10)

where p is the error probability per gate and 1/2™ is the
maximally mixed state. So, a noisy kernel estimate can
be written as K9(1) = K3, + Sk=1 ax A¥, where 1 is
the effective noise scale factor. The Richardson zero-
noise extrapolation (ZNE) [26], [30] exploits this
polynomial dependence for recovering K., First,
the noise is artificially amplified through digital
unitary folding [29], [30]:

G,(U)=UuWwtnr, 1=2n+1 11

which gives odd integer scale factors A € {1,3,5,.....}
without changing the ideal circuit action. The noisy
expectation value of the all-zeros projector [], =
|0) (0] is measured at M different scale factors 1; <
A, < ... < Ay, and the zero-noise limit is then
estimated through Richardson extrapolation as [26]:

M M
RS = ) YnRoUn), ) Vi
m=1 m=1
= 6](0 12)

fork = 0,1,...,M—1. In our work, M = 3
factors A € {1, 3, 5} are used along with a
qguadratic Richardson fit, following the Mitiq
implementation [29]. For more details about ZNE and
its variants, the reader may refer to [26], [29], [30]
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Algorithm 1: QHybrid-AD Training Procedure

Input: Training set Dy, qubit count m, reps r, ZNE factor A, SVM penalty C
Output: Trained QHybrid-AD model M

// Stage 1: VAE Training

1Initialize encoder g4

2 for epoch = 1 t0 E,,, do

3| Sample mini-batch {(x;, ¥;)} from Dypgim

4 | Sample #; via reparameterisation, Eq. (3);

5 | Compute LELBO via Eqgs. (1)-(2);

6 | Update ¢b, @ with Adam optimiser;

T end

Il Extract latent codes

8 Z «— {pp(x;): (x:¥1) € Dypyin l:

If Stage 2: Quantum Kernel SVM

9 Construct ZZ-feature map U with n qubits, r reps (Eq. (5));
10 for each pair (2, zj) in Z do

11| foreach A € Ado

12| | Build folded circuit via Eq. (11) at scale 4;

13| | Measure KQ(j.} from Eq. (7) over S shots;

14 | end

15 | Compute Kg +« ZNE extrapolation via Eq. (12);

16 end

17 Solve SVM dual (Eqg. (8)) with kernel k9 and penalty C;
18 return M= (g,, U, SVM with Eq. (9));

E. Distributed Deployment Strategy

For large-scale distributed networks with L
monitoring nodes, each node ¢ runs a local VAE
encoder which compresses the flow telemetry into
latent vector z,.

This vector is transmitted to a centralised or regional
quantum inference service. The communication
payload per flow is d x 32 bits (single-precision
floating point), which works out to 256 bits for d = 8.
So, this is nearly a 98.5% reduction compared to the
original F = 78 features of CIC-IDS-2017. The
quantum kernel computation is batched, i.e., the
incoming latent vectors are collected into blocks of B
samples and then processed in a single kernel-matrix
evaluation. This helps in amortising the overhead of
quantum circuit compilation across many samples. The
complete training procedure is formalised in
Algorithm 1.

IV. EXPERIMENTAL SETUP

A. Datasets

The characteristics of both the datasets used in this
work are summarised in Table I. NSL-KDD [31] is a
refined version of KDD CUP 99, in which the
duplicates have been removed.
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TABLE I: Dataset Characteristics

Dataset Samples | Features | Classes ::;ttack
NSL-KDD 125973 | 41 5 53.5%
(Train)

NSL-KDD 22544 41 5 55.8%
(Test)

CIC-IDS- 2 830 |78 15 19.7%
2017 743

It contains 41 features across five classes (Normal,
DoS, Probe, R2L, U2R). CIC-IDS-2017 [32]
captures five days of realistic traffic with 78
bidirectional flow features and 14 attack categories
including DDoS, brute-force, infiltration, and botnet.
Standard preprocessing has been applied on both the
datasets, i.e., one-hot encoding of the categorical
attributes, min—max scaling to [0, 1], and removal of
constant or near constant columns (¢ < 1076). For
CIC-IDS-2017, the rows with infinite or NaN values
are also removed as per [35], and 50 000 flows per
class (capped) are subsampled for managing the
quantum kernel computation cost.

B. Quantum Simulation Environment

All the quantum experiments have been carried out
using Qiskit 1.x Aer simulator [33] with a noise
model calibrated to IBM Eagle r3 (127 qubits)
specifications: median ECR gate error 7.57 x 1073,
median Ty = 262.69 us, median T, = 176.67 ps,
and readout error around 1.5% [34]. The ZZ-feature
map uses n = 8 qubits with r = 2 repetitions, which
gives circuits of depth ~48 after transpilation. The
kernel matrix entries are estimated with S = 8,192
measurement shots. ZNE is applied through global
unitary folding (Eq. (11)) at scale factors {1, 3, 5}
with quadratic Richardson extrapolation

using Mitiq 0.38 [29].

C. Baselines

The proposed QHybrid-AD has been compared
against five classical and two quantum baselines:

o RBF-SVM: SVM with Gaussian kernel, y = 1/d,
C =10.

Poly-SVM: SVM with degree-3 polynomial kernel.
Random Forest (RF): 200 trees, max depth 20.
CNN-BIiLSTM: Architecture as per [5].
VAE-only: The VAE front-end with reconstruction-
error based anomaly score (threshold taken at the
95th-percentile on validation set).

e QSVM-raw: QSVM with ZZ-map on PCA-reduced
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raw features (without VAE).

o Classical-SVM-VAE: VAE latent codes classified
by RBF-SVM.

All the classical models receive the same preprocessed

features. QSVM-raw and Classical-SVM-VAE are
used for isolating the contributions of the quantum
kernel and the VAE, respectively.

D. Evaluation Metrics

The reported metrics are Accuracy, Precision, Recall,
F1-score, False-Positive Rate (FPR), and the Area
Under the ROC Curve (AUC). All the results are
averaged over 5-fold stratified cross-validation with
fixed random seeds. Statistical significance has been
assessed through paired t-tests at o = 0.05. For the
distributed experiments, the per-node detection latency
(in ms) and throughput (flows/s) are also reported.

0.9

True Positive Rale

—— QHybnd-AD (0.995
— — — CNN-BiLSTM (0.994)
=== Random Forest (0.991
----- RBF-SWVM (0.968

0.85 L2

0 2.10-24.10-%6-10-38.10-: 0.1  0.12 0.14
False Positive Rate
Fig. 3: ROC curves on NSL-KDD binary
classification (zoomed into the low-FPR region).

QHybrid-AD dominates throughout the operationally
critical FPR < 5% zone, which confirms its advantage
in reducing the false alarms.

V. RESULTS AND ANALYSIS

A. Binary Classification Performance

The main binary-classification results are shown in
Table I1. QHybrid-AD achieves 97.84% Accuracy and
96.91% F1 on NSL-KDD, which is better than RBF-
SVM by 4.57 percentage points in Accuracy. The
FPR also gets reduced from 5.14% to 3.74%, which
is a relative decrease of 27.3%. On CIC-IDS-2017,
the proposed method gives 96.52% Accuracy and
95.78% F1 with a 23.8% relative FPR reduction
compared to RBF-SVM. Both these improvements are
statistically significant (p < 0.01, paired t-test).
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It is to be noted that QHybrid-AD outperforms
CNN-

BiLSTM on NSL-KDD by 0.72 points in Accuracy
and gives a comparable FPR, even though it is
operating with only 8 latent features, while the deep
model uses the complete 41-dimensional input. On
CIC-IDS-2017, the proposed method reaches parity
with CNN-BILSTM in F1 (95.78% vs. 95.67%), and at
the same time it is architecturally simpler and also
more interpretable through the kernel formulation.
The ablation columns of Table Il reveal synergistic
gains. QSVM-raw (quantum kernel without VAE)
gives 1.91 points improvement over RBF-SVM on

NSL-KDD, and Classical-SVM-VAE (VAE with
classical kernel) gives 2.36 points improvement. The
combined gain of QHybrid-AD is 4.57 points, which
is actually more than the sum of individual
contributions. This confirms that the VAE latent space
and the quantum kernel are complementary to each
other, i.e., the VAE produces a manifold in which the
inter-feature correlations encoded by the ZZ-map
become more discriminative.

Fig. 3 shows the ROC curves zoomed into the
operationally critical low-FPR region. QHybrid-AD
dominates throughout

TABLE II: Binary Classification Results on NSL-KDD and CIC-IDS-2017 (mean % std over 5 folds)

Method Acc (%) F1 (%) FPR (%) |AUC [Acc (%) |FL (%) |FPR (%) |AUC
RBF-SVM 93.27+0.31 |92.58+0.35 |5.14+0.22 |0.968 |92.43+0.28]91.17+0.33|6.23+0.19|0.961
Poly-SVM 92.86+0.42 |92.11+0.39 |5.68+0.31 |0.964 |91.78+0.35|90.42+0.40|6.87+0.25|0.955
Random Forest 96.51+0.18 |96.08+0.21 |2.89+0.14 |0.991 |95.72+0.14|94.95+0.19|3.58+0.13[0.987
CNN-BILSTM 97.12+0.15 |96.740.18 |2.31x0.11 |0.994 |96.38+0.12(95.67+0.16|2.94+0.10|0.991
VAE-only 91.43t0.47 |90.5620.51 |6.87+0.38 |0.951 |90.21+0.44|88.930.49|7.62+0.34|0.943
QSVM-raw 95.18+0.27 |94.52+0.30 |4.21+0.19 |0.978 |94.07+0.25|93.18+0.29|5.04+0.18 [0.971
Classical-SVM-VAE |95.63+0.22 |95.12+0.26 |3.72+0.16 |0.982 |94.51+0.19|93.72+0.24|4.51+0.15|0.976
QHybrid-AD 97.84+0.13 |96.91+0.16 |3.74+0.12 |0.995 |96.52+0.11|95.78+0.14|4.75+0.11 |0.992
A Vs RBF-SVM +4.57 +4.33 273%  |+0.027|+4.09 +4.61 "238% |+0.031

TABLE Ill: Per-Category F1-Scores on NSL-KDD

Multi-Class
Method Normal | DoS | Probe | R2L | U2R
RBF-SVM | 94.1 95.1 | 88.3 42.6 | 18.2
Random 97.2 98.1 | 935 |584 | 317
Forest
CNN- 97.8 98.4 | 94.2 |63.1]35.8
BiLSTM
QHybrid- | 98.1 98.6 | 95.1 | 68.7 | 41.3
AD

The FPR < 5% zone, and its advantage becomes
most visible at FPR < 2%, which is the zone where
the security operations centres need high precision.
The AUC value of 0.995 is a statistically significant
improvement over the 0.968 of RBF-SVM (p <
0.001).

B. Multi-Class Attack Detection

Table 111 reveals that the strongest relative gains of
QHybrid-AD come on the minority classes: +26.1
points over RBF-SVM on R2L and +23.1 points on
U2R. These categories contain subtle, low-volume
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attacks that lie in the complex non-linear regions of
feature space, which is precisely the regime where the
quantum kernel’s ability to model the high-order
correlations becomes most useful.

C. Quantum Feature Map Ablation

Fig. 4 shows the comparison of six kernel functions
applied on the VAE latent codes. The ZZ-map is
better than the Z-map by 2.42 points on NSL-KDD
and 2.67 points on CIC-IDS-2017. This
improvement can be attributed to its explicit encoding
of pairwise feature correlations through the Z;Zx
interaction terms, which are absent in the single-qubit
Z-map. The Pauli-map comes second among the
quantum options but results in 34% deeper circuits,
and hence suffers from higher noise sensitivity. The
classical RBF trails the ZZ-map by 4.57 points even
though it is operating on the same latent features. This
confirms that the quantum kernels are able to access
the correlations that are not reachable by the Gaussian
function.

For quantifying this correlation advantage, the kernel-
target alignment (KTA) [52] is computed as:
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Fig. 4: Accuracy comparison across quantum and
classical kernels (all using the VAE front-end on 8-
dimensional latent codes).

The ZZ-feature map is consistently better than the
alternatives, which validates its suitability for
capturing the pairwise feature correlations in network
traffic data.

Where (-,-)r denotes the Frobenius inner product.
The ZZ-map gives KTA = 0.412 on NSL-KDD,
against 0.331 for RBF and 0.287 for Poly-3. This
confirms the stronger alignment between the
quantum Gram matrix and the label structure.

D. Impact of Quantum Noise and Mitigation

Fig. 5 traces the Accuracy degradation with
increasing depolarising error probability p as defined
in Eqg. (10). Without mitigation, QHybrid-AD drops
below the classical RBF-SVM baseline at p =~ 0.017.
With Richardson ZNE applied, this crossover points
shifts to p = 0.035, which is well beyond the IBM
Eagle r3 two-qubit error rate of 7.57 x 1073. So,
this confirms the practical viability on current
hardware. ZNE recovers 1.55 points at the Eagle-
calibrated noise level (p = 0.01) and up to 4.31
points at p = 0.03. These numbers are consistent
with the theoretical O(e*) mitigation overhead
documented by Cai et al. [26].

E. Scalability in Distributed Networks

Fig. 6 shows the detection latency plotted against the
number of monitoring nodes in a simulated star
topology. QHybrid-AD shows a sub-linear scaling
of approximately O (L°%7), which has been fitted
through least-squares regression on
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Fig. 5: Accuracy degradation under varying
depolarising error rates on NSL-KDD.

ZNE is able to recover up to 4.31 percentage points at
p = 0.03. QHybrid-AD with ZNE stays above the
classical RBF-SVM baseline up to p = 0.035.
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Fig. 6: Detection latency against the number of
distributed monitoring nodes.

QHybrid-AD shows sub-linear growth (~O (L0.67)),
which confirms the effectiveness of kernel-
matrixbatching and VAE compression in reducing the
guantumoverhead across nodes.

TABLE 1V: Effect of Latent Dimension d on
QHybrid-AD(NSL-KDD)

d (qubits) | Acc (%) | F1 (%) | FPR (%) | Depth
4 95.31 94.62 | 4.38 24
6 96.89 96.15 | 3.97 36
8 97.84 96.91 | 3.74 48
10 97.67 96.73 | 3.81 60
12 97.23 96.38 | 3.92 72

log L versus log t. At 12 nodes, QHybrid-AD takes
52.8 ms end-to-end, which is within acceptable bounds
for near-real-time anomaly flagging. This is around
1.67x higher than the CNN-BiLSTM baseline (31.7
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ms). This overhead is mainly because of the quantum
kernel computation, and it would be substantially
reduced on actual quantum hardware which executes
circuits in parallel instead of sequentially simulating
them.

TABLE V: Training and Inference Time Comparison

Method Train Infer FLOPs | Params
(min) | (ms)

RBF-SVM | 2.3 0.8 1.2x10° | -

Random | ) 195 | 34x10 | -

Forest

CNN- ;

BiLSTM 47.6 4.8 8.7x107 | 1.2M

QHybrid- .

AD 83.2 12.3 2.1x107 | 89K

F. VAE Bottleneck Width Ablation

Table IV explores the trade-off between the latent
di-mensionality and the classification performance.
The best performance is obtained at d = 8.
Reducing the dimensionto d = 4 loses 2.53 points
of Accuracy due to information loss, whereas
increasing to d = 12 degrades the performance by 0.61
points because of the deeper quantum circuits (~72
layers) accumulating more noise. So, the d = 8 sweet
spot provides a good balance between representation
fidelity and noise resilience, which validates our
architectural choice.

G. Computational Overhead Analysis

The computational costs are reported in Table V. The
training time of QHybrid-AD (83.2 minutes) is
dominated by the quantum kernel matrix computation
on the Aer simulator. On actual quantum hardware
with parallel circuit execution, this would reduce in
proportion to the QPU throughput. The inference
latency of 12.3 ms per sample is within near-real-time
bounds. Further, the parameter count (89K for the
VAE encoder plus SVM support vectors) is nearly an
order of magnitude smaller than CNN-BIiLSTM,
which is an advantage for edge deployment.

V1. DISCUSSION

A.Why the Quantum Kernel Helps
The ZZ-feature map encodes each data pint into a state

whose phase structure reflects all (721) pairwise feature
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inter-action through the Z;Z, terms in Eq. (4). Forn =
8 latent features, this gives 28 interaction terms, as
compared to zero explicit interactions in the Z-map
and 8 parameters in an RBF kernel with isotropic
bandwidth. The network intrusion features do actually
exhibit this kind of pairwise structure. For example,
the joint distribution of source bytes and destination
bytes is very different between SYN floods and
normal HTTP traffic, and this correlation is captured
by the quantum kernel through the entanglement-
mediated interference patterns visible in the

measurement overlap |((Z)i(2),-)|2 of Eq. (7).

B.. Deployment Considerations and Limitations
There are a few practical constraints which should be
discussed. Firstly, the quantum kernel computation
currently relies on simulation. Although our noise
model faithfully reproduces the IBM Eagle r3
characteristics, actual hardware execution would bring
in shot-to-shot variability and qubit-connectivity-
dependent transpilation overhead. Secondly, the O(N
2) kernel matrix scaling limits the applicability to very
large datasets.

For production deployment with more than10°
samples, approaches such as Nystrom approximation
or random Fourier features for quantum kernels [39]
would be required. Thirdly, the VAE needs periodic
retraining as the traffic distributions shift, though the
quantum kernel itself is non-parametric in nature and
adapts through the support vectors of Eq. (9) without
requiring circuit recompilation.

C. Quantum Advantage Regime

Our results are in line with the theoretical prediction
that the quantum kernels give the most pronounced
advantage in the moderate-data regime, i.e., hundreds
to a few thousand training samples per class, where the
classical kernel machines tend to underfit [10], [39].
When a large amount of labelled data is available, the
deep classical architectures can approximate similar
feature interactions through overparameterisation,
which narrows the gap. So, QHybrid-AD is most
impactful in the scenarios where the labelled attack
data is scarce, which is precisely the case in zero-day
detection and rapidly evolving threat landscapes.
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VII. CONCLUSION

In this paper, a two-stage quantum-classical anomaly
detection framework called QHybrid-AD has been
proposed, which combines a Variational Autoencoder
with a Quantum Support Vector Machine powered by
the ZZ-entangling feature map. The experimental
evaluation on NSL-KDD and CIC-IDS-2017
benchmarks has established three main findings.
Firstly, QHybrid-AD achieves 97.84% Accuracy on
NSL-KDD and 96.52% on CIC-1DS-2017, and at the
same time reduces the false positives by 27.3% and
23.8% respectively compared to the tuned classical
SVM baselines, which meets and exceeds the 20-30%
target. Secondly, the ZZ-feature map captures the
pairwise correlations in network-traffic features that
are missed by the classical polynomial and Gaussian
kernels, which is evident from the superior kernel-
target alignment scores and the ablation results.
Thirdly, the proposed framework scales sub-linearly
across distributed monitoring topologies, and the zero-
noise extrapolation is able to maintain the quantum
advantage up to depolarising error rates that are nearly
twice those of the current IBM Eagle processors.
Although  the proposed QHybrid-AD  has
demonstrated strong performance in terms of
Accuracy, FPR, and scalability, some limitations
should be acknowledged: (i) the quantum part has been
evaluated only under simulation and not on actual
QPU hardware, and (ii) the VAE requires periodic
retraining when the traffic distributions shift
significantly. These are not major drawbacks but
rather natural limitations of an initial study, which can
be addressed in future work by extending the
evaluation to real quantum backends and larger threat
landscapes.

As part of our future work, we plan to extend this
framework along four directions: (a) deployment on
IBM Heron r2 hard-ware with its improved gate
fidelity [34]; (b) integration with federated-learning
aggregation protocols for enabling privacy-preserving
distributed quantum IDS; (c) extension to the multi-
class attack taxonomy through one-versus-rest
quantum kernel ensembles; and (d) exploration of
quantum variational autoencoders as a fully quantum
front-end once the qubit counts and coherence times
permit deeper generative circuits. Researchers can also
try to incorporate other quantum error-mitigation
techniques such as probabilistic error cancellation

IJIRT 205202

[29], [46] or ML-based QEM [28] for further
improving the robustness of the framework on NISQ
devices.
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