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Abstract—Privacy concerns and healthcare regulations
often prevent hospitals from sharing patient data for
developing accurate machine learning models. Federated
Learning (FL) provides a solution by enabling multiple
healthcare institutions to collaboratively train a global
model without exchanging sensitive patient information.
This project presents a Federated Learning platform for
privacy-preserving medical prediction, where each
hospital trains a local model using its own data and
shares only the model parameters with a central server.
The server aggregates these updates using the Federated
Averaging (FedAvg) algorithm to generate an improved
global model. To further enhance privacy, Differential
Privacy is applied to protect the transmitted model
updates from potential information leakage. The
proposed system supports secure collaboration among
healthcare organizations while ensuring compliance with
data privacy regulations. Experimental results
demonstrate that the federated model achieves improved
prediction performance compared to isolated local
models, without compromising patient confidentiality.
This approach enables the development of reliable
medical prediction systems and promotes secure,
collaborative healthcare research.

Index Terms—Federated Learning, Medical Prediction,
Differential Privacy, Privacy Preservation, Healthcare,
Federated Averaging (FedAvg).

I. INTRODUCTION

The quick development of Artificial Intelligence (AI)
and Machine Learning (ML) has greatly changed the
healthcare industry by allowing more accurate disease
prediction, better medical diagnosis, and tailored
treatment plans. These technologies depend on a lot of
patient data to create dependable predictive models.
However, healthcare data is spread out across many
hospitals and medical centers, making it hard to collect
all this data in one place. This is because of privacy
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laws, legal rules, and ethical issues. Sharing personal
health information might break these regulations and
make data breaches more likely.

Federated Learning (FL) has become a useful way for
machine learning that lets different healthcare
organizations work together to train a common model
without sharing actual patient data. Instead of sending
personal medical records, each organization uses its
own data to train a local model and sends only the
model’s parameters to a central server. The server then
combines these parameters using the Federated
Averaging (FedAvg) method and sends the updated
global model back to all the participating
organizations. To protect privacy even more,
Differential Privacy is used by adding carefully
managed noise to the model updates before they are
sent, which helps prevent any information from being
leaked. The proposed Federated Learning platform
offers a safe and privacy-focused system for predicting
healthcare insurance outcomes.

It allows for team-based model training while keeping
patient information confidential, improves the
accuracy of predictions, and follows healthcare
privacy laws. This method shows how distributed Al
can support trustworthy medical decisions without
exposing sensitive health data.

II. RELATED WORK

Recent studies have shown that Federated Learning
(FL) is effective for enabling collaborative machine
learning while protecting data privacy. Mc Mahan and
others introduced the Federated Averaging (FedAvg)
algorithm, which allows multiple clients to train a
common global model without sharing raw data.
Bonawitz and others suggested secure aggregation
methods to safeguard client updates during the model
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aggregation process. To further improve privacy,
Differential Privacy has been widely used by adding
controlled random noise to model updates, which
reduces the chance of information leaks. Researchers
have also looked into Homomorphic Encryption and
Secure Multi-Party Computation to boost the security
of federated systems. In the healthcare field, Sheller
and others, as well as Rieke and others, showed that
Federated Learning can achieve prediction results that
are similar to those from centralized methods, all while
keeping patient information private. These findings
indicate that FL has great potential for medical
diagnosis and healthcare analysis without the need to
share sensitive patient data.

III. PROPOSED SYSTEM

The proposed system introduces a Federated Learning
platform for privacy-preserving medical prediction
across multiple healthcare institutions. Instead of
sharing sensitive patient data, each hospital trains a
local machine learning model using its own dataset.
The trained model parameters are securely transmitted
to a central server, where the Federated Averaging
(FedAvg) algorithm combines them to generate an
improved global model. Differential Privacy is applied
to the model updates before transmission to protect
sensitive information from potential attacks. The
updated global model is then distributed back to all
participating hospitals for the next training round. This
collaborative learning approach improves prediction
accuracy while ensuring data privacy, security, and
compliance with healthcare regulations.
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Fig. 1. System Architecture of the Proposed
Federated Learning Platform

IJIRT 205447

Figure 1 shows the overall structure of the proposed
Federated Learning-based healthcare insurance
prediction system. The system includes several
healthcare institutions that each train their own
machine learning models using their own patient data.
Instead of sharing personal medical records, only the
model parameters from each institution are sent to a
central federated server. The server combines these
parameters using the Federated Averaging (FedAvg)
algorithm to create a better global model, which is then
sent back to all the participating hospitals. This design
allows for collaborative model training while keeping
patient information private and following healthcare
data security laws.
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Fig. 2. Federated Learning Workflow with FedAvg
and Differential Privacy

Figure 2 shows the workflow of the proposed
Federated Learning framework designed for privacy-
protected medical prediction. The process starts with
the central federated server sending the global model
to all participating healthcare institutions. Each
hospital then uses its own patient data to train the
model locally, without sharing personal medical
information. Before sending the updated model
parameters back to the server, Differential Privacy is
applied to prevent any possible data leaks. The central
server aggregates the updates received from all
participating models through the Federated Averaging
(FedAvg) technique, generating a more robust global
model. This refined model is then utilized to provide
reliable and privacy-preserving medical predictions.
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IV. METHODOLOGY

The system proposed uses a Federated Learning
framework to predict healthcare insurance outcomes
securely. Any missing data in the dataset is addressed,
categorical variables are converted into numerical
codes using suitable methods, and numerical data is
scaled to improve the efficiency of the model training
process. The cleaned dataset is divided into four
separate groups, each representing a different
healthcare organization. Each organization trains a
machine learning model using only its own data,
making sure that personal patient details are never
shared outside the local system. After completing each
round of training, only the updated model parameters
are sent to a central server. Before sending these
updates, a Differential Privacy technique is applied to
introduce carefully controlled random noise, which
protects sensitive information and lowers the chance
of recovering private patient details.

The central server combines all the updates from the
different organizations using the Federated Averaging
(FedAvg) method to create a better overall model.
Once this combination is done, the improved global
model is shared back with all the participating
organizations. Each organization then uses this
updated model as the base for the next round of local
training. This process continues for ten rounds of
communication until the model reaches a stable state.
Finally, the trained global model is tested using the
Mean Squared Error (MSE) to assess how well it
makes predictions, all while keeping patient data
confidential throughout the entire training process.

Table 1. Healthcare Insurance Dataset Description
Attribute | Data Type | Description

Age Integer Age of the insured individual
in years.

Sex Categorical | Gender of the individual
(Male/Female).

BMI Float Body Mass Index (BMI)
representing body fat based on
height and weight.

Children | Integer Number of dependent children
covered under the insurance
plan.

Smoker | Categorical | Smoking status of the
individual (Yes/No).

Region Categorical | Residential region (Northeast,

Northwest, Southeast,
Southwest).
Charges | Float Annual medical insurance

charges (Target variable).
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Table 1 outlines the characteristics included in the
healthcare insurance dataset. These features include
demographic and lifestyle information, which are
processed before being used in federated learning. The
goal is to predict the medical insurance charges.

V. EXPERIMENTAL RESULTS

To assess its performance, the proposed federated
learning system was applied to a healthcare insurance
dataset comprising records of 1,338 patients. Before
the training process began, the data was prepared by
converting categorical variables into numerical codes,
scaling numerical values, and correcting any
inconsistencies. The dataset was split into 1,070
samples for training and 268 samples for testing. The
training data was evenly distributed among four
simulated healthcare organizations, and each
organization trained its own local model
independently. The Flower framework was employed
to set up the federated learning environment. Model
updates from each organization were combined using
the Federated Averaging (FedAvg) method over ten
rounds of communication to create a strong global
model. During the training process, all patient data
remained on the respective organizations' systems,
showcasing how federated learning preserves privacy.
The final global model was assessed using the Mean
Squared Error (MSE) metric, resulting in a test MSE
of 323,418,400. 0000. The results show that working
together through federated learning allows for accurate
predictions while ensuring patient privacy and
lowering the risks linked to sharing data in a central
location. These findings highlight the potential of
federated learning for securely predicting healthcare
insurance costs in dispersed medical settings.

Table 2: Experimental Results

Parameter Value

Dataset Size 1338 records

Training Samples 1070

Testing Samples 268

Number of Clients 4

Communication Rounds 10

Aggregation Algorithm FedAvg

Evaluation Metric Mean Squared Error (MSE)
Final Test MSE Loss 323418400. 0000

Table 2 presents the experimental results of the
proposed Federated Learning-based healthcare
insurance prediction system. The healthcare insurance
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dataset consists of 1,338 records, which were divided
into 1,070 training samples and 268 testing samples.
The training process was carried out using four client
nodes in a simulated federated environment, and the
local model updates were aggregated using the
Federated Averaging (FedAvg) algorithm over 10
communication rounds. The final global model was
evaluated using the Mean Squared Error (MSE)
metric, achieving a test MSE loss of 323,418,400.
0000. These results demonstrate that the proposed
framework enables collaborative model training while
preserving patient privacy, making it suitable for
secure healthcare insurance prediction applications.

VI. CONCLUSION

This work presented a federated learning framework
for healthcare insurance prediction that enables
multiple healthcare institutions to collaboratively train
a machine learning model without exchanging patient
records. By combining the Federated Averaging
(FedAvg) algorithm with Differential Privacy, the
framework improves data protection while allowing
effective model training across distributed datasets.
The experimental results indicate that the proposed
approach achieves reliable prediction performance
while maintaining patient privacy and supporting
healthcare data security requirements. Although the
current implementation produced encouraging results,
there is still scope for improving both accuracy and
system efficiency in future developments.

VII. FUTURE WORK

Several enhancements can be considered to improve
the proposed system. One possible direction is the use
of more advanced aggregation techniques that can
reduce the influence of unreliable or malicious client
updates during federated training. Privacy protection
can also be strengthened by integrating mechanisms
such as Secure Multi-Party Computation (SMPC) and
Homomorphic Encryption during model aggregation.
In addition, evaluating the framework on larger and
more diverse datasets collected from multiple
healthcare organizations would provide a better
assessment of its scalability and predictive capability.
Future work may also investigate deep learning
models and deploy the framework in cloud or edge
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computing environments to support real-time
healthcare applications.
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