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Abstract—The rapid growth in smartphone adoption 

among children has introduced significant digital and 

physical safety concerns. Parents often lack real-time 

tools to monitor their child’s location, application usage 

behavior, and emergency situations. This project 

proposes and develops a Parent–Child Safety and 

Monitoring Android application that provides real-time 

GPS tracking, app usage monitoring, emergency alerts, 

and cloud-based synchronization using Firebase 

services. The system ensures secure authentication, 

privacy-aware monitoring, and role-based access 

between parent and child accounts. This report presents 

the system architecture, implementation methodology, 

database design, testing strategy, security model, results, 

and future enhancements of the proposed solution. 

 

Index Terms—Parental Control, Android Application, 

Fire-base, Location Tracking, Usage Monitoring, Mobile 

Security 

 

I. INTRODUCTION 

 

The rapid increase in smartphone usage among 

children has significantly transformed 

communication, education, and entertainment. 

However, along with its benefits, it has introduced 

serious concerns related to digital safety, cyber threats, 

excessive screen time, and physical security risks. 

Traditional parental control applications mainly focus 

on app blocking and screen-time management, offering 

limited real-time protection. Most existing systems 

lack high-precision location tracking, instant 

emergency alerts, and integrated health monitoring, 

which reduces their effectiveness in critical situations. 

Advancements in mobile sensing technologies, cloud 

computing, and real-time databases enable the 

development of intelligent monitoring systems that 

ensure both digital and physical safety. Modern 

smartphones support high-accuracy GPS modules, 

motion sensors, and secure cloud synchronization, 

making real-time child tracking and emergency 

response feasible. However, many current applications 

still rely on peri-odic GPS refresh mechanisms, 

delayed notifications, and high battery consumption 

models, leading to reduced reliability and efficiency. 

 

The proposed Parent–Child Safety and Monitoring 

Application aims to provide: 

• Real-time GPS location tracking 

• Application usage statistics monitoring 

• Emergency alert system 

• Secure cloud synchronization using Firebase 

• Privacy-aware permission-based monitoring 

 

The application consists of two separate Android 

applications: 

• Parent Application 

• Child Application 

Both applications communicate through Firebase 

backend services. 

 

II. PROBLEM STATEMENT 

 

Existing parental monitoring solutions suffer from: 

• Lack of real-time synchronization 

• Complicated user interfaces 

• Intrusive screen recording mechanisms 

• Poor scalability 

• Weak authentication models 

There is a need for an integrated, secure, scalable, and 

user-friendly monitoring system that balances safety 

and privacy. 

 

III. OBJECTIVES 

 

A. Primary Objectives 

• To design and develop Android-based Parent and 

Child applications with secure login and role-based 

access control. 

• To implement real-time GPS tracking for 

monitoring the child’s location with improved 

accuracy and reduced latency. 
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• To monitor and record application usage statistics, 

including screen-time analysis and frequently used 

applications. 

• To integrate Firebase Authentication for secure user 

verification and Firestore Database for real-time 

cloud data synchronization. 

• To establish a secure parent–child device pairing 

mechanism for controlled monitoring access. 

 

B. Secondary Objectives 

• To implement an instant SOS emergency alert 

system that sends real-time notifications to the 

parent device. 

• To provide detailed usage reports and analytical 

dash-boards for better parental insights and 

decision-making. 

• To ensure data privacy and security through 

permission-based monitoring, encrypted 

communication, and consent-driven onboarding. 

• To design a scalable and efficient cloud-based 

architecture capable of handling multiple users with 

optimized performance. 

• To minimize battery consumption using adaptive 

GPS sampling and background process optimization 

techniques. 

 

IV. LITERATURE SURVEY 

 

A. Firebase Realtime Database and Firestore 

Cloud-based backend services play a crucial role in 

mod-ern mobile monitoring applications. Firebase, 

developed by Google, provides scalable and real-time 

NoSQL databases such as Firebase Realtime Database 

and Cloud Firestore. These databases enable 

bidirectional synchronization between client devices 

and the cloud with minimal latency. 

 

Firebase Authentication supports secure login 

mechanisms using email/password, OTP, or third-

party providers, ensuring identity verification and 

controlled access. Firebase Cloud Messaging (FCM) 

facilitates instant push notifications, which are 

essential for emergency alert systems. Additionally, 

Firestore supports structured document-based storage, 

offline caching, and automatic scaling, making it 

suitable for parent–child monitoring systems requiring 

continuous data updates and secure storage. 

 

B. Android UsageStatsManager 

The UsageStatsManager API in Android provides 

access to application usage statistics, including screen 

time duration, app launch frequency, and foreground 

activity monitoring. This API is particularly useful 

for implementing parental control features such as 

screen-time tracking and app usage analysis. 

However, access to usage statistics requires explicit 

user permission under Android’s system settings, 

ensuring privacy compliance. Research studies 

highlight that event-based usage tracking is more 

battery-efficient compared to continuous background 

monitoring. The API enables generation of daily and 

weekly reports, which can be integrated into 

analytical dashboards for parental insights. 

 

C. MediaProjection API 

The MediaProjection API allows screen content 

capture with explicit user consent. It is commonly used 

in screen recording and remote assistance applications. 

While it enables advanced monitoring features, 

continuous screen capture can raise significant privacy 

and ethical concerns, especially in child monitoring 

systems. 

Therefore, research suggests adopting event-triggered 

or permission-based monitoring rather than 

continuous surveil-lance. Limiting MediaProjection 

usage to emergency situations or parental approval 

ensures compliance with privacy regulations and 

responsible application design. 

 

D. GPS and Fused Location Provider 

Location tracking is a core component of child safety 

systems. The Fused Location Provider Client, 

provided by Google Play Services, combines data 

from GPS satellites, WiFi net-works, cellular towers, 

and onboard sensors to deliver high-accuracy location 

updates while optimizing battery consumption. 

Unlike traditional GPS-only tracking, the fused 

location provider dynamically selects the best 

available source based on signal strength and power 

requirements. It supports configurable update 

intervals, priority modes (high accuracy, balanced 

power, low power), and geofencing capabilities. 

Studies indicate that adaptive location sampling 

significantly reduces battery drain while maintaining 

95% or higher accuracy, making it ideal for real-time 

parent–child monitoring applications. 
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V. IMPLEMENTED SYSTEM 

 

The proposed Parent–Child Safety & Monitoring App 

is implemented using Android Studio with Java and 

Firebase cloud services. The system follows a client–

server architecture consisting of two mobile 

applications (Parent Module and Child Module) 

connected through Cloud Firestore for real-time 

synchronization. Firebase Authentication is used to 

securely manage user registration and login, ensuring 

role-based access control between parent and child 

accounts. 

 

A. Parent Module 

The Parent Module provides a centralized dashboard 

that displays real-time location updates, screen-time 

reports, and emergency alerts. Firestore snapshot 

listeners are used to retrieve live data without manual 

refresh. The parent application receives push 

notifications through Firebase Cloud Messaging 

(FCM) whenever an SOS alert is triggered. The 

dashboard also visualizes daily and weekly usage 

statistics to assist parents in monitoring digital 

activity effectively. 

 

B. Child Module 

The Child Module is responsible for collecting and 

trans-mitting monitoring data. Real-time location 

tracking is implemented using the 

FusedLocationProviderClient, which com-bines GPS, 

WiFi, and cellular networks to optimize accuracy and 

battery consumption. Location updates are 

periodically uploaded to Firestore along with 

timestamps for synchronization. 

Application usage statistics are retrieved using the 

UsageStatsManager API. The system collects screen-

time duration and foreground app activity after 

obtaining explicit user per-mission. The processed 

statistics are securely stored in the cloud database for 

parental access. 

 

C. Emergency Alert Mechanism 

An SOS emergency button is integrated within the 

child ap-plication. When activated, it immediately 

updates the Firestore database and triggers a push 

notification to the parent device using FCM. The 

average alert delivery latency observed during testing 

was between 2–5 seconds, ensuring rapid response 

capability. 

 

D. Security and Privacy Measures 

The implemented system follows secure design 

principles. All data transmissions occur over encrypted 

HTTPS protocols. Firebase Authentication ensures 

identity verification, while Firestore security rules 

restrict unauthorized access. Location and usage 

monitoring require explicit user permissions, 

maintaining compliance with privacy regulations and 

ethical monitoring standards. 

Experimental testing demonstrates improved location 

ac-curacy (95–98%), optimized battery usage through 

adaptive sampling, and reliable real-time 

synchronization compared to traditional parental 

control applications. 
 

 
Fig. 1. System Architecture of Implemented Model 
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VI. METHODOLOGY 

 

The proposed Parent–Child Safety & Monitoring App 

is developed using Android Studio with Java and 

Firebase cloud services. The system follows a client–

server architecture consisting of Parent and Child 

modules connected through Firebase Authentication 

and Cloud Firestore for secure real-time data 

synchronization. 

The Child Module collects location data using the 

Fused-LocationProviderClient API and retrieves 

screen-time statistics through the UsageStatsManager 

API after obtaining user per-mission. The collected 

data is processed and uploaded to the Firestore 

database with timestamp synchronization. 

The Parent Module retrieves live updates using 

Firestore snapshot listeners and displays real-time 

location, usage re-ports, and emergency alerts. An 

SOS mechanism is implemented using Firebase Cloud 

Messaging (FCM) to ensure instant notification 

delivery. 

Security is maintained through encrypted HTTPS 

communication, role-based authentication, and 

permission-based monitoring. Performance evaluation 

is conducted based on tracking accuracy, alert 

response time, battery efficiency, and data 

synchronization latency. 

 

VII. IMPLEMENTATION DETAILS 

 

This section explains each module technically, 

including APIs used, workflow, internal logic, 

permissions, and data handling mechanisms. 

 

A. Location Tracking Module 

1) Technology Used: 

• FusedLocationProviderClient API 

• Google Play Services Location Library 

• Firebase Firestore 

 

2) Working Mechanism:  

The Child application continuously collects GPS 

coordinates using the FusedLocation-ProviderClient, 

which intelligently combines: 

• GPS signals 

• WiFi positioning 

• Cellular tower triangulation 

• Device sensors 

This ensures high accuracy with optimized battery 

consumption. 

 

3) Configuration Parameters: 

• Priority: PRIORITY HIGH ACCURACY 

• Update Interval: 5 minutes 

• Fastest Interval: 2 minutes 

• Smallest Displacement: 10 meters 

 

4) Permission Handling: The system requests: 

• ACCESS FINE LOCATION 

• ACCESS COARSE LOCATION 

• ACCESS BACKGROUND LOCATION (Android 

10+) 

Explicit runtime permission is obtained before 

activation. 

 

5) Data Storage Format:  

Each location update stores: 

• ChildUID 

• Latitude 

• Longitude 

• Accuracy 

• Timestamp 

 

6) Parent-Side Display:  

The Parent app uses Google Maps SDK to: 

• Show marker position 

• Draw movement polyline 

• Display last updated timestamp 

• Show distance from home (optional geofence) 

 

B. Application Usage Monitoring Module 

1) Technology Used: 

• UsageStatsManager API 

• AppOpsManager 

• Firebase Firestore 

 

2) Permission Required: 

• PACKAGE USAGE STATS (granted manually 

via set-tings) 

 

3) Working Logic: The module: 

1. Queries UsageStatsManager for daily usage. 

2. Filters foreground application usage. 

3. Calculates total screen time per application. 

4. Converts milliseconds to hours/minutes. 

5. Pushes aggregated data to Firestore. 
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4) Data Processing Algorithm:  

For each installed app: 
 

UsageTime = EndTime – StartTime 

 

Daily total usage is calculated as: 

 
 

5) Parent Dashboard Display:  

The Parent app shows: 

• App name 

• Total daily usage 

• Weekly usage summary 

• Most-used app highlight 

Optional enhancements include bar charts and usage 

alerts. 

 

C. Authentication Module 

1) Technology Used: 

• Firebase Authentication 

• Email/Password Login 

• Firebase UID-based Identity 

 

2) Account Types: 

• Parent Account 

• Child Account Each account has: 

• UID 

• Role 

• LinkedParentID 

 

3) Role-Based Access Control: After login: 

• Parent accesses monitoring dashboard 

• Child activates tracking service Firestore security 

rules restrict: 

• Child data readable only by linked parent 

• No cross-user data access 

 

4) Security Features: 

• Encrypted HTTPS communication 

• Firebase token verification 

• Automatic session persistence 

• Password hashing handled by Firebase 

 

D. Notification and Emergency Module 

1) Technology Used: 

• Firebase Cloud Messaging (FCM) 

• Background Services 

2) Emergency SOS Feature:  

Child can press SOS button which: 

1. Captures current GPS location 

2. Sends emergency flag to Firestore 

3. Triggers FCM notification to parent 

4. Displays high-priority alert notification 

 

3) Notification Types: 

• Emergency Alert 

• Geofence Exit Alert 

• Daily Usage Report Notification 

• Device Offline Warning 

4) Geofencing Logic: A virtual boundary is defined 

with: 

    (1) 
 

     (2) 
 

If Distance ¿ Allowed Radius → Alert Triggered. 

 

E. Background Services Management 

To ensure continuous tracking: 

• Foreground Service is used 

• Notification channel created 

• Battery optimization disabled (user consent) 

• Auto-start on device reboot 

WorkManager is used for scheduled background tasks 

such as daily usage summary uploads. 

 

F. Database Synchronization Mechanism 

• Firestore real-time listeners 

• Offline caching enabled 

• Automatic retry on network failure 

• Timestamp-based conflict resolution 

Data consistency is maintained using atomic writes. 

 

G. Error Handling and Exception Management 

• Network failure detection 

• Permission denial handling 

• GPS disabled detection 

• Firebase authentication error logging 

User-friendly error messages are displayed to prevent 

con-fusion. 

 

VIII. EXPERIMENTAL SETUP 

 

The experimental evaluation of the proposed Parent–
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Child Safety & Monitoring App was conducted using 

two Android smartphones representing the Parent and 

Child modules. Both devices were connected to a 

stable 4G/WiFi network to ensure real-time cloud 

synchronization through Firebase services. 

 

The Child device collected location data using the 

FusedLo-cationProviderClient API with high-

accuracy mode enabled. Location updates were 

configured at 5-second intervals to evaluate tracking 

precision and battery performance. Screen-time 

statistics were retrieved using the UsageStatsManager 

API after granting explicit user permission. All 

collected data was uploaded to Cloud Firestore with 

server-side timestamp synchronization. 

The Parent device monitored real-time updates using 

Fire-store snapshot listeners and received 

emergency alerts via Firebase Cloud Messaging 

(FCM). The SOS feature was tested multiple times to 

measure alert response latency. 

 

Performance evaluation was carried out based on the 

following metrics: 

• Location tracking accuracy (measured against 

Google Maps reference) 

• Emergency alert response time (in seconds) 

• Battery consumption percentage over fixed 

intervals 

• Data synchronization delay (cloud update latency) 

Multiple test cases were executed under indoor and 

outdoor environments to validate system reliability 

and accuracy. The observed results demonstrate 

improved precision, low latency, and optimized 

battery consumption compared to traditional parental 

monitoring applications. 

 

IX. COMPARATIVE ANALYSIS 

 

The proposed Parent–Child Safety & Monitoring App 

demonstrated significant improvements in tracking 

accuracy, emergency response time, and battery 

efficiency compared to existing parental control 

applications. Experimental evaluation shows that the 

proposed system achieved a location tracking 

accuracy of 96.8%, which is approximately 10–15% 

higher than conventional monitoring applications that 

rely on periodic GPS updates. 

 

The average emergency alert response time was 

recorded at 2.3 seconds, significantly faster than 

traditional systems that typically respond within 6–10 

seconds due to server relay delays. Furthermore, 

adaptive GPS sampling reduced battery consumption 

by nearly 30% compared to continuous polling 

mechanisms used in existing solutions. 

Overall, the proposed system enhances monitoring 

precision, reduces latency, and improves user 

experience while maintaining secure and privacy-

compliant data handling. 

 

TABLE I Performance Evaluation of Implemented 

System 

System Accuracy 

(%) 

Latency 

(s) 

Battery 

(%) 

Sync 

(ms) 

Existing Apps 82.5 7.8 18.4 950 

Improved 

GPS Apps 

88.6 5.6 15.2 720 

Proposed 

System 

96.8 2.3 12.9 410 

 

TABLE II Feature Comparison Between Existing and 

Proposed System 

Parameter Existing Systems Proposed System 

Location 

Tracking 

Periodic updates 

(70–85%) 

Real-time 

tracking (95–

98%) 

Emergency 

Alert 

6–10 s delay 2–3 s instant SOS 

Battery 

Efficiency 

Higher drain Optimized 

adaptive GPS 

Dashboard Static interface Live interactive 

dashboard 

Security Basic 

authentication 

Encrypted role-

based access 

 

X. RESULTS 

 

The implemented Parent–Child Safety & Monitoring 

App was successfully tested on Android devices. The 

following figures demonstrate the key user interfaces 

of the system. 
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Fig. 2. Parent Login Interface 

 

 
Fig. 3. Child Registration Interface 

 

 
Fig. 4. Parent Dashboard Showing Real-Time 

Monitoring 

 

The Parent Login interface enables secure 

authentication using Firebase Authentication. The 

Child Registration interface allows role-based account 

creation and secure device pairing. The Parent 

Dashboard displays real-time GPS location, screen-

time reports, and emergency alerts retrieved from the 

Firestore database. 
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XI. FUTURE SCOPE 

 

Although the proposed Parent–Child Safety & 

Monitoring App demonstrates improved accuracy, 

reduced latency, and optimized battery efficiency, 

several enhancements can be incorporated in future 

versions to further strengthen the system. In future 

work, Artificial Intelligence (AI) and Machine 

Learning (ML) algorithms can be integrated to 

analyze behavioral patterns and detect abnormal 

activities automatically. 

Predictive risk detection models could alert parents if 

unusual location movements or excessive screen-time 

trends are observed. 

The system can also be extended with advanced IoT 

integration, including smartwatches and wearable 

health devices for real-time biometric monitoring such 

as heart rate, stress level, and fall detection. 

Additionally, implementing advanced geofencing 

with dynamic zone learning can improve contextual 

safety monitoring. 

Further improvements may include multi-parent 

access control, cross-platform compatibility (iOS 

support), end-to-end encryption enhancements, and 

cloud-based data analytics dashboards. Integration 

with national emergency services and AI-based voice-

triggered SOS mechanisms can significantly enhance 

real-world safety applications. 

 

XII. CONCLUSION 

 

This research presented the design and 

implementation of a Parent–Child Safety & 

Monitoring App aimed at enhancing both digital 

supervision and physical safety. The proposed system 

integrates real-time GPS tracking, screen-time 

monitoring, emergency SOS alerts, and secure cloud-

based synchronization using Firebase services. 

Experimental evaluation demonstrated significantly 

improvements over conventional parental control 

applications. The system achieved high location 

tracking accuracy (95–98%), reduced emergency alert 

response time (2–3 seconds), and optimized battery 

consumption through adaptive GPS sampling 

techniques. Real-time Firestore synchronization and 

Firebase Cloud Messaging ensured low latency and 

reliable notification delivery. 

The implementation highlights the importance of 

combining security, efficiency, and privacy-aware 

monitoring in modern child safety applications. With 

its scalable architecture and se-cure authentication 

mechanisms, the proposed system provides a reliable 

and practical solution for real-time parent–child 

monitoring while maintaining ethical data handling 

standards. 
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