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Abstract—This project, “Drone Surveillance with 

Integrated Face Recognition System” aims to develop an 

intelligent aerial monitoring platform capable of 

detecting and recognizing human faces in real time. The 

system combines UAV technology with computer vision 

and deep learning techniques to enhance public safety 

and situational awareness. The drone captures live video 

footage through an onboard high-definition camera. The 

project focuses on achieving accurate detection, low 

latency, and efficient processing within the limited 

computational capacity of the drone. Performance is 

measured in terms of detection accuracy, recognition 

rate, processing time, and reliability under different 

environmental conditions. 

 

Index Terms—Drone, Face Recognition, AI, Image 

Processing, Real-Time Monitoring, Security System. 

 

I. INTRODUCTION 

 

The Drone Surveillance with Integrated Face 

Recognition System is an advanced security solution 

that combines Unmanned Aerial Vehicles (UAVs) 

with artificial intelligence-based facial recognition 

technology to provide real-time monitoring and 

identification of individuals. The system utilizes a 

camera-equipped drone to capture live video footage, 

while integrated face recognition algorithms analyze 

facial features and compare them with a stored 

database to identify authorized or suspicious persons. 

This technology reduces the need for continuous 

manual surveillance and enhances security by 

enabling faster detection, tracking, and response to 

potential threats. With the rapid growth of increasing 

crime rates, and the need for enhanced public safety, 

traditional surveillance systems such as fixed CCTV 

cameras face limitations including restricted coverage, 

blind spots, and high manpower requirements. These 

challenges have created a demand for intelligent, 

mobile, and automated surveillance solutions capable 

of monitoring large or inaccessible areas efficiently. 

Drone-based surveillance offers greater flexibility, 

wider coverage, and real-time data collection, making 

it a highly effective tool for modern security 

applications. This project focuses on the design, 

working principle, hardware and software 

components, implementation, advantages, challenges, 

and future scope of the Drone Surveillance with 

Integrated Face Recognition System. The objective is 

to develop a smart surveillance platform capable of 

real-time facial detection, recognition, and monitoring 

while improving operational efficiency and reducing 

human intervention. By integrating drone technology 

with artificial intelligence and computer vision, the 

proposed system aims to strengthen security, support 

law enforcement, and contribute to the development of 

safer and smarter cities. 

 

II. LITERATURE REVIEW 

 

Drone surveillance integrated with face recognition 

technology has emerged as a promising solution for 

intelligent security and public safety. By combining 

unmanned aerial vehicles (UAVs), computer vision, 

and artificial intelligence (AI), these systems provide 

real-time monitoring, facial detection, and 

identification over large areas. Recent research has 

focused on improving the accuracy, speed, and 

reliability of face recognition algorithms while 

enhancing drone stability and autonomous navigation. 

Several studies have demonstrated the effectiveness of 

deep learning-based face recognition models such as 
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Convolutional Neural Networks (CNNs), FaceNet, 

and YOLO for detecting and recognizing faces in live 

video streams captured by drone. These models offer 

high recognition accuracy even in dynamic 

environments, making them suitable for applications 

such as border security, crowd monitoring, and 

criminal identification. 

Researchers have also explored the integration of 

drones with Internet of Things (IoT) and cloud 

computing technologies to enable real-time data 

transmission, remote monitoring, and centralized 

database management. These systems allow security 

personnel to receive instant alerts whenever a 

recognized or unauthorized individual is detected, 

improving response time and operational efficiency. 

Despite significant advancements, several challenges 

remain in implementing drone-based face recognition 

systems. Factors such as varying lighting conditions, 

occlusions, facial pose variations, weather conditions, 

limited drone battery life, and privacy concerns can 

affect system performance. Current research focuses 

on optimizing AI algorithms, improving energy 

efficiency, enhancing real-time processing, and 

ensuring secure data handling to overcome these 

limitations. Recent developments in edge computing 

and embedded AI devices have further enhanced the 

capability of drone surveillance systems by enabling 

onboard facial recognition without relying entirely on 

cloud services. These advancements indicate that AI-

powered drone surveillance systems have strong 

potential to become an essential component of future 

smart city security and public safety infrastructures. 

 

III. PROPOSED SYSTEM 

 

The proposed Drone Surveillance with Integrated Face 

Recognition System combines drone technology, 

artificial intelligence, computer vision, and wireless 

communication to provide real-time surveillance and 

automatic face recognition. The system is capable of 

monitoring large areas, detecting human faces, 

recognizing authorized or suspicious individuals, and 

sending alerts to the control station. The major 

hardware and software components used in the 

proposed system are described below. 

A. Hardware Components 

The system consists of a drone equipped with a high-

resolution camera, a processing unit, communication 

modules, and AI-based face recognition software. The 

major components are as follows: Key hardware 

elements are described below. 

 

1. Drone Platform 

o what: A quadcopter drone used for aerial 

surveillance. 

o Key engineering notes: The drone should provide 

stable flight, GPS navigation, obstacle avoidance, 

and sufficient load capacity to carry the camera and 

processing unit.  

o The drone should include an automatic (RTH) 

feature that safely returns it to the launch point 

when the battery is low or communication is lost.  

 

2.  Camera Module 

o What: HD or Full HD camera mounted on the 

drone. 

o Key challenges: The camera should capture clear 

images under different lighting conditions while 

minimizing motion blur during drone movement. 

High frame rates improve face detection accuracy. 

o  A stabilization system helps maintain image 

stability and improves the quality of captured 

video during flight. 

 

3. AI-based software detecting and recognizing faces 

o What: AI-based software for detecting and 

recognizing faces 

o Notes: Face detection algorithms such as Haar 

Cascade or YOLO identify human faces, while 

deep learning models such as Face Net or CNN 

compare detected faces with a stored database for 

identification. 

o The software can generate real-time alerts and log 

recognized faces with timestamps. 

 

4. GPS and Wireless Communication 

o What: GPS module and Wi-Fi/4G communication 

system. 

o Techniques: GPS provides accurate drone 

positioning and navigation, while wireless 

communication transmits live video and 

recognition results to the monitoring station for 

real-time surveillance. 

 

5. Processing Unit 

o What: Raspberry Pi, Jetson Nano, or onboard 

embedded computer. 
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6. Techniques: Processes live video streams, 

executes face recognition algorithms, stores 

captured images, and generates alerts.Software and 

Monitoring System 

o What: Betaflight software, AI software, OpenCV, 

Python programming, and monitoring dashboard.  

o Relevant Methods: Real-time face detection, facial 

recognition, live video streaming, alert generation, 

database management, and surveillance recording. 

Machine learning models improve recognition 

accuracy and system performance. 

 

B. Flow Diagram: 

The illustrates the working process of the Drone 

Surveillance with Integrated Face Recognition 

System. The system starts by launching the drone, 

which captures live video using an onboard camera. 

OpenCV is used to detect human faces in the video 

frames, and the detected faces are compared with a 

stored face database for recognition. If the face 

matches a known person, the system displays the 

person's information. If the face is unknown, it stores 

the captured image and sends an alert to the 

monitoring station. This process enables efficient real-

time surveillance and automatic identification of 

individuals.  

 
Figure 1. Flow Diagram 

 

IV. METHODOLOGY 

 

The methodology for the proposed Drone Surveillance 

with Integrated Face Recognition System involves the 

design, implementation, and evaluation of an 

intelligent aerial surveillance platform using drone 

technology and artificial intelligence. Initially, the 

security requirements are analyzed to identify the 

limitations of traditional surveillance systems such as 

fixed CCTV cameras and manual monitoring. Based 

on these requirements, the system architecture is 

designed consisting of a drone, HD camera, GPS 

module, onboard processor, wireless communication 

module, face recognition software, and a centralized 

monitoring station. 

The drone performs autonomous or manual 

surveillance by capturing real-time video of the 

surrounding environment. The onboard camera 

continuously records live footage, which is processed 

using computer vision techniques. Human faces 

detected in the video frames are extracted and 

compared with a pre-trained facial database using deep 

learning-based face recognition algorithms. 

When a recognized or suspicious individual is 

identified, the system immediately generates an alert 

and transmits the person's identity, captured image, 

timestamp, and GPS location to the monitoring station 

through wireless communication. The surveillance 

data are stored for future analysis and security 

investigations. 

To evaluate the performance of the proposed system, 

parameters such as face recognition accuracy, 

detection speed, surveillance coverage, 

communication reliability, processing time, and power 

consumption are analyzed. Comparative analysis is 

performed between the proposed drone-based 

surveillance system and conventional fixed 

surveillance systems. 

The results obtained from the evaluation are used to 

assess the efficiency, reliability, and practicality of the 

proposed system for smart city security, border 

surveillance, public event monitoring, disaster 

management, and law enforcement applications. The 

methodology provides a structured approach for 

developing an intelligent, automated, and AI-enabled 

surveillance system capable of enhancing public 

safety and reducing manual monitoring efforts. 

 

V. RESULTS AND DISCUSSION 

 

The proposed Drone Surveillance with Integrated Face 

Recognition System was successfully designed and 

implemented to perform real-time aerial surveillance 

and automatic face recognition. During testing, the 
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drone effectively captured live video while flying over 

the surveillance area, and the onboard camera 

provided clear images for face detection. Using 

OpenCV and a trained face recognition model, the 

system accurately detected human faces and compared 

them with the stored database. Known individuals 

were identified successfully, while unknown persons 

triggered an alert and their images were stored for 

future reference. 

The results demonstrate that the system provides faster 

and more efficient surveillance than conventional 

monitoring methods. The integration of drone 

technology with artificial intelligence enables 

continuous monitoring of large areas with minimal 

human intervention. The system achieved high face 

detection and recognition accuracy under good 

lighting conditions, although performance slightly 

decreased in low-light environments or when faces 

were partially covered. The proposed system proved 

to be reliable, cost-effective, and suitable for 

applications such as public security, border 

surveillance, smart city monitoring, disaster 

management, and law enforcement. Future 

improvements may include enhanced low-light 

imaging, longer drone flight time, and more advanced 

deep learning algorithms to further improve 

recognition accuracy and overall system performance. 

 

 
Fig.1. Drone Model Diagram 

 

Drone Surveillance with Face Recognition System 

used for real-time monitoring and identification. A 

quadcopter drone equipped with a 4K UHD camera 

flies over a public area and continuously captures 

high-quality video of people on the ground. The 

onboard camera detects and tracks multiple faces 

simultaneously. 

The captured images are processed using a face 

recognition algorithm, which compares each detected 

face with a stored database. If a match is found, the 

system displays the person's name, ID, and matching 

percentage. Individuals with normal records are 

marked as "Cleared," while suspicious or wanted 

persons are highlighted as "Watch List" for immediate 

attention. 

The system also provides GPS location, live video 

streaming, real-time tracking, battery status, flight 

time, storage information, and connection status, 

allowing security personnel to monitor the drone 

efficiently. This technology can be used in public 

event security, border surveillance, smart city 

monitoring, disaster management, and law 

enforcement to improve safety and enable quick 

identification of individuals. 

 

 
Fig.2. Face Recognition System 

 

VI. CONCLUSION 

 

The "Drone Surveillance with Integrated Face 

Recognition System" was successfully designed and 

implemented to demonstrate an intelligent, automated, 

and efficient aerial surveillance platform using drone 

technology and artificial intelligence. The system 

effectively integrated a quadcopter drone, HD camera, 

onboard processing unit, GPS module, wireless 

communication, and AI-based face recognition into a 

single smart security solution. The prototype 

successfully captured real-time video, detected human 

faces, recognized individuals from a stored database, 

and transmitted alerts to the monitoring station with 

minimal human intervention. 

The results showed that the system achieved high face 

detection and recognition accuracy under normal 
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lighting conditions while providing real-time 

surveillance over a wider area compared to 

conventional fixed CCTV systems. The integrated 

GPS module enabled location tracking, and the 

wireless communication module allowed live video 

streaming and instant alert notifications. The system 

significantly reduced manual monitoring efforts and 

improved response time for security personnel. The 

project demonstrated that integrating drone 

technology, embedded systems, computer vision, 

artificial intelligence, and wireless communication can 

greatly enhance modern surveillance and security 

applications. The developed prototype provides a 

practical foundation for future smart city surveillance 

systems and highlights the potential of AI-enabled 

drone surveillance in improving public safety, border 

monitoring, disaster management, traffic surveillance, 

and law enforcement operations. 

 

REFERENCES 

 

[1] H. Meddeb, Z. Abdellaoui, and F. Houaidi, 

“Development of Surveillance Robot Based on 

Face Recognition Using Raspberry Pi and 

IoT,” Microprocessors and Microsystems, vol. 

96, Art. no. 104728, 2022. 

[2] Cornett III, J. Brogan, N. Barber, et al., 

“Expanding Accurate Person Recognition to 

New Altitudes and Ranges: The BRIAR 

Dataset,” arXiv preprint arXiv:2211.01917, 

2022. 

[3] K. Nguyen, F. Liu, C. Fookes, S. Sridharan, X. 

Liu, and A. Ross, “Person Recognition in 

Aerial Surveillance: A Decade Survey,” arXiv 

preprint, 2025. 

[4] P. Visu, A. Mohan, and T. H. R. Esther, 

“Optimized Loss-Attentional Physics Informed 

Neural Network Based Face Detection and 

Recognition on Drones,” Knowledge-Based 

Systems, vol. 339, Art. no. 115512, 2026. 

[5] W. N. Singh, D. Sharma, A. Dutta, and T. Roy, 

“Drone Based Face Recognition System Using 

MTCNN and FaceNet in ArduPilot Software 

Platform,” Computación y Sistemas, vol. 30, 

no. 1, 2026. 

[6] Rahman, N. Singh, I. Bano, D. Katiyar, and G. 

Goyel, “AI Enabled Drone for Real Time 

Criminal Identification and Alerting,” Shodh 

Patra International Journal of Science and 

Humanities, vol. 3, no. 5, 2026. 

 


