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Abstract—Distributed Denial of Service (DDoS) attacks
are among the most critical threats to modern computer
networks, causing service disruption and significant
performance degradation. Traditional intrusion
detection systems often struggle to identify sophisticated
and evolving attack patterns. Machine Learning (ML)
techniques provide intelligent and data-driven
approaches for detecting malicious network activities.
This paper presents a Machine Learning-Based
Intrusion Detection System (IDS) for DDoS attack
classification using the UNSW-NB15 dataset. Three
machine learning algorithms, namely Decision Tree,
Random Forest, and XG Boost, were implemented and
evaluated. The dataset was preprocessed through
categorical feature encoding and stratified train-test
splitting. Model performance was assessed using
Accuracy, Precision, Recall, F1-Score, Confusion
Matrix, Receiver Operating Characteristic (ROC)
Curve, Area Under the Curve (AUC), and 5-Fold Cross
Validation. Experimental results show that the Random
Forest classifier achieved the best overall performance
with an accuracy of 95.13%, F1-score of 96.46%, AUC
score of 0.990, and a cross-validation accuracy of
95.20%. XG Boost achieved the highest recall of
98.22%, indicating strong attack detection capability.
The findings demonstrate that machine learning-based
intrusion detection systems can effectively distinguish
malicious traffic from legitimate network traffic and
provide a reliable solution for DDoS attack
classification.

Index Terms—DDoS Attack, Intrusion Detection,
Machine Learning, Network Security, Random Forest,
UNSW-NBI15, XG Boost.

[. INTRODUCTION

The increasing dependence on internet-based services
has significantly expanded the attack surface of
modern computer networks. Among various cyber
threats, Distributed Denial of Service (DDoS) attacks
are considered one of the most severe and disruptive
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forms of cyber attacks. In a DDoS attack, multiple
compromised devices simultaneously generate a large
volume of malicious traffic toward a target server or
network, resulting in service degradation, resource
exhaustion, or complete service unavailability for
legitimate users.

Traditional Intrusion Detection Systems (IDS)
primarily rely on signature-based and rule-based
detection mechanisms. Although these approaches
are effective against known attack patterns, they often
fail to detect novel and evolving threats. With the
rapid growth of network traffic and increasingly
sophisticated attack techniques, intelligent and
adaptive detection mechanisms have become
essential.

Machine Learning (ML) techniques have emerged as
promising solutions for intrusion detection because
they can learn complex patterns from historical
network traffic data and automatically classify
normal and malicious activities. By leveraging
supervised learning algorithms, intrusion detection
systems can achieve higher detection accuracy and
improved adaptability compared to traditional
approaches.

Working of DDoS Attack

A DDoS attack generally follows a sequence in
which an attacker gains control of multiple
compromised devices, commonly known as a botnet,
and instructs them to send massive amounts of
malicious traffic toward a target server. The
overwhelming traffic consumes network bandwidth
and system resources, preventing legitimate users
from accessing the targeted service.
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Figure 1: Basic DDoS Attack Flow Diagram

This research focuses on developing a Machine
Learning-Based Intrusion Detection System (IDS) for
DDoS attack classification using the UNSW-NB15
dataset. Three machine learning algorithms, namely
Decision Tree, Random Forest, and XG Boost, are
implemented and evaluated using standard
performance metrics such as Accuracy, Precision,
Recall, F1-Score, Confusion Matrix, ROC Curve, and
AUC Score. The objective is to identify the most
effective model for accurate and reliable DDoS attack
detection.

II. LITERATURE REVIEW
Several researchers have explored machine learning

approaches for DDoS attack detection and intrusion
detection systems.
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Recent work by Tymoshchuk et al. (2024) further
demonstrated the effectiveness of machine learning
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methods for detecting and classifying DDoS flooding
attacks.

The literature confirms that machine learning
algorithms significantly improve intrusion detection
performance. However, comparative analysis of
Decision Tree, Random Forest, and XG Boost on the
UNSW-NBI15 dataset remains valuable for
identifying the most suitable classifier.

III. PROBLEM STATEMENT

The major problems addressed in this research are as

follows:

1. Traditional Intrusion Detection Systems (IDS)
rely mainly on signature-based and rule-based
detection techniques, which are effective only for
known attack patterns.

2. Existing IDS solutions often fail to detect new
and evolving Distributed Denial of Service
(DDoS) attacks accurately.

3. Conventional IDS generate a high number of
false alarms, reducing their reliability in real-
world network environments.

4. The rapid growth in network traffic and
increasing attack complexity make it difficult to
distinguish legitimate traffic from malicious
traffic.

5. There is a need for an intelligent and automated
intrusion detection system that can efficiently
analyze large-scale network traffic and
accurately classify DDoS attacks using machine
learning techniques.

6. Although several studies have applied machine
learning for intrusion detection, a comparative
evaluation of Decision Tree, Random Forest, and
XG Boost using the UNSW-NBI15 dataset with
comprehensive performance metrics is still
required.

7. This research aims to address these challenges by
identifying the most effective machine learning
classifier for accurate and reliable DDoS attack
detection.

IV. OBJECTIVES

The main objectives of this research are as follows:

1JIRT 206672

1. To study the concepts of Intrusion Detection
Systems (IDS) and Distributed Denial of Service
(DDoS) attacks in network security.

2. To preprocess and analyze the UNSW-NBI15
dataset for effective machine learning-based
attack classification.

3. To develop and implement machine learning
models using Decision Tree, Random Forest, and
XG Boost algorithms.

4. To evaluate the performance of the implemented
models using standard metrics such as Accuracy,
Precision, Recall, F1-Score, Confusion Matrix,
ROC Curve, AUC, and Cross Validation.

5. To compare the performance of different
machine learning algorithms and identify the
most effective model for DDoS attack detection
and classification.

6. To analyze the importance of network traffic
features contributing to attack detection.

V. PROPOSED METHODOLOGY

The proposed methodology consists of the following
stages:

@
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'
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J
{ ‘- Train-Test Split l

v

. v :
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v
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Figure 2: Methodology Flow Diagram
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5.1 Dataset Collection

The UNSW-NBI15 dataset was selected for
experimentation because it contains realistic network
traffic records and multiple attack categories. The
dataset includes both normal and malicious traffic
samples and is widely used in intrusion detection
research.

According to Output :

e Attack (1)=119,341

e Normal (0) = 56,000

Class Records
Normal (0) 56,000
Attack (1) 119,341
Total 175,341

Table 1: Dataset Label Distribution

5.2 Data Preprocessing

The following preprocessing steps were performed:
e Loading dataset using Pandas.

Encoding categorical attributes:
proto
service

o O O

state

Removing non-predictive target columns from
feature space.

e  Splitting dataset into training and testing subsets.
The UNSW-NBI15 dataset contains 175,341 network
traffic records consisting of both normal and attack
traffic. After preprocessing, 34 input features were
used for model training and evaluation, along with
one target label. For binary classification, the label
attribute was used as the target variable, where 0
represents normal traffic and 1 represents attack
traffic.

5.3 Train-Test Split

The dataset was divided into training and testing
subsets using a 70:30 ratio with stratified sampling to
preserve the class distribution across both sets. The
training set contained 122,738 records, while the
testing set contained 52,603 records. Stratified
sampling ensured that both the training and testing
datasets maintained a similar proportion of normal
and attack instances, thereby reducing sampling bias.
This split provided sufficient data for model training
while reserving an independent test set for reliable
performance evaluation and generalization of the
machine learning models.
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5.4 Machine Learning Models

Decision Tree

Decision Tree is a supervised machine learning
algorithm used for classification tasks. It creates a
hierarchical tree structure by splitting the dataset
based on feature values and decision rules. The
model classifies network traffic by traversing
decision nodes from the root to leaf nodes, making it
suitable for intrusion detection applications due to its
simplicity and interpretability.

Random Forest

Random Forest is an ensemble learning algorithm
that combines multiple decision trees to improve
classification performance. Each tree is trained on a
random subset of the data, and the final prediction is
obtained through majority voting. This approach
reduces over fitting, improves generalization
capability, and provides robust performance for
DDoS attack detection.

XG Boost

XG Boost (Extreme Gradient Boosting) is an
advanced boosting algorithm that constructs decision
trees sequentially, where each new tree corrects the
errors of previous trees. It incorporates gradient
optimization, regularization, and efficient
computation techniques to achieve high prediction
accuracy. Due to its strong learning capability, XG
Boost is widely used in intrusion detection and cyber
security applications.

5.5 Evaluation Metrics

The performance of the proposed intrusion detection
system was evaluated wusing several standard
classification metrics.

Accuracy:

Accuracy measures the overall proportion of
correctly classified instances among all observations.
It indicates the general effectiveness of the

classification model.
TP+TN

Accuracy= ————
TP+TN+FP+FN

Precision:

Precision measures the proportion of correctly
identified attack instances among all instances
predicted as attacks.

Precision=
TP+FP

Recall:
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Recall, also known as sensitivity, measures the
proportion of actual attack instances that were
correctly detected by the model.

TP
Recall= ——
TP+FN

F1-Score:
F1-Score is the harmonic mean of Precision and
Recall, providing a balanced measure of

classification performance.
2+Precision*Recall
Fl= &/ ————

Confusion Matrix:

A Confusion Matrix provides a detailed summary of

classification results by presenting True Positives

(TP), True Negatives (TN), False Positives (FP), and

False Negatives (FN).

e TP (True Positive): Attack traffic correctly
classified as attack.

Precision+Recall

e TN (True Negative): Normal traffic correctly
classified as normal.

e FP (False Positive): Normal traffic incorrectly
classified as attack.

e FN (False Negative): Attack traffic incorrectly
classified as normal.

Classification Report:

The Classification Report summarizes Precision,

Recall, F1-Score, and support values for each class,

providing a comprehensive performance evaluation.

ROC Curve (Receiver Operating Characteristic

Curve):

The ROC Curve illustrates the relationship between

the True Positive Rate (TPR) and False Positive Rate

(FPR) at different classification thresholds.

AUC Score (Area Under the Curve):

The AUC score measures the overall ability of a

model to distinguish between attack and normal

traffic. A higher AUC value indicates better

classification performance.

5.6 Feature Importance Analysis

Feature importance analysis was conducted using the
Random Forest classifier to determine the
contribution of individual network traffic features
toward DDoS attack classification. The most
influential features were identified based on their
importance scores.

5.7 Cross Validation

A 5-Fold Cross Validation technique was applied to
evaluate the stability and generalization capability of
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the best-performing model. The dataset was divided
into five folds, and the model was trained and tested
iteratively on different partitions.

Feature importance analysis was conducted using the
Random Forest classifier to determine the
contribution of individual network traffic features
toward DDoS attack classification. The most
influential features were identified based on their
importance scores.

VI EXPERIMENTAL RESULTS AND
DISCUSSION

6.1 Model Performance Comparison

Algorithm Accuracy Precision Recall Si(l);e

(%) (%) (%) (%)

Decision 94.06 95.58 95.70 95.64
Tree

Random 95.13 9546 97.47 96.46
Forest

XGBoost 94.58 94.08 98.22 96.10

Table 2: Model Performance Comparison

Algorithm Accuracy Comparison
0.9406 0.9513 0.9458

Accuracy
o
=

[
=

0.2

0.0

T T T
Decision Tree Random Forest XGBoost

Figure 3. Accuracy Comparison of Decision Tree,
Random Forest, and XG Boost Models

Discussion

The experimental results indicate that all three
machine learning  algorithms achieved high
classification performance on the UNSW-NBI5
dataset. Random Forest achieved the highest
accuracy (95.13%) and Fl-score (96.46%),
demonstrating the most balanced classification
performance. XG Boost achieved the highest recall
(98.22%) and the lowest false negative count,
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indicating superior capability in detecting DDoS
attacks. Therefore, Random Forest is considered the
best overall model, while XG Boost is particularly
effective for attack detection scenarios where
minimizing missed attacks is critical.

6.2 Confusion Matrix Analysis

Decision Tree

[[15215 1585]

[1538 34265]]

Decision Tree Confusion Matrix

30000

04 15215 1585
25000

20000

True label

15000
14 1538 10000

r 5000

0 1
Predicted label

Figure 4. Decision Tree Confusion Matrix

Random Forest
[[15141 1659]
[ 905 34898]]

Random Forest Confusion Matrix

30000

04 15141 1659
25000

20000

True label

15000

r 10000

I 5000

Predicted label
Figure 5. Random Forest Tree Confusion Matrix
XG Boost
[[14587 2213]
[ 638 35165]]
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XGBoost Confusion Matrix

35000

30000

04 14587 2213

25000
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r 15000

r 10000

5000
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Figure 6. XGBoost Confusion Matrix

The XG Boost model produced the lowest number of
false negatives (638), indicating superior attack
detection capability. Since false negatives represent
undetected attacks, minimizing them is important for
intrusion  detection systems. Random Forest
maintained a better balance between false positives
and false negatives, resulting in the highest overall
classification performance.

6.3 ROC Curve and AUC Analysis

Algorithm AUC Score
Decision Tree 0.939
Random Forest 0.990

XGBoost 0.990

Table 3: AUC Scores of Machine Learning Models

(

ROC Curve Comparison

True Positive Rate

0.2

—— Decision Tree (AUC=0.939)
, Random Forest (AUC=0.990)
0.04 —— XGBoost (AUC=0.920)

T T T T T T
0.0 0.2 04 06 0.8 1.0
False Positive Rate

Figure 7. ROC Curve Comparison of Decision Tree,
Random Forest, and XG Boost
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Random Forest and XG Boost achieved near-perfect
AUC values, indicating excellent capability in
distinguishing malicious traffic from normal traffic.
Their ROC curves remained close to the upper-left
corner, representing high true positive rates and low
false positive rates.

6.4 Feature Importance Analysis
Feature importance was extracted using the Random
Forest classifier.

Table 4: Top 10 Important Features

Feature Importance
dload 0.102865
synack 0.083800
rate 0.075995
ackdat 0.071376
sload 0.071133
dmean 0.066284
dur 0.055314
teprtt 0.049673
sbytes 0.043666
sinpkt 0.042297

Top 10 Important Features

0.06

0.02

doad  smack e ackdat sload dmean  dur  bprit  shytes  snpkt

Figure 8. Top 10 Important Features Identified by the
Random Forest Classifier

The feature dload was identified as the most
influential feature, indicating that destination traffic
load plays a significant role in DDoS attack
detection.
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6.5 Cross Validation Analysis
Table 5: Fold Cross Validation Results

Metric Value
Mean Accuracy 95.20%
Standard Deviation 0.0011

To evaluate model stability and generalization
capability, 5-fold cross-validation was performed on
the Random Forest classifier. The model achieved a
mean accuracy of 95.20% with a standard deviation
of 0.0011, indicating consistent and reliable
performance across different data partitions.

6.6 Best Model Selection

Based on the experimental results, Random Forest
was identified as the best-performing model. It
achieved the highest accuracy (95.13%), highest F1-
score (96.46%), and an AUC score of 0.990.
Furthermore, the cross-validation accuracy of 95.20%
demonstrates  the  model's robustness and
generalization capability. Therefore, Random Forest
was selected as the final model for DDoS attack
classification.

VII. CONCLUSION

This research presented a Machine Learning-Based
Intrusion Detection System (IDS) for DDoS attack
classification using the UNSW-NB15 dataset. The
proposed system employed three machine learning
algorithms, namely Decision Tree, Random Forest,
and XG Boost, to distinguish malicious network
traffic from normal traffic. The dataset was
preprocessed through categorical feature encoding
and stratified train-test splitting before model training
and evaluation.

Experimental results demonstrated that all three
models achieved high -classification performance.
Among them, the Random Forest classifier achieved
the best overall results with an accuracy of 95.13%,
an Fl-score of 96.46%, and an AUC score of 0.990.
The XG Boost model achieved the highest recall
value of 98.22%, indicating strong attack detection
capability with the lowest number of false negatives.
Feature importance analysis revealed that attributes
such as dload, synack, rate, and ackdat play a
significant role in DDoS attack detection.
Furthermore, 5-Fold Cross Validation produced a
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mean accuracy of 95.20%, confirming the stability
and reliability of the proposed approach.

Based on the obtained results, Random Forest was
identified as the most suitable classifier for the
proposed intrusion detection system due to its
balanced performance, high accuracy, and strong
generalization capability. The study demonstrates that
machine learning techniques can effectively enhance
network security by providing accurate and efficient
DDoS attack classification.

VIII. FUTURE WORK

Future enhancements of this research may include:

l. In future we implement Deep Learning
techniques such as CNN, LSTM, and Hybrid
Neural Networks for improved attack detection.

2. We will evaluate of the proposed system on
recent cyber security datasets such as
CICIDS2017 and CIC-DD0S2019 to validate its
performance and generalization capability.

3. We will develop a real-time intrusion detection
framework for live network traffic monitoring.

4. We will investigate advanced feature selection
and optimization techniques to further improve
detection accuracy and reduce computational
complexity.

5. Extension of the system to multi-class attack
classification for identifying different categories
of network attacks.
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