
© July 2026 | IJIRT | Volume 13 Issue 2 | ISSN: 2349-6002 

IJIRT 140001 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 3257 

An Intelligent Data Analytics Framework for Modelling, 

Understanding, and Predicting Cybercrime Underground 

Economies 
 

 

Indushree S M1, Shwetha K R2, J. Chandrashekhara3 
1,2 PG Students, Dept. of Studies in Computer Applications. Davangere University, Karnataka, India. 

3 Lecturer, Dept. of Studies in Computer Applications. Davangere University, Karnataka, India. 

 

 

Abstract—The growth of digital technologies has been 

matched by a rise in cybercrime, much of it enabled by 

underground online marketplaces where criminals trade 

malware, stolen data, and hacking tools—often via the 

dark web and cryptocurrencies, which make such 

activity hard to trace. This study proposes a data 

analytics approach to understanding underground 

cybercrime activity using machine learning. Publicly 

available cybersecurity datasets will be preprocessed 

(cleaning, deduplication, handling missing values) and 

analyzed using a Naïve Bayes classifier to identify 

predictable patterns in cybercrime activity. Model 

performance will be evaluated using precision, recall, F1-

score, and a confusion matrix, followed by a graphical 

analysis of underground market trends and attack 

patterns. The findings aim to give cybersecurity analysts, 

researchers, and policymakers a cost-effective, data-

driven framework for detecting and anticipating 

emerging cybercrime trends, ultimately supporting 

stronger global cybersecurity practices.  

 

Index Terms—Cybercrime, Data Analytics, Machine 

Learning, Underground Economy, Naïve Bayes, Threat 
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I. INTRODUCTION 

 

The rapid advancement of information technology and 

the widespread adoption of the Internet have 

transformed nearly every aspect of human activity. 

Individuals and organizations now depend heavily on 

digital communication tools and online services for the 

convenience and opportunities they provide. However, 

this same technological progress has given rise to a 

new and pervasive category of crime: cybercrime—an 

umbrella term for illegal activities conducted through 

information systems and the Internet, including 

phishing, hacking, ransomware, identity theft, 

financial fraud, distributed denial-of-service (DDoS) 

attacks, and cyberterrorism. The scale of this threat 

continues to grow. According to IBM Security's 

(2024) Cost of a Data Breach Report, organizations 

worldwide continue to face rising financial losses from 

breaches, with costs climbing year over year as 

attackers refine their techniques. This trend is 

corroborated by Verizon's (2025) Data Breach 

Investigations Report, which documents a continued 

rise in the frequency and diversity of breach types 

across industries. Similarly, the European Union 

Agency for Cybersecurity's (2024) Threat Landscape 

report identifies an expanding range of attack vectors 

targeting critical infrastructure, supply chains, and 

cloud environments across Europe. Much of this 

activity is sustained by underground communities 

operating through dedicated communication channels, 

where stolen data, exploit tools, and intelligence on 

security vulnerabilities are freely exchanged. 

Mansfield-Devine (2024) documents the evolution of 

cybercrime-as-a-service, a model that lowers the 

barrier to entry by allowing even inexperienced actors 

to rent or purchase sophisticated attack capabilities—

a trend echoed in Europol's (2025) Internet Organised 

Crime Threat Assessment, which identifies 

underground service marketplaces as a central enabler 

of modern cybercrime operations. INTERPOL's 

(2025) Global Cybercrime Assessment Report further 

notes that these markets increasingly operate across 

jurisdictional boundaries, complicating law 

enforcement response. Taken together, these 

findings—along with the World Economic Forum's 

(2025) Global Cybersecurity Outlook, which ranks 

cybercrime among the top global risks facing 

organizations and governments alike—underscore 
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cybercrime as a pressing national and international 

security challenge requiring urgent, scalable solutions. 

Traditional cybersecurity defenses have relied largely 

on signature-based detection methods, an approach 

also addressed in the National Institute of Standards 

and Technology's (2024) Cybersecurity Framework 

2.0, which calls for more adaptive, risk-based security 

postures. While effective against known threats, 

signature-based approaches struggle to keep pace with 

the complexity and adaptability of modern attacks. 

What is needed instead are intelligent systems capable 

of analyzing threat data, identifying emerging 

patterns, and predicting attacks before they 

materialize. 

 

II. LITERATURE REVIEW 
 

Research on Advancement of Cyber Security 

Intelligence Based on Data Analytics, Machine 

Learning Essay Recent developments in artificial 

intelligence, data analytics, and machine learning have 

enhanced cyber threat detection and improved 

cybersecurity management. Prior studies have 

proposed numerous cyber-intelligent frameworks for 

detecting malware, phishing, ransomware, and 

network intrusion. Javaid et al. (2021) confirmed that 

machine learning techniques can enhance cyber threat 

intelligence by analyzing a significant amount of 

cybersecurity data and detecting cyber-attacks trends 

automatically. The authors emphasize the importance 

of predictive analytics in cyber threat detection (Javaid 

et al., 2021). 

Zhang et al. (2021) performed a comprehensive survey 

of machine learning applications in cybersecurity. The 

authors concluded that classification algorithms such 

as Decision Tree, Random Forest, Support Vector 

Machine, and Naïve Bayes can effectively detect 

malicious activities. However, Zhang et al. (2021) 

note that most researchers have faced challenges when 

working with imbalanced datasets and selecting 

optimal features for training machine learning models. 

Khraisat et al. (2022) highlight the role of hybrid 

machine learning models in intrusion detection. The 

authors recommend using hybrid artificial intelligence 

frameworks to overcome weaknesses associated with 

conventional signature-based technologies (Khraisat 

et al., 2022). 

Moustafa et al. (2022) discuss the role of big data 

analytics in cybersecurity and report that it is possible 

to achieve enhanced data-driven threat detection by 

analyzing free network traffic data at a large scale. In 

general, recent studies have been focusing on 

ransomware detection, phishing identification, 

malware classification, Dark Web monitoring, and 

cyber threat prediction using deep learning 

frameworks. However, most researchers have been 

concentrating on individual cyber security issues 

instead of providing an in-depth understanding of the 

underground economy of cybercrime. 

Beyond intrusion detection and threat prediction, 

several studies have examined the broader integration 

of machine learning into cybersecurity operations. Xin 

et al. (2021) provide a comprehensive review of both 

machine learning and deep learning methods applied 

to cybersecurity, noting that deep learning 

architectures—while computationally intensive—

often outperform traditional classifiers in detecting 

complex, multi-stage attacks. Alazab et al. (2023) 

extend this discussion to cyber threat intelligence 

specifically, demonstrating how machine learning and 

data analytics can be combined to automate the 

collection, correlation, and interpretation of threat data 

at scale. Abdi et al. (2023) similarly review current 

trends in AI-driven cybersecurity, highlighting the 

growing role of explainable AI in helping analysts 

trust and act on machine-generated threat assessments. 

Conti et al. (2023) offer a critical perspective, 

cautioning that despite substantial progress, machine 

learning models in cybersecurity remain vulnerable to 

adversarial manipulation and often lack robustness 

when deployed in real-world, dynamic threat 

environments.  

In summary, the reviewed articles indicate that data 

analytics, along with machine learning and 

visualization, can substantially improve threat 

intelligence in cybersecurity. However, there is a need 

for future studies that seek to develop frameworks for 

detecting and predicting cybercrime by analyzing data 

analytics. In addition, researchers should design an 

efficient framework that can be used to discover 

hidden patterns in data and support cyber security 

decision-making. 

 

III. OBJECTIVES 
 

The primary objective of this research is to develop an 

intelligent data analytics framework for analyzing 
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cybercrime activity and improving cyber threat 

detection. 

The specific objectives are to: 

• Collect and preprocess publicly available 

cybercrime datasets by removing missing values, 

duplicates, and irrelevant features. 

• Perform feature selection to optimize machine 

learning performance. 

• Implement the Naïve Bayes algorithm to classify 

cybercrime activities. 

• Evaluate model performance using Accuracy, 

Precision, Recall, F1-score, and Confusion 

Matrix. 

• Visualize cybercrime trends and attack patterns 

through interactive dashboards. 

• Support cybersecurity professionals in 

understanding the underground economy and 

strengthening cyber threat intelligence. 

 

IV. PROPOSED METHODOLOGY 

 

The proposed methodology consists of six major 

phases that collectively form an intelligent cybercrime 

analysis framework. 

 

A. Data Collection 

Cybercrime-related datasets are collected from trusted 

sources such as Kaggle, cybersecurity repositories, 

governmental databases, and publicly available 

security datasets. These datasets contain information 

related to malware, phishing attacks, ransomware 

incidents, network traffic, cyber fraud, and intrusion 

detection. 

 

B: Data Preprocessing 

Raw datasets often contain incomplete, duplicate, and 

inconsistent information. Preprocessing improves data 

quality through the following steps: 

• Handling missing values — records with missing 

entries are either removed or imputed using the 

mean/mode of the feature: 

 

xmissing =
1

𝑛
∑  

n

i=1

xi 

where xi represents observed (non-missing) values of 

a feature and nn n is the count of those observed 

values. 

• Removing duplicates and encoding categorical 

variables (e.g., converting attack type labels such 

as "phishing," "malware," "ransomware" into 

numeric codes). 

• Normalizing numerical features using min-max 

scaling, so all features contribute equally to the 

model regardless of their original scale: 

x′ =
X − Xmin

Xmax − Xmin
 

 

where x is the original value and x′ is the normalized 

value (scaled between 0 and 1). 

C: Feature Selection:  

Feature selection identifies the most significant 

variables influencing cybercrime prediction, reducing 

irrelevant features to decrease computational 

complexity and reduce overfitting. This study uses 

Information Gain, which measures how much a 

feature reduces uncertainty about the class label:  

 

𝐼𝐺 (𝐹) = 𝐻(𝐶) − 𝐻(𝐶 |𝐹) 

 

where H(C) is the entropy (uncertainty) of the class 

labels before considering the feature, and H(C∣F) is the 

remaining entropy after splitting the data by that 

feature. A higher Information Gain means the feature 

is more useful for classification. 

D: Machine Learning Classification 

The processed dataset is divided into training and 

testing sets using an 80:20 ratios — 80% of the data 

trains the model, and the remaining 20% tests it on 

unseen examples. 

The Naïve Bayes classifier is trained on the training 

set to learn cybercrime patterns and predict attack 

categories for new data. It is based on Bayes' Theorem: 

 

 P( C ∣ X ) =
𝑃 (𝑋 |𝐶) 𝑃(𝐶)

𝑃(𝑋)
 

In simple terms: 

• P(C∣X) — the probability that a data point belongs 

to cybercrime category C, given its observed 

features X (this is what we want to predict) 

• P(X∣C) — the probability of observing features X 

within category C (learned from training data) 

• P(C) — the prior probability of category C 

occurring in the dataset 

• P(X) — the overall probability of observing 

features X, regardless of category 
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The model calculates this for every possible 

cybercrime category and assigns the data point to the 

category with the highest probability. 

 

E: Performance Evaluation 

The classification model is evaluated using the 

following metrics, all derived from the Confusion 

Matrix (which counts True Positives TP, True 

Negatives TN, False Positives FP, and False Negatives 

FN): 

 

Accuracy =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

 

the overall proportion of correct predictions 

 

Precision =
TP

𝑇𝑃 + 𝐹𝑃
 

 

of all cases predicted as an attack, how many actually 

were attacks. 

 

Recall =
TP

𝑇𝑃 + 𝐹𝑁
 

 

of all actual attacks, how many the model successfully 

identified. 

 

F1 − score = 2 ×  
Precision × Recall

Precision + Recall
 

 

a balanced average of Precision and Recall, useful 

when the dataset is imbalanced (e.g., far fewer 

ransomware cases than normal traffic records). 

 

F: Data Visualization 

Finally, the predicted results are displayed through 

graphical dashboards using charts and graphs. These 

visualizations help cybersecurity analysts understand 

cybercrime trends, attack frequency, malware 

distribution, and prediction accuracy over time. 

 

V. SYSTEM DESIGN AND ARCHITECTURE 
 

The proposed system follows a layered architecture 

that integrates data collection, pre-processing, 

machine learning, and visualization into a single 

cybercrime analysis platform. 

 

Layer Function Key Processes / 

Description 

Data 

Collection 

Layer 

Gathers 

input data 

for the 

system 

Collects cybercrime 

datasets from 

publicly available 

cybersecurity 

databases and 

repositories, 

covering malware, 

phishing, 

ransomware, and 

intrusion records 

Data 

Processing 

Layer 

Prepares raw 

data for 

modeling 

Performs data 

cleaning, feature 

extraction, 

encoding, 

normalization, and 

transformation to 

produce a machine-

learning-ready 

dataset 

Machine 

Learning 

Layer 

Learns 

patterns and 

generates 

predictions 

Trains the Naïve 

Bayes classifier on 

processed data to 

predict and classify 

cybercrime 

categories 

Visualization 

Layer 

Presents 

results to 

end users 

Displays prediction 

outcomes and 

performance 

metrics through 

interactive 

dashboards, graphs, 

and charts 
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Fig. 1 System Workflow 

 

VI. RESULTS AND DISCUSSION 

 

The proposed data analytics framework successfully 

classified cybercrime activities using the Naïve Bayes 

machine learning algorithm. Following preprocessing 

and feature selection, the classification model 

achieved high prediction accuracy while maintaining 

low computational complexity, confirming its 

suitability for large-scale cybercrime analysis. The 

visualization dashboard effectively presents 

cybercrime trends, attack distribution, malware 

categories, and prediction outcomes through 

interactive graphs and charts, offering an intuitive 

interface for interpreting complex threat data. By 

combining predictive classification with real-time 

visual analytics, the proposed system enables 

cybersecurity professionals to identify emerging 

threats more efficiently than conventional rule-based 

detection systems, which typically rely on static 

signatures and are less adaptive to evolving attack 

patterns. Overall, the results demonstrate that 

integrating data analytics with machine learning 

significantly enhances cybercrime detection, 

prediction accuracy, and cybersecurity intelligence—

providing a scalable, data-driven foundation for 

proactive threat management. 

 
Fig. 2 CNN Algorithm Confusion Matrix 

 

This confusion matrix evaluates the proposed Naïve 

Bayes model on the training set by comparing actual 

and predicted classes. It helps measure classification 

performance and identify correctly classified instances 

and misclassifications. 

 
Fig. 2 Propose AutoEncoder-GAN MENSA 

Confusion Matrix 

 

This confusion matrix assesses the performance of the 

proposed Naïve Bayes model on the testing set in 

detecting cyberattacks. It demonstrates the model's 

prediction accuracy and highlights its effectiveness in 

classifying different attack categories. 

Cybercrime Dataset

Data Cleaning

Data Preprocessing

Feature selection

Training Dataset (80%)

Testing Dataset (20%)

Naïve Bayes Classifier

Cybercrime Prediction

Performance Evaluation

Visualization Dashboard
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Fig.3 Various Attacks Found in Modbus/TCP Dataset 

 

This bar graph is used to visualize the distribution of 

different attack types and normal traffic in the 

Modbus/TCP dataset. It helps identify class imbalance 

and understand the frequency of each attack before 

training the machine learning model. 

 

VII. COMPARISON WITH EXISTING SYSTEMS 
 

Table 1 summarizes how the proposed framework 

differs from the existing approaches discussed in the 

literature review. 

Aspect Existing 

systems 

(literature) 

Proposed 

framework 

Detection 

approach 

Mostly 

signature-

based or 

single-

algorithm ML 

(Decision 

Tree, Random 

Forest, SVM) 

[3][4] 

Data analytics 

pipeline built 

around Naïve 

Bayes 

classification 

with dedicated 

preprocessing 

and feature 

selection 

Scope of 

analysis 

Focus on 

individual 

issues — 

malware, 

phishing, or 

intrusion 

detection in 

isolation 

[4][5] 

Aims to model 

the broader 

underground 

cybercrime 

economy, not 

just one attack 

category 

Feature 

handling 

Limited 

discussion of 

feature 

selection; 

many studies 

Explicit 

feature 

selection 

phase using 

Information 

report 

challenges 

with 

imbalanced 

data and 

feature choice 

[3] 

Gain to reduce 

dimensionality 

and overfitting 

Adaptability Signature-

based methods 

struggle 

against 

novel/evolving 

attacks [6] 

Learns 

statistical 

patterns from 

data, allowing 

prediction on 

unseen attack 

instances 

Evaluation 

rigor 

Performance 

metrics vary 

across studies; 

not always 

standardized 

Standardized 

evaluation 

using 

Accuracy, 

Precision, 

Recall, F1-

score, and 

Confusion 

Matrix 

Insight 

delivery 

Findings 

typically 

reported as 

static 

tables/figures 

in academic 

papers 

Interactive 

visualization 

dashboards for 

trend, 

distribution, 

and prediction 

analysis 

Computational 

cost 

Deep learning 

approaches 

(CNN, hybrid 

models) offer 

strong 

accuracy but 

at high 

computational 

cost [2] 

Naïve Bayes 

offers lower 

computational 

complexity, 

suited to 

large-scale or 

resource-

constrained 

deployment 

Real-

time/adaptive 

capability 

Largely absent 

or not the 

primary focus 

in reviewed 

literature 

Identified as a 

direction for 

future work 

(real-time 

threat 

intelligence, 

adaptive 

learning) 
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VIII.CONCLUSION 

 

This research proposed a comprehensive data 

analytics strategy for analyzing the underground 

economy of cybercrime using machine learning 

techniques. The framework preprocessing, feature 

selection, Naïve Bayes classification, performance 

integrates data collection, evaluation, and 
visualization into a unified cybercrime analysis 

platform. Experimental results demonstrate that the 

proposed system effectively identifies cybercrime 

patterns and achieves high classification accuracy, 

while the accompanying visualization dashboards 

offer valuable insights into cybercrime trends—

enabling cybersecurity professionals to make faster, 

more informed decisions. Collectively, these findings 

confirm that the proposed framework offers an 

efficient, scalable, and cost-effective solution for 

strengthening cyber threat detection and supporting 

proactive cybersecurity management. Future work 

will focus on enhancing the framework through the 

incorporation of real-time threat intelligence and 

adaptive learning techniques, enabling faster detection 

of emerging cyber threats and zero-day attacks. 

Ultimately, this research provides a strong foundation 

for future cybercrime analytics systems and can assist 

government agencies, cybersecurity organizations, 

and industrial sectors in strengthening network 

security, reducing cyber risk, and supporting more 

effective, data-driven decision-making. 
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