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Abstract—The integrity of platform firmware has 

emerged as a critical component of system security, as 

the BIOS or UEFI represents the foundational layer that 

governs the boot process. Compromise at this level 

enables adversaries to establish persistent control, 

bypass operating system protections, and undermine 

trust anchors. This paper examines the role of measured 

boot in detecting tampered BIOS images by leveraging 

the Trusted Platform Module (TPM) and its Platform 

Configuration Registers (PCRs), together with the 

Trusted Computing Group (TCG) event log. We analyze 

how measured boot records can be applied to identify 

unauthorized modifications, including insertion of 

hidden code modules, removal of signature verification 

routines, alteration of bootloader sequences, and 

manipulation of firmware configuration data. A 

conceptual detection framework is proposed that 

combines hash comparison against known-good 

baselines with rule-based evaluation of event log 

sequences, enabling recognition of both direct binary 

changes and structural anomalies. The discussion 

highlights challenges such as distinguishing malicious 

alterations from legitimate vendor updates, managing 

variability across hardware platforms, and minimizing 

false positives. By synthesizing insights from existing 

standards and research, this study demonstrates how 

measured boot can serve as a reliable mechanism for 

BIOS integrity verification, strengthening supply-chain 

assurance and enhancing trust in modern computing 

environments. 

 

Index Terms—BIOS integrity, Bootloader manipulation, 

Firmware image modification, Option ROM injection, 

Platform Configuration Registers (PCRs), Secure Boot, 

Secure Boot bypass, TCG event log, Trusted Platform 

Module (TPM), UEFI firmware 

 

I. INTRODUCTION 

 

The security of a computer system starts with the 

firmware that brings the hardware to life and loads the 

operating system. The BIOS or Unified Extensible 

Firmware Interface (UEFI) performs this job, and its 

integrity is critical for keeping the platform 

trustworthy.[1] If attackers manage to change this 

firmware, they can take control before the operating 

system even starts, bypass protections, and install 

malware that stays hidden and survives reinstallations. 

This makes BIOS/UEFI protection a key requirement 

for secure computing.  

 
Fig. 1. UEFI Secure Boot Key Architecture Showing 

PK, KEK, db, and dbx for Trusted Boot Verification. 

 

Operating system–level detection methods are not 

enough because they cannot fully observe or validate 

firmware behavior. To fill this gap, Fig1. represents 

the Trusted Computing Group (TCG) introduced 

measured boot, where each stage of the boot process 

is hashed and stored in Platform Configuration 

Registers (PCRs) inside the Trusted Platform Module 

(TPM).[2],[12] Event logs are also created, giving a 

verifiable record of the boot sequence. By checking 

these records, defenders can spot changes such as 

disabled verification routines, altered boot orders, or 

hidden modules. Secure Boot works by using a chain 

of trust built into the firmware.[9]. At the top is the 

Platform Key (PK), which acts as the root authority. 
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Only whoever controls this key can change the next 

layer, the Key Exchange Keys (KEK). These KEKs 

then decide which updates are allowed for the 

signature databases. The DB (allowed list) holds 

certificates of trusted bootloaders and drivers, while 

the DBX (blocked list) contains revoked or unsafe 

binaries. In practice, this setup means the system can 

both permit new trusted components and quickly block 

vulnerable ones, keeping the boot process secure. 

 

II. THREAT MODEL 

 

A. Attacker Objectives 

Firmware image modification involves attackers 

rewriting the BIOS/UEFI image stored in SPI flash 

[10]. Fig2. demonstrated this process requires 

firmware flashing tools, reverse engineering expertise, 

and local administrative or physical access, with the 

primary goal of achieving persistence across operating 

system reinstallations and hardware changes. 

Bootloader manipulation refers to tampering with the 

UEFI boot manager or the EFI System Partition to 

hijack the boot sequence [8].  

 

It demands knowledge of bootloader internals and the 

ability to exploit update mechanisms, enabling early 

execution before operating system protections are 

activated. Secure Boot bypass includes disabling or 

patching signature verification routines or injecting 

unauthorized entries into the DB/DBX [3], [4]. This 

approach requires a deep understanding of the Secure 

Boot hierarchy and cryptographic signing processes, 

with the objective of breaking the trust chain and 

executing unsigned EFI binaries. 

 
Fig. 2. Secure Boot Verification Flow Showing the 

Verification Chain from ACM to the OS Loader 

 

Option ROM Injection: Embedding rogue PCIe 

Option ROMs that execute during hardware 

initialization. Needs hardware access and ability to 

craft malicious ROMs. [14] Goal: stealthy execution 

below the OS level. Configuration Tampering: 

Modifying NVRAM variables such as Secure Boot or 

Boot Order. [13] Requires administrative privileges 

and firmware editing tools. Goal: weaken protections 

or redirect trust anchors. 

 

B. Security Assumptions 

Trusted Platform Module (TPM): We assume the 

platform includes a functioning TPM chip that is 

uncompromised and correctly measuring boot 

components. Integrity of Platform Configuration 

Registers (PCRs): PCR values generated during 

measured boot are considered trustworthy. Attackers 

are assumed unable to forge or manipulate these logs. 

Baseline Measurements: Defenders have access to 

known good baseline measurements of firmware and 

boot components, which serve as a reference for 

detecting tampering. Cryptographic Operations: 

Signature verification routines are assumed to function 

correctly unless explicitly bypassed by an attacker. 

Keys used in Secure Boot (DB and DBX) are valid and 

uncompromised at the start. Hardware Integrity: The 

CPU, chipset, and TPM are assumed to be physically 

intact and not subject to invasive hardware attacks. 

The focus remains on firmware/software level threats. 

 

III. PROPOSED FRAMEWORK 

 

The proposed framework builds on existing industry 

mechanisms to strengthen firmware and boot level 

security. It integrates Secure Boot enforcement, TPM 

based Measured Boot, and vendor specific protections 

into a layered defense model. Measured Boot and 

TPM Attestation: Cryptographic measurements of 

each boot component are recorded in TPM PCRs. [12], 

[11] These values can be attested to remote verifiers, 

enabling detection of unauthorized modifications 

against known baselines. Vendor and Commercial 

Solutions: OEMs and hardware vendors provide 

additional protections such as Intel Boot Guard and 

BIOS integrity checks [14], [15], [16]. Commercial 

platforms like Elysium extend visibility into firmware 

and peripheral components, offering monitoring and 

alerting capabilities. Framework Integration: By 

combining Secure Boot validation, TPM based 

measurement, and vendor monitoring tools [21], 

organizations can establish a practical defense 

strategy. This layered approach ensures that tampering 

attempts—whether through BIOS modification, 

DB/DBX manipulation, or Option ROM injection—

are more likely to be detected. 
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IV. LIMITATIONS 

 

Dependence on Vendor Keys: Secure Boot’s strength 

is tied to how well vendors manage PK, KEK, DB, and 

DBX. [13] If these keys are outdated or mishandled, 

attackers can exploit them. Baseline Challenges: 

Measured Boot needs a clean baseline to compare 

against. [10] With so many hardware and firmware 

variations, keeping those baselines accurate and up to 

date is difficult. Detection Blind Spots: Sophisticated 

attackers can make subtle firmware changes that don’t 

trigger obvious PCR deviations [18], slipping past 

detection. Peripheral Firmware Risks: Devices like 

GPUs, NICs, and storage controllers often run their 

own firmware outside the main boot path, leaving 

hidden areas unprotected. Operational Overhead: 

Attestation and monitoring solutions add cost and 

require expertise. [5] Smaller organizations may 

struggle to deploy or maintain them. Supply Chain 

Visibility Limits: These mechanisms protect runtime 

integrity but don’t fully address upstream risks [22], 

such as compromised vendor build systems or 

malicious firmware updates. 

 

V. CASE STUDIES 

 

CVE 2024 7344: In 2024, ESET researcher Martin 

Smolár uncovered CVE 2024 7344 [3][4], a critical 

vulnerability in a Microsoft signed third party UEFI 

application. The issue arose because Microsoft had 

signed recovery tools from vendors that used a custom 

PE loader (reloader.efi) instead of the secure UEFI 

functions LoadImage and StartImage. This design 

flaw allowed attackers to load unsigned binaries from 

a crafted file (cloak.dat) during system startup, 

bypassing Secure Boot entirely. Root Cause: 

Microsoft’s signing of third-party software without 

rigorous validation introduced a trusted but vulnerable 

component into the Secure Boot chain. Impact: 

Systems with the Microsoft UEFI CA 2011 certificate 

enrolled were exposed to bootkits such as BlackLotus 

or Bootkitty, even with Secure Boot enabled. 

Response: ESET reported the issue to CERT/CC in 

July 2024. Vendors patched their products, and 

Microsoft revoked the vulnerable binaries through 

DBX updates in January 2025’s Patch Tuesday. Pre-

Boot DMA Attack: In December 2025, researchers 

Nick Peterson and Mohamed Al Sharifi of Riot Games 

uncovered [6], [7] a set of vulnerabilities in UEFI 

firmware across multiple vendors. These issues were 

assigned several CVE identifiers, including CVE 2025 

11901 and related IDs. The flaws stemmed from 

incorrect initialization of the IOMMU during the pre-

boot phase. Firmware reported that “Pre-Boot DMA 

Protection” was enabled, but in reality, the protection 

was inactive. This allowed malicious PCIe or 

Thunderbolt devices with physical access to perform 

Direct Memory Access (DMA) operations before the 

operating system loaded. Impact: Attackers could 

inject code or read sensitive data directly from 

memory, bypassing Secure Boot checks and enabling 

stealthy bootkits. Response: Vendors including 

ASUS, ASRock, GIGABYTE, and MSI released 

firmware updates to correctly enforce IOMMU 

initialization and block DMA during pre-boot. 

 

VI. CONCLUSION 

 

Firmware and boot level protections such as Secure 

Boot and Measured Boot form a strong foundation 

against many classes of attacks, but they are not 

flawless. Their effectiveness depends on careful key 

management, reliable baselines, and visibility into 

peripheral firmware. To maintain resilience, 

organizations should regularly check for the latest 

UEFI and BIOS updates, apply vendor signed patches 

promptly, and monitor firmware integrity using 

available tools. Strengthening these practices will help 

ensure trust in the boot process and improve supply 

chain security against evolving threats. 
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