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Abstract—L inear algebra supplied cryptography's first
matrix cipher and, decades later, the lattice-based
constructions built to resist quantum attacks. This paper
traces the documented history of the Hill Cipher, from
Lester Hill's 1929 transformation through a sequence of
“secure” modifications permutation-based, circulant-
matrix, eigenvalue-driven, and multi-key chaining
schemes and shows that several of the most confidently
claimed countermeasures were later broken by
cryptanalysis exploiting the same underlying algebraic
reversibility, including a 2025 attack that defeated a 2019
scheme within six years. We argue this pattern is not
incidental: any transformation expressible as a solvable
system of equations over a ring remains vulnerable once
an attacker can reconstruct that system. We contrast this
with Learning with Errors (LWE), which achieves
lasting resistance through a formal reduction to worst-
case lattice problems rather than structural complexity,
and close by examining 2025 findings showing that even
LWE's theoretical hardness estimates outpace concrete,
implementation-level security benchmarking. This paper
assembles that lineage, spanning 1929 to 2025, and shows
that it follows a consistent pattern: countermeasures
built on added linear-algebraic structure tend to be
eventually broken because they remain solvable systems
of equations. We then examine why LWE represents a
genuine departure, and ask whether the same lesson is
being applied proactively to today's post-quantum
standards.

Index Terms—Linear Algebra, Hill Cipher, Known-
Plaintext Attack, Cryptanalysis, Learning with Errors,
Lattice Cryptography, Post-Quantum Security.

I. INTRODUCTION

Cryptographic transformations must be easy to apply
with a key and difficult to reverse without one. Linear
algebra offered an early candidate: once a message is
represented as a vector, a matrix can act on it as a

structured, invertible transformation, with
determinants and modular arithmetic supplying a
clean test for whether a key can be undone. Lester Hill
formalized this in 1929, and the Hill Cipher remains a
standard teaching example because it makes the link
between linear algebra and encryption explicit. That
explicitness is also a liability: because encryption is a
linear map, an attacker holding enough matched
plaintext and ciphertext can reconstruct the key by
solving a linear system the known-plaintext attack
(KPA). Recognizing this weakness did not end
research on matrix ciphers; it began a long line of
proposed fixes, each claiming to preserve matrix
multiplication's efficiency while closing the KPA gap.

I1. LINEAR-ALGEBRAIC FOUNDATIONS

A plaintext message is mapped to numerical values
and divided into fixed-length blocks, so a block of
length n is a column vector P € Z.". A key is a square
matrix K, and encryption is the linear transformation
C =K-P (mod m); decryption applies P = K'-C (mod
m). K™ exists exactly when ged(det(K), m) = 1, in
which case K™ = det(K)'-adj(K) (mod m), where
det(K)™! is computed via the Extended Euclidean
Algorithm. These ideas vector representation, matrix
transformation, modular invertibility, and the adjugate
inverse are the entire machinery the Hill Cipher and
nearly all its descendants build on.

I11. THE HILL CIPHER AND ITS KNOWN-
PLAINTEXT VULNERABILITY

3.1 A Worked Example
Let m =26 and K = [[5, 8], [17, 3]]; det(K) = —121 =
9 (mod 26), and gcd(9, 26) =1, so K is invertible. For
P=1[3,14] 7 (“D, O”):

208741 © IJIRT | www.ijirt.org OCTOBER 2026 631



A MULTIDISCIPLINARY NATIONAL ONLINE CONFERENCE

C=K-P=[127,93] '=/23, 15] "(mod 26)-ciphertext
“x p”

With K =[9, 2], [1, 15]] (mod 26):
P=K"'C=/[237,248] "= [3, 14] T (mod 26)

3.2 The Known-Plaintext Attack

Suppose an adversary intercepts n linearly
independent plaintext-ciphertext pairs and assembles
them into the columns of the matrices X and Y, such
that Y = K-X (mod m). If X is invertible, the key is
recovered directly: K=Y X! (mod m). This requires
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only modular Gaussian elimination and succeeds
regardless of how large or well-chosen K is, because
the vulnerability is structural, not computational a
property of linearity itself. This single fact motivated
nearly a century of proposed modifications, examined
next.

IV. A TIMELINE OF STRUCTURAL
COUNTERMEASURES AND THEIR
CRYPTANALYSIS

Table 1. A partial timeline of Hill Cipher countermeasures and their documented fate.

1929 Hill Cipher (Hill) Static matrix | Immune to | Broken by known-plaintext
transformation over Zm | frequency analysis | attack ~ (linear  system
(ring of integers modulo m) solving)
2000 Saeednia  permutation | Row/column permutation | Fresh  key per | Permutation vector itself
scheme of key matrix per message | message defeats | recoverable by the same
simple KPA linear technique
2009/14 |HCM-EE, HCM- | Dynamic keys via | Very large, | Resists KPA per authors'
EXDKS (Mahmoud & |eigenvalue exponentiation |variable dynamic |own analysis; no
Chefranov) keyspace independent cryptanalysis
found
2012 Circulant-matrix cipher | Key matrix from circulant | Structural Vulnerable to KPA and
(Reddy et al.) prime arrangement regularity chosen-plaintext attack
obscures the key | (EIHabshy, 2019)
2019 Augmented Hill Cipher, | Three keys + semi-block- | ~3066-bit Broken by KPA/CPA in
AHC (ElHabshy) chaining keyspace; “all | polynomial time (Saeed,
kinds of attacks” | Bahig & Nassr, 2025)
resisted
2019 Vector-space /| New key per block; (—1,1) | Avoids static-key | No independent third-party
conference-matrix conference matrices reuse; robust per | cryptanalysis located
ciphers (Kumar et al; authors
Kumari & Mahato)

Two entries show the pattern completing a full cycle
within the published record. Reddy et al.'s (2012)
circulant-matrix key, designed to defeat known-
plaintext recovery, was shown by ElHabshy (2019) to
be vulnerable to both known-plaintext and chosen-
plaintext attacks; ElHabshy's replacement, the
Augmented Hill Cipher (AHC), combined three secret
keys with block chaining and claimed resistance to “all
kinds of attacks” with an effective keyspace near 3066
bits. Six years later, Saeed, Bahig, and Nassr (2025)
broke AHC itself, showing its chaining produces
nonlinear equations solvable in polynomial time. The
eigenvalue-based Hill Cipher Modification Based on
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Eigenvalues (HCM-EE)/Hill Cipher Modification
Based on Eigenvalues Extension with Dynamic Key
Size (HCM-EXDKS) schemes sit apart from this
cycle: no independent third-party cryptanalysis was
located, and their authors report resistance based on
keyspace size rather than a hardness reduction
illustrating the design philosophy, not a confirmed
break.

V. WHY THE PATTERN RECURS

The thread linking the circulant-matrix and AHC
episodes is that added structure more keys, chaining,

632



A MULTIDISCIPLINARY NATIONAL ONLINE CONFERENCE

specially constructed matrices change how much work
an attacker must do, not the fundamental character of
that work. Every scheme in Table 1 remains, at
bottom, a well-posed system of equations over Zpm:
linear in the original cipher and its
permutation/circulant variants, nonlinear but still
algebraically tractable in AHC's chained construction.
The 2025 attack on AHC is a direct descendant of the
same known-plaintext technique that broke Hill's 1929
cipher both proceed by setting up a system relating
known plaintexts to ciphertexts and solving it. A
countermeasure that adds structure without tying key
recovery to a problem believed intractable offers, at
best, a larger workload for the attacker, not an
asymptotic guarantee.

VI. THE LWE DEPARTURE

Learning With Errors, introduced by Regev, modifies
a linear system by injecting a small error vector rather
than adding more linear structure: b= A-s + ¢ (mod q),
where e is drawn from a narrow error distribution.
Without e, recovering s from (A, b) is the same linear-
algebra problem an attacker solves against the Hill
Cipher. With e present, Gaussian elimination fails
outright, because noise does not cancel the way exact
linear relationships do; recovering s instead reduces,
via Regev's worst-case-to-average-case reduction, to
lattice problems such as the Shortest and Closest
Vector Problems, believed hard even for quantum
algorithms a categorically stronger security claim than
anything in Table 1. This is no longer purely
theoretical: a 2025 review found that 68 percent of
surveyed lattice-cryptography studies used LWE-
based constructions such as CRYSTALS-Kyber and
Dilithium, both now codified in the National Institute
of Standards and Technology (NIST's) Federal
Information  Processing Standards (FIPS) 203
standard.

VII. OPEN PROBLEMS (2024-2025)

LWE has a stronger theoretical security foundation
than Hill Cipher countermeasures, but practical
security still needs further testing. A 2025 IEEE S&P
paper found that most LWE security estimates are
theoretical, while existing benchmarks do not fully
cover important NIST-standardized settings such as
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Ring-LWE and Module-LWE. This creates a gap
between theoretical and real-world security testing.
Similarly, Variety-LWE, proposed in 2025, adds
structure to improve efficiency. Although this does not
mean it is insecure, the history of the Hill Cipher
shows that added structure should always be carefully
tested for new weaknesses. The main challenge is to
ensure that LWE's strong theoretical security also
holds against practical attacks.

VIII. DISCUSSION

Together, these sections support a specific claim. The
Hill Cipher literature functions almost like a controlled
experiment, repeated across nearly a century, in which
structural cleverness unaccompanied by a hardness
reduction is broken with some regularity sometimes
within a few years, as with AHC. LWE breaks this
cycle at the level of security proof: its resistance to
Gaussian elimination follows from a worst-case
reduction to lattice problems, not an empirical
observation.

What LWE has not fully closed, per 2025
benchmarking work, is the gap between that
asymptotic guarantee and concrete, implementation-
specific estimates. The lesson from the Hill Cipher's
history, applied forward, is that continuously testing
claimed hardness against real attacks applied
reactively throughout that history is exactly what
current LWE benchmarking is now trying to apply
proactively.

IX. LIMITATIONS AND FUTURE SCOPE

e This review draws on a non-exhaustive sample of
Hill Cipher literature; a systematic review with
formal inclusion criteria would strengthen the
claim that this pattern is general. Two schemes
discussed (vector-space and conference-matrix
variants) have no located independent
cryptanalysis and illustrate a design pattern, not a
confirmed vulnerability.

Future work could apply AHC's nonlinear-
equation-solving attack to remaining unbroken
variants, extend concrete-security benchmarking to
more Ring/Module-LWE parameter sets, and
examine whether Variety-LWE preserves its
predecessors' worst-case hardness guarantees.
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X. CONCLUSION

Linear algebra gave cryptography its first practical
cipher and, via a different route, its leading post-
quantum candidate. Nearly every attempt to secure the
Hill Cipher by adding linear-algebraic structure was
eventually shown vulnerable to a variant of the same
known-plaintext technique that broke the original
cipher, because none changed the underlying
computational problem an attacker had to solve. LWE
succeeds where these attempts did not because it
replaces exact linear structure with a hardness
reduction to worst-case lattice problems a
fundamentally stronger argument now embedded in
National Institute of Standards and Technology
(NIST) -standardized systems. Yet the 2025 finding
that concrete LWE benchmarking still lags theoretical
estimates shows that treating claimed hardness as
something to be continually tested, rather than
assumed, remains as relevant today as it was to every
Hill Cipher variant before it.
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