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Abstract—Fear is a fundamental human emotion that
can influence attention, risk perception and decision-
making. In commercial communication, fear may be
used legitimately to communicate genuine risks, but it
may also be exaggerated, manufactured or combined
with manipulative choice architecture to encourage
purchases, subscriptions or disclosure of personal
information. This conceptual research paper examines
the relationship between fear-based commercial
practices and consumer behaviour through a narrative
review of research on fear appeals, behavioural decision-
making, digital consumer vulnerability, misinformation
and consumer protection. The literature indicates that
fear appeals can influence attitudes, intentions and
behaviour, particularly when the threat is perceived as
credible and the recommended response is seen as
effective. At the same time, behavioural biases,
information asymmetry, artificial urgency, personalised
targeting and dark commercial patterns can increase
consumer vulnerability.

The paper distinguishes legitimate risk communication
from exploitative fear-based communication by
considering factuality, evidence, autonomy,
proportionality and the relevance of the proposed
remedy. A conceptual Fear Exploitation Framework is
proposed, linking wvulnerability, threat perception,
emotional activation, cognitive bias, urgency, reduced
deliberation and commercial action. The study does not
present original survey or experimental data; it is a
literature-based conceptual review. It concludes that fear
itself should not be treated as evidence of unethical
conduct. Rather, consumer-protection concerns arise
when fear is unsupported, disproportionate or
deliberately manipulated in a manner that compromises
informed choice for commercial gain.

Index Terms—Fear Appeal; Consumer Behaviour;
Consumer Exploitation; Behavioural Economics; Dark
Patterns; Misinformation; Consumer Protection; Digital
Marketing
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I. INTRODUCTION

Fear is one of the most basic mechanisms through
which people recognise potential danger and decide
whether to take protective action. In contemporary
markets, however, fear is not confined to situations
involving physical danger. Commercial messages can
activate concerns about health, money, family,
employment, social status, security, failure and the
future. The commercial relevance of fear arises
because a perceived threat can change the way
consumers allocate attention and evaluate alternatives.
Advertising may therefore communicate not only what
a product does, but also what might happen if the
consumer does not purchase it. A message such as
“protect your family”, “avoid losing money”, or “act
before it is too late” may be legitimate when it
communicates a real and substantiated risk. The same
rhetorical structure can become problematic when a
threat is exaggerated, unsupported or deliberately
connected to an unnecessary commercial solution.
Research on fear appeals provides evidence that fear
can influence consumer and public responses.
Tannenbaum et al. [1] conducted a meta-analysis of
127 articles, 248 independent samples and 27,372
participants and reported an overall positive effect of
fear appeals on attitudes, intentions and behaviours.
Witte and Allen [2] similarly found that strong fear
appeals can increase perceived severity and
susceptibility and can be more persuasive than weak
fear appeals.

The research problem is therefore not simply whether
fear works. The more important question is when the
use of fear changes from legitimate risk
communication into manipulation of consumer
vulnerability. This paper addresses that question by

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 1069



© October 2026 | IJIRT | Volume 13 Issue 5 | ISSN: 2349-6002

integrating psychological research with behavioural
consumer science, digital-market research and
consumer-protection frameworks.

Digitalisation makes this issue more important
because advertising can increasingly be personalised.
Consumers may encounter commercial messages
based on their browsing behaviour, search history,
inferred interests or other characteristics. The OECD
has identified digital consumer vulnerability and dark
commercial patterns as important areas of consumer
policy [3,4]. The potential concern is that emotional
pressure can be combined with personalised targeting
and interface design to make commercial choices more
difficult to evaluate independently.

Il. RESEARCH PROBLEM

Consumers often make decisions under conditions of
incomplete information. A seller may know
substantially more about a product, risk or market than
the buyer. This information asymmetry can be
especially significant in sectors where consumers
cannot easily verify technical or professional claims.
Fear may intensify this asymmetry. A consumer who
believes that a serious negative event is imminent may
devote less time to comparing alternatives and more
attention to obtaining an immediate solution. If the
commercial actor controls both the description of the
threat and the proposed remedy, the potential for
exploitation increases.

The problem is particularly relevant where the
consumer is already vulnerable because of uncertainty,
financial pressure, health concerns, social anxiety, or
limited digital literacy. Vulnerability should not be
understood as a permanent characteristic of a
particular group. The OECD notes that digital
environments can make vulnerability situational and
can expose many consumers to behavioural
manipulation [3].

I1l. RESEARCH OBJECTIVES

1. To examine how fear influences consumer attitudes,
intentions and purchasing behaviour.

2.To distinguish legitimate fear appeals from
exploitative fear-based commercial practices.

3.To examine the role of behavioural biases and
information asymmetry in fear-driven decisions.
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4.To analyse how digital targeting and dark
commercial patterns may amplify consumer
vulnerability.

5.To examine the relevance of misinformation to fear-
driven consumer behaviour.

6.To review the Indian consumer-protection
framework relevant to misleading advertising and
manipulative digital practices.

7.To develop a conceptual framework that can guide
future empirical research.

IV. RESEARCH QUESTIONS

RQ1: How does fear influence consumer attitudes,
intentions and purchasing behaviour?

RQ2: Under what conditions can fear-based
commercial communication become exploitative?
RQ3: How do cognitive and behavioural biases
contribute to fear-driven consumer decisions?

RQ4: How can digital targeting increase the ability to
reach consumers during vulnerable decision-making
states?

RQ5: What role do misinformation and information
asymmetry play in fear-based consumer exploitation?
RQ6: Which criteria can help distinguish legitimate
risk communication from manipulative commercial
communication?

V. METHODOLOGY

This paper uses a conceptual, narrative literature-
review methodology. It does not claim to present
original survey, experimental or observational data.
The analysis synthesises peer-reviewed research and
institutional literature concerning fear appeals,
behavioural decision-making, consumer vulnerability,
misinformation, dark commercial patterns and
consumer protection.

Key literature was organised into five thematic areas:
(1) psychological effects of fear appeals; (2)
behavioural mechanisms affecting consumer choice;
(3) digital consumer vulnerability and personalised
advertising; (4) misinformation and risk perception;
and (5) consumer-protection law and regulatory
guidance.

The principal analytical approach is comparative and
thematic. Findings from the literature are used to
identify recurring mechanisms rather than to calculate
a new pooled effect size. This distinction is important
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because the paper is a conceptual synthesis, not a new
statistical meta-analysis.

The paper also deliberately avoids treating the use of
fear as proof of wrongdoing. A fear-based message
can be legitimate when it communicates a genuine risk
accurately and proportionately. The analysis therefore
focuses on the conditions under which fear may
undermine informed consumer choice.

VI. LITERATURE REVIEW

6.1 Fear Appeals and Persuasion

Fear appeals are communications that emphasise a
threat or undesirable consequence in order to
encourage a response. The literature indicates that fear
can be persuasive, but its effects depend on how the
threat and response are presented. Witte and Allen [2]
reported that high-fear messages combined with
efficacy information can produce stronger persuasion
than low-fear messages.

Tannenbaum et al. [1] found a positive overall effect
of fear appeals across attitudes, intentions and
behaviours.

These findings have an important implication for
commercial research: fear can be a behavioural
mechanism rather than merely an emotional side effect
of advertising. Yet effectiveness does not establish
ethical legitimacy. A genuine safety warning and a
fabricated commercial threat may both change
behaviour while differing radically in truthfulness and
consumer welfare.

6.2 Behavioural Consumer Decision-Making
Consumers do not always process information in a
fully deliberative manner. The OECD describes
behavioural mechanisms including loss aversion,
framing, anchoring and limited information
processing as relevant to consumer decisions [5]. Fear
can interact with these mechanisms by increasing the
perceived cost of inaction and reducing the
psychological appeal of waiting or comparing
alternatives.

Loss aversion is particularly relevant. A message that
emphasises what a consumer may lose can be more
emotionally salient than a message describing an
equivalent potential gain.

Fear-based communication may therefore shift the
decision frame from “Should I buy this?” to “Can I
afford not to buy this?”
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6.3 Information Asymmetry

When consumers cannot independently verify a claim,
they may rely heavily on the seller or communicator.
The greater the information asymmetry, the more
important evidence, transparency and independent
verification become. Fear can magnify the effect
because uncertainty itself may be experienced as a
threat.

6.4 Digital Consumer Vulnerability

The OECD's work on consumer vulnerability in the
digital age argues that vulnerability can arise from
circumstances and market practices rather than being
limited to fixed categories of people [3]. Online
advertising and personalisation may enable
commercial actors to tailor messages to behavioural
signals and characteristics  associated  with
vulnerability.

6.5 Dark Commercial Patterns

Dark commercial patterns are interface or choice-
architecture practices that can steer, deceive or
manipulate consumers [4]. Examples include artificial
scarcity, difficult cancellation, preselection, hidden
information and misleading prompts. Fear can make
such mechanisms more influential because an anxious
consumer may be more likely to prioritise immediate
action over comparison.

6.6 Misinformation and Fear

The World Health Organization describes an
infodemic as an overabundance of information,
including false or misleading information, particularly
during health emergencies [6]. WHO has reported that
misinformation can contribute to fear, panic and
harmful health behaviours [7]. In commercial
environments, misleading information may therefore
create demand by first increasing perceived danger
and then offering a paid solution.

VII. LEGITIMATE FEAR APPEAL VERSUS
EXPLOITATIVE FEAR APPEAL

The central conceptual distinction of this paper is
between protective fear communication and
exploitative fear communication.

A legitimate fear appeal generally communicates a
genuine and reasonably substantiated risk, presents the
risk proportionately, and offers a response that is
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relevant to the stated problem. Public-health warnings,
road-safety campaigns and cybersecurity alerts can
use fear without necessarily exploiting consumers
because their primary purpose can be risk reduction
rather than commercial extraction.

An exploitative fear appeal may involve exaggeration,
fabrication, selective disclosure, artificial urgency,
unsupported promises, concealment of material
limitations or a commercially unnecessary remedy.
The defining issue is therefore not the emotional tone
alone but the relationship between evidence, threat,
consumer autonomy and commercial benefit.

A useful conceptual distinction is: legitimate risk
communication = fear + truth + proportionality +
meaningful response; exploitative communication =
fear + unsupported or manipulated threat + pressure +
commercial extraction.

VIII. FEAR AND CONSUMER DECISION-
MAKING

Fear can influence attention by making threatening
information more salient. Once a threat is perceived,
consumers may search for a way to reduce it. If the
seller presents its product as an effective solution, the
emotional sequence can become commercially
relevant. A simplified mechanism is: perceived threat
— emotional activation — urgency — reduced
deliberation — commercial action. This is a
conceptual model, not a claim that every fear appeal
produces impulsive purchasing.

The strength of the response may depend on perceived
credibility and perceived efficacy. If consumers
believe that the threat is real but do not believe that the
recommended action will help, fear may produce
avoidance rather than purchase. Consequently,
commercial fear appeals often work by pairing threat
information with a proposed solution.

The ethical concern becomes stronger when the same
commercial actor controls both sides of the equation:
defining the danger and defining the remedy. In such
situations, independent evidence becomes particularly
important.

IX. DIGITAL TARGETING AND
PERSONALISATION

Digital advertising changes the scale and precision of
commercial persuasion. Instead of presenting one
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message to a broad audience, platforms can deliver
different messages to different users based on
behavioural signals and inferred interests.

The OECD has noted that online advertising may
exploit behavioural biases and vulnerabilities at scale
[8]. This does not mean that all personalised
advertising is manipulative. Personalisation can
improve relevance and reduce information overload.
The concern arises when personalisation is used to
identify moments of vulnerability and apply pressure
rather than provide useful information.

An illustrative chain is: consumer behaviour —
inferred interest or vulnerability — targeted fear
message — urgent call to action — transaction. The
opaquer this process becomes, the more difficult it
may be for consumers to recognise why a particular
message is being shown to them.

X. CONSUMER EXPLOITATION: RISK
CONDITIONS

Fear-based = communication  presents  greater

consumer-protection risk when several conditions

occur together:

1.High emotional vulnerability: the consumer is
already worried or uncertain.

2. Low verifiability: the consumer cannot easily check
the underlying claim.

3.High information asymmetry: the seller possesses
substantially more relevant information.

4. Strong urgency: the consumer is encouraged to act
immediately.

5.Limited alternatives: the communication presents
one solution as necessary or unavoidable.

6. Unsupported claims: the threat or promised benefit
lacks adequate evidence.

7.Personalised targeting: the message is adapted to
inferred vulnerability.

These factors are not independent legal tests. They are

research variables that can help identify situations

deserving  closer empirical and  regulatory

examination.

XI. FEAR EXPLOITATION FRAMEWORK

This paper proposes the following conceptual
framework:

Consumer vulnerability — perceived threat — fear
activation — behavioural bias — urgency — reduced
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information processing — commercial solution —
transaction or data disclosure — consumer outcome.
The outcome may be protective when the underlying
risk is genuine, the information is accurate, the remedy
is proportionate and the consumer retains meaningful
choice. The outcome may be exploitative when the
threat is exaggerated or fabricated and the commercial
solution depends on that distortion.

The framework can be tested experimentally.
Researchers could manipulate threat intensity,
evidence quality, urgency and remedy credibility, and
then measure purchase intention, willingness to share
information and time spent comparing alternatives.

XIl. FEAR TEST: A PROPOSED ANALYTICAL
TOOL

To operationalise the framework, this paper proposes
a five-part FEAR Test:

F — Factuality: Is the underlying threat supported by
credible evidence?

E — Evidence: Are the material commercial claims
substantiated?

A — Autonomy: Can the consumer make a
meaningful decision without artificial pressure?

R — Remedy: Is the product or service relevant and
proportionate to the stated risk?

Although presented as a conceptual tool rather than a
legal test, these questions can guide consumer
education, research design and preliminary assessment
of commercial communication.

XII1. INDIAN CONSUMER-PROTECTION
CONTEXT

India's Consumer Protection Act, 2019 provides a
statutory framework addressing consumer rights,
unfair trade practices and misleading advertisements
[9]. The Central Consumer Protection Authority has
also issued Guidelines for Prevention of Misleading
Advertisements and Endorsements for Misleading
Advertisements, 2022 [10].

Digital choice architecture is also increasingly
relevant. The Department of Consumer Affairs lists
the Guidelines for Prevention and Regulation of Dark
Patterns, 2023 [11]. These developments are relevant
to fear-based commercial practices because
misleading claims and manipulative interfaces may
reinforce one another.
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The existence of a fear-based message does not by
itself establish a legal violation. Assessment of an
individual case depends on the exact representation,
evidence, product or service, consumer context and
applicable law. The research value of the Indian
framework is that it increasingly recognises both
misleading  commercial communication  and
manipulative digital practices as consumer-policy
concerns.

XIV. THEMATIC RESULTS OF THE REVIEW

The literature reviewed supports five broad thematic
findings.

First, fear can influence consumer responses. The
meta-analytic evidence reviewed indicates that fear
appeals can affect attitudes, intentions and behaviour
[1,2].

Second, fear is context-dependent. Threat credibility,
perceived severity, perceived susceptibility and
perceived efficacy can shape the response. Fear should
therefore not be treated as a uniform variable.

Third, behavioural biases can amplify the commercial
effect of fear. Loss aversion, framing and limited
information processing can affect how consumers
evaluate risk and urgency [5].

Fourth, digital environments can increase the scale and
precision of influence. Personalisation and dark
commercial patterns may make it easier to combine
emotional pressure with choice architecture [3,4,8].
Fifth, consumer protection requires attention to both
information content and decision context. A disclosure
can be technically present while the surrounding
design still makes independent evaluation difficult.

XV. DISCUSSION

The evidence does not justify the conclusion that fear-
based marketing is inherently unethical. Fear can be an
appropriate component of risk communication. The
central issue is whether the consumer is being helped
to understand a genuine risk or being induced to
believe a risk primarily because that belief benefits a
seller. This distinction is especially important in
health, finance, insurance, education, security and
other sectors in which consumers may lack the
technical ability to verify claims independently. In
such markets, fear can create an unusually strong
demand for certainty.
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Digital technology introduces an additional layer.
When a consumer's behavioural signals can be
analysed and used to deliver personalised messages,
commercial persuasion may become less visible.

The consumer may know what the advertisement says
but not why that particular message was selected for
them.

Future consumer-protection research should therefore
move beyond a simple question of whether an
advertisement contains fear. It should examine the
entire decision environment: the evidence for the
threat, the design of the message, the availability of
alternatives, the use of urgency, the transparency of
targeting and the proportionality of the proposed
remedy.

XVI. IMPLICATIONS FOR BUSINESSES

Businesses can use risk communication responsibly by
communicating genuine risks, substantiating material
claims, avoiding fabricated threats, disclosing relevant
limitations, avoiding artificial urgency and ensuring
that consumers can evaluate alternatives.

Emotional communication does not need to be
eliminated from commerce. The more sustainable
standard is responsible persuasion: emotionally
understandable  communication  that  remains
consistent with factual accuracy, transparency and
consumer autonomy.

Businesses operating in regulated sectors should also
maintain evidence supporting material claims and
should review digital interfaces for potentially
manipulative choice architecture.

XVII. IMPLICATIONS FOR CONSUMERS

Consumers can create a useful pause between

emotional activation and commercial action by asking

five questions:

1. What exactly am I being asked to fear?

2. What evidence supports the claim?

3. Who benefits financially if [ accept the claim?

4. What alternatives do I have?

5. Would I make the same decision if I had more time
to compare?

These questions do not guarantee a correct decision,

but they can encourage verification and reduce purely

emotional decision-making.
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XVIII. FUTURE EMPIRICAL RESEARCH

The conceptual model can be tested through a cross-
sectional survey or controlled experiment involving
Indian consumers. A possible study could include
500-1,000 participants across age groups and sectors
such as health, finance, insurance, education, beauty,
security and e-commerce.

Potential independent variables include threat
intensity, evidence quality and artificial urgency.
Mediating variables could include perceived risk, trust
and urgency. Moderating variables could include
digital literacy, financial literacy and age. Dependent
variables could include purchase intention,
willingness to disclose personal information and time
spent comparing alternatives.

Possible hypotheses are: H1, higher perceived threat is
associated with greater purchase intention when the
advertised solution is perceived as effective; H2,
consumer trust moderates the relationship between
fear appeal and purchase intention; H3, higher digital
literacy reduces susceptibility to misleading fear-
based messages; and H4, artificial urgency strengthens
the relationship between fear appeal and immediate
purchase intention.

Testing these hypotheses experimentally would help
distinguish correlation from causation and would
provide evidence about which combinations of fear,
evidence, urgency and remedy most strongly affect
consumer decisions.

XIX. LIMITATIONS

This study is a conceptual and literature-based review
and does not contain original consumer-level
observations. The literature also spans different
contexts, including public health, advertising and
digital markets, so findings should not automatically
be generalised across all commercial sectors.

The paper does not provide a new meta-analysis or
claim that the proposed FEAR Test is a legal standard.
Individual commercial practices require case-specific
assessment under applicable law and evidence.

Future research should therefore validate the
conceptual ~ framework  with  primary  data,
experimental designs and sector-specific studies.
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XX. CONCLUSION

Fear is a powerful mechanism of human attention and
decision-making, and existing research shows that fear
appeals can influence attitudes, intentions and
behaviour [1,2]. However, the presence of fear does
not by itself establish manipulation or exploitation.
The central consumer-protection concern arises when
fear is unsupported, exaggerated, disproportionate or
deliberately combined with information asymmetry,
artificial urgency, personalised targeting or
manipulative choice architecture for commercial gain.
The proposed framework places the analytical focus
on the relationship between threat, evidence,
autonomy and remedy. This approach avoids treating
emotional advertising as inherently improper while
still identifying circumstances in which consumer
choice may be compromised.

In the contemporary digital economy, responsible
commercial communication should therefore be
judged not only by whether information is technically
disclosed, but also by whether consumers have a
realistic opportunity to understand, verify and act on
that information without manufactured pressure.
Future empirical research should test the proposed
framework across sectors and consumer populations.
Such research could contribute to more evidence-
based advertising practices, stronger consumer
literacy and more effective consumer-protection

policy.
REFERENCES

[1] M. B. Tannenbaum, J. Hepler, R. S. Zimmerman,
L. Saul, S. Jacobs, K. Wilson, and D. Albarracin,
“Appealing to fear: A meta-analysis of fear appeal
effectiveness and theories,” Psychological
Bulletin, vol. 141, no. 6, pp. 1178—1204, 2015,
doi: 10.1037/a0039729.

[2] K. Witte and M. Allen, “A meta-analysis of fear
appeals: Implications for effective public health
campaigns,” Health Education & Behavior, vol.
27, mno. 5, pp. 591-615, 2000, doi:
10.1177/109019810002700506.

[3] OECD, Consumer Vulnerability in the Digital
Age, OECD Digital Economy Papers, no. 355.
OECD Publishing, 2023.

IJIRT 209144

[4] OECD, Dark Commercial Patterns, OECD
Digital Economy Papers, no. 336. OECD
Publishing, 2022.

[5] OECD, “Consumer behavioural insights,” OECD.
[Online].  Awvailable: OECD Consumer
Behavioural Insights

[6] World Health Organization, “Infodemic,” WHO.
[Online]. Available: WHO Infodemic

[71 World Health Organization Regional Office for
Europe, “Infodemics and misinformation
negatively affect people's health behaviours: New
WHO review finds,” WHO, 2022.

[8] OECD, Delivering Better Policies Through
Behavioural Insights: Online Advertising and
Consumer Vulnerability. OECD Publishing.

[9] Government of India, The Consumer Protection
Act, 2019. India Code, 2019.

[10]Central ~ Consumer  Protection  Authority,
Guidelines  for Prevention of Misleading
Advertisements and Endorsements for Misleading
Advertisements, 2022. Department of Consumer
Affairs, Government of India, 2022.

[11]Central  Consumer  Protection  Authority,
Guidelines for Prevention and Regulation of Dark
Patterns, 2023. Department of Consumer Affairs,
Government of India, 2023.

[12]1OECD, Improving Online Disclosures with
Behavioural Insights, OECD Digital Economy
Papers, no. 269. OECD Publishing, 2018.

[13]World  Health  Organization,  Infodemic
Management: An  Overview of Infodemic
Management During COVID-19, January 2020-
May 2021. WHO, 2021.

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 1075



