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Abstract—The Smart Password Manager is a Python-

based application designed to help users create, store, 

manage, and retrieve passwords efficiently. The system 

addresses common password-security problems such as 

weak passwords, password reuse, and unsafe credential 

storage. It uses Fernet symmetric encryption to protect 

stored password data and maintains encrypted credentials 

in a JSON-based local data store. The application provides 

secure master-password login, password generation, 

password-strength analysis, password search, credential 

update and deletion, and activity logging. It also includes 

login-attempt handling and security feedback to improve 

protection against unauthorized access. By combining 

password management, encryption, password generation, 

and strength analysis in a single desktop application, the 

prototype aims to provide a simple, user-friendly, and 

secure solution for everyday digital credential 

management. 

 

Index Terms—Password Manager, Fernet Symmetric 

Encryption, Encrypted JSON Database, Master 

Password, Password Generator, Password Strength 

Analysis, Authentication, Credential Vault, Activity Log, 

Python Tkinter. 

 

I. INTRODUCTION 

 

The increasing number of online accounts has made 

password management an important part of everyday 

digital security. Users are expected to maintain strong 

and unique credentials for different services, yet 

remembering many passwords can be difficult. This 

can lead to weak passwords, password reuse, or 

storage of credentials in insecure locations. A practical 

password-management system therefore needs to 

combine security mechanisms with convenient 

management features. The proposed Smart Password 

Manager is a secure Python-based desktop application 

that combines a graphical interface with encrypted 

local credential storage. Python and Tkinter are used 

to implement the application interface, while Fernet 

symmetric encryption is used to protect stored 

password data. Encrypted JSON storage provides a 

lightweight local data store for the prototype. The 

system provides master-password authentication, 

password generation, password-strength analysis, 

credential search, update and deletion, password 

retrieval, and activity logging. These features are 

integrated into a single application so that users can 

manage credentials without relying on separate tools 

for password creation, storage, and evaluation. 

 

II. PROBLEM STATEMENT AND OBJECTIVES 

 

With the increasing number of online accounts, users 

need to manage multiple passwords for different 

applications and websites. Remembering many strong 

and unique passwords can be difficult, which often 

leads users to choose weak passwords, reuse the same 

password across multiple accounts, or store passwords 

in insecure locations. These practices increase the risk 

of unauthorized access and credential theft. Traditional 

methods may also fail to provide both secure storage 

and convenient management.  

 

The Smart Password Manager addresses this need by 

providing encrypted password storage using Fernet 

encryption, secure master-password authentication, 

password generation, strength analysis, search, update 

and deletion features, and activity monitoring. 

Develop a secure password-management system for 

organized credential storage and management. Protect 
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stored passwords using Fernet symmetric encryption 

so that credentials are not maintained directly in 

readable form. Provide master-password 

authentication and login-attempt handling to reduce 

unauthorized access.  Generate strong and unique 

passwords automatically. Analyze password strength 

and provide feedback to support stronger credentials. 

Provide add, retrieve, search, update, and delete 

operations for stored passwords. Maintain an activity 

log of important security and user actions. Provide a 

simple and user-friendly interface while maintaining 

the intended security features. Reduce risks associated 

with weak passwords, password reuse, and insecure 

credential storage. 

 

III. LITERATURE REVIEW OF EXISTING 

SYSTEMS 

 

Saleh (2025) critically reviewed 25 password-manager 

studies from security, usability, and innovation 

perspectives. The reviewed systems considered threats 

including offline attacks, phishing, and device 

compromise, and investigated approaches such as 

encryption, key-derivation functions, OPRF, DE-

PAKE, secret sharing, physically unclonable 

functions, biometrics, and distributed architectures. 

The review also considered user-interface 

improvements, simplified authentication, password 

generators, and password-strength mechanisms. The 

review used a critical and thematic analysis of 25 pre-

selected research papers. The studies were grouped 

into four themes: security challenges; usability and 

adoption; innovative architectural designs; and 

cryptographic techniques and protocols. Findings were 

compared to identify common trends, differences, 

trade-offs, and research gaps. The review reported that 

6 of the 25 papers (24%) addressed offline attacks, 5 

(20%) discussed phishing resistance, 5 (20%) 

addressed device-compromise resilience, and 4 (16%) 

focused on UI/UX improvements. It also reported that 

32% explicitly mentioned AES or equivalent 

encryption and 16% discussed KDFs such as PBKDF2 

or Argon2d. The review highlighted continuing 

challenges involving usability, distributed-system 

scalability, synchronization, cryptographic 

development, and standardization/interoperability. 

These findings guided the design of the present 

prototype. The project combines encrypted credential 

storage, secure authentication, password generation, 

strength analysis, password search, update/delete 

operations, and activity logging in one user-oriented 

desktop application. 
 

 
Fig. 1. Literature Review of Smart Password Manager and Encryptor. 

 

Saleh (2025) critically reviewed 25 password-manager 

studies focusing on security, usability, and innovative 

architectures. The reviewed systems addressed threats 

such as offline attacks, phishing, and device 



© October 2026 | IJIRT | Volume 13 Issue 5 | ISSN: 2349-6002 

IJIRT 209600 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 3180 

compromise using encryption, KDFs, OPRF, DE-

PAKE, secret sharing, PUFs, biometrics, and 

distributed architectures. The study found that 

password managers must balance strong security with 

usability and identified research gaps in usability 

testing, scalability, cryptographic development, and 

standardization. These findings guided our project in 

implementing encrypted credential storage, secure 

authentication, password generation, strength analysis, 

and user-friendly password-management features. The 

findings of this literature review directly support the 

design of our Smart Password Manager. Based on the 

security and usability challenges identified in the 

reviewed studies, our project combines encrypted 

password storage, secure authentication, password 

generation, password-strength analysis, password 

search, update/delete operations, and activity logging 

in a single user-friendly application. Thus, the project 

applies important concepts identified in existing 

password-manager research while providing a 

practical implementation suitable for everyday 

credential management. 

Saleh's 2025 study presents a critical review of 25 

research papers related to password managers, 

focusing on security, usability, and innovative designs. 

The review examines how different password-

manager systems address security threats such as 

offline attacks, phishing, and device compromise, 

while also considering usability and user adoption. 

The reviewed studies use a variety of technologies and 

approaches, including AES and equivalent encryption 

techniques, PBKDF2 and Argon2d, OPRF, DE-PAKE, 

Shamir's Secret Sharing, Physically Unclonable 

Functions (PUFs), biometrics, cloud-based and 

distributed architectures, and password-generation 

mechanisms. Some systems focus on avoiding 

password storage completely through generative 

approaches, while others distribute sensitive 

information across multiple devices or combine 

software with hardware-based security. 

 

The methodology of the paper is based on a critical and 

thematic analysis of 25 pre-selected research papers. 

The studies are examined according to four major 

areas: security challenges, usability and adoption, 

innovative architectural designs, and cryptographic 

techniques and protocols. The review identifies the 

strengths and limitations of different approaches rather 

than proposing a single password-manager 

implementation.  
 

 
Fig. 2. Literature Review of Smart Password Manager and Encryptor. 

 

The review highlights that password managers can 

significantly improve credential security, but there is a 

continuing trade-off between security and usability. 

Generative approaches can reduce the risks associated 

with storing passwords, while distributed and 

hardware-based approaches can provide additional 

protection against device compromise. However, these 

approaches may introduce complexity, 
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synchronization problems, or reduced convenience. 

The study also emphasizes the importance of user-

friendly interfaces, simplified authentication, 

password generators, and password-strength 

mechanisms in encouraging secure user behavior. The 

paper identifies several important research gaps, 

including real-world usability testing, scalability of 

distributed password-management systems, stronger 

and evolving cryptographic techniques, and 

standardization/interoperability. It suggests that future 

password managers may benefit from hybrid 

approaches that combine the strengths of generative, 

distributed, biometric, and hardware-assisted 

techniques. 
 

 
Fig. 3. Literature Review of Smart Password Manager and Encryptor. 

 

 
Fig. 4. Literature Review of Smart Password Manager and Encryptor. 
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IV. RESEARCH GAP 

 

The reviewed literature shows a continuing trade-off 

between security and usability. Strong protection may 

increase complexity, while convenient systems can 

introduce additional attack surfaces. Real-world 

usability testing remains limited in the reviewed 

studies.  

Distributed and multi-device architectures require 

further work on scalability and interoperability. 

Cryptographic standardization and stronger future-

ready mechanisms remain open areas. 

V. PROPOSED SYSTEM DESIGN 

 

The proposed system is organized into three principal 

areas: authentication, secure credential management, 

and security utilities. Authentication controls access 

through a master-password login, login confirmation, 

show/hide password support, and logout confirmation. 

The secure vault provides encrypted credential storage 

together with add, retrieve, update, delete, and search 

operations. Security utilities provide password 

generation, password-strength analysis, activity 

logging, and secure local storage. 

 

User Tkinter GUI Authentication Password Modules Fernet Encryption 

Fig. 5. Simplified system architecture: User Encrypted local storage. 

 

 
Fig. 6. Simplified System Architecture of Encrypted 

 

VII. PROJECT FUNCTIONAL MODULES AND 

IMPLEMENTATION 

 

Login and Authentication. Provides master-password 

access control, show/hide password support, and 

secure login behavior. Dashboard. Provides 

centralized navigation, quick actions, and security 

information. Add Password. Accepts account name, 

username/email, and password information for 

storage. Password Vault. Allows account selection and 

password retrieval.  

Password Generator. Provides selectable password 

length and generated credentials. Strength Analyzer. 

Provides a score and strength classification for an 

entered password. Activity Log. Maintains 

timestamped records of important vault operations. 

Update, Delete, and Search. Supports credential 

maintenance and account searching. Prototype 

credential Management:  Add Password, Account 

Name, Username/ Email, Password Save Password, 

Success confirmation. 

 
Fig.7: Login page of Password Manager and 

Encryptor 

 

 
Fig.8: Welcome page 
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Fig.9: Dashboard of Smart Password Manager and 

Encryptor 

 

 
Fig.10: Add password 

 

 
Fig.11: Window showing password is added 

successfully 

 

 
Fig.12: Password Vault showing all the credentials 

for a selected account 

 
Fig.13 Password generator based on length and 

strength score 

 

 
Fig.14: Updating an existing password 

 

 
Fig.15. Searching for a password 
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Fig.16: Confirm password 

 

 
Fig.17: Password deleted successfully 

 

 
Fig.18: strength analyzer 

 
Fig.19: Activity log with details Date and Time 

 

 
Fig.20: Logout window 

 

VIII. METHODOLOGY FOR DEVELOPING THE 

APPLICATION FOR SMART PASSWORD 

MANAGER AND ENCRYPTOR 

 

Requirements. The required capabilities were 

identified as secure storage, authentication, password 

generation, password analysis, and credential 

management. Design. GUI navigation, modules, data 

flow, and encryption/storage components were 

planned. Development. The desktop interface and 

password-management functions were implemented 

using Python and Tkinter. Integration. Authentication, 

encryption, JSON storage, password modules, and 

activity logging were connected into the application 

workflow. Testing. Login, CRUD operations, 

password generation, strength analysis, navigation, 

and logout behavior were tested. Maintenance. The 

application can be refined through issue fixing, 

usability improvements, and additional security 

features. 

 

IX. ALGORITHM 

 

1. User Authentication Algorithm 

The authentication algorithm verifies the user's login 

credentials before allowing access to the dashboard. 
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Steps: 

1. Accept username and master password from the 

user.  

2. Compare the entered credentials with the stored 

authentication information.  

3. If the credentials are correct, allow access to the 

dashboard.  

4. If the credentials are incorrect, display a login-

failure message.  

5. Track failed login attempts and apply the defined 

security handling.  

6. Allow the user to retry the login process. 

 

2. Fernet Encryption Algorithm 

The system uses Fernet symmetric encryption to 

protect stored password information. 

Steps: 

1. Obtain the password entered by the user.  

2. Convert the password into an appropriate encoded 

format.  

3. Apply the Fernet encryption mechanism using the 

encryption key.  

4. Store the resulting encrypted value instead of the 

original password.  

5. When the password is requested, decrypt the stored 

value using the corresponding key.  

6. Display the original password only to an 

authenticated user.  

 

Flow: 

Plain Password → Fernet Encryption → Encrypted 

Password → JSON Storage 

and during retrieval: Encrypted Password → Fernet 

Decryption → Original Password 

 

3. Password Generation Algorithm 

The password generator creates strong passwords 

automatically. 

Steps: 

1. Select the required password length.  

2. Select character categories such as uppercase letters, 

lowercase letters, numbers, and special characters.  

3. Randomly select characters from the selected 

categories.  

4. Combine the selected characters to create the 

password.  

5. Display the generated password to the user.  

This reduces dependence on manually created 

passwords and helps users create stronger credentials. 

4. Password Strength Analysis Algorithm 

The strength analyzer evaluates a password according 

to different characteristics. 

Steps: 

1. Accept a password from the user.  

2. Check its length.  

3. Check for uppercase letters.  

4. Check for lowercase letters.  

5. Check for numbers.  

6. Check for special characters.  

7. Calculate a strength score based on the implemented 

criteria.  

8. Display the corresponding strength level and 

feedback.  

 

Flow: 

Password Input → Character Checks → Strength 

Score → Strength Level → Feedback 

 

5. Password Management Algorithm 

The system provides CRUD-based password 

management operations. 

Steps: 

1. Authenticate the user.  

2. Select the required operation from the dashboard.  

3. For Add, accept account details and encrypt the 

password before storage.  

4. For Retrieve/Search, locate the required encrypted 

credential and decrypt it for the authenticated user.  

5. For Update, modify the selected credential and 

securely store the updated password.  

6. For Delete, identify the selected credential and 

remove it from the stored data.  

7. Record the important operation in the activity log.  

 

6. Activity Logging Algorithm 

The activity-log mechanism records important actions 

performed by the user. 

Steps: 

1. Detect an important system or user action.  

2. Record the action and relevant event information.  

3. Store the activity information in the log.  

4. Display the recorded activities through the Activity 

Log module when required. 

 

X. SYSTEM WORKFLOW 

 

The workflow of the Smart Password Manager begins 

when the user launches the application and enters the 
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master login credentials. The system validates the 

credentials before providing access to the main 

dashboard. After successful authentication, the user 

can select the required module according to the task to 

be performed. The user can add, retrieve, search, 

update, or delete stored credentials, generate new 

passwords, analyze password strength, or view the 

activity log.  

 

During password-management operations, sensitive 

password information is processed using Fernet 

symmetric encryption and stored in the encrypted 

JSON-based local storage. When an authorized user 

requests a stored password, the encrypted information 

is decrypted for retrieval. Important operations are 

recorded in the activity log to provide visibility into 

password-management activities. After completing an 

operation, the user can return to the dashboard and 

continue using another feature or choose to log out. 

The workflow therefore provides a structured process 

from authentication to password management, secure 

data processing, activity logging, and logout. 

 

Launch Application → Master Login → Dashboard → 

Select Module → Process Request → Encrypt/Decrypt 

→ Read/Write Storage → Log Activity 
 

 
Fig.13: system workflow 

 

XI. CONTRIBUTION AND FINDINGS 

 

The project combines password storage, generation, 

strength analysis, and credential management in one 

GUI. Fernet-based encryption protects stored 

password data in the implemented prototype.  The 

dashboard provides centralized access to security and 

management functions.  

Password generation and strength analysis encourage 

stronger password practices. Activity logging 

improves visibility into important vault operations.  

The design balances security features with a simple 

desktop interface. 

 

XII. ADVANTAGES AND LIMITATIONS 

 

Advantages. Centralized password management; 

encrypted local credential storage; password 

generation and strength analysis; CRUD and search 

functionality; activity logging; and a simple desktop 

GUI. Limitations.  

The prototype is primarily local rather than cloud-

synchronized. Master-password security remains 

important. Multi-device synchronization, biometric or 

hardware integration, and wider real-world usability 

testing were not demonstrated in the implemented 

prototype. 

XIII. FUTURE SCOPE 

 

Optional biometric authentication and hardware-

backed security. Secure cloud synchronization with 

carefully designed encryption and key management. 

Multi-device support and interoperability. Stronger 

password-generation policies and configurable 

security rules. Expanded audit/activity monitoring and 

recovery mechanisms. Further usability testing with 

real users. Exploration of newer cryptographic and 

privacy-preserving techniques. 

 

XIV. CONCLUSION 

 

The Smart Password Manager provides an integrated 

approach to secure password storage and management. 

The implemented prototype combines master-

password authentication, Fernet encryption, encrypted 

JSON storage, password generation, password-

strength analysis, credential management, and activity 

logging. The system is designed to address both 

security and usability requirements for a local 

password-management application. The literature 

review indicates that password managers must 

continue balancing security, convenience, scalability, 

and interoperability. Future enhancements can extend 

the prototype toward stronger authentication, secure 
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synchronization, broader interoperability, and 

additional privacy-preserving mechanisms. 
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